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e {{ config.items() }}
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" True, 'TESTING': False, 'PROPAGATE_EXCEPTIONS': None, ‘PRESERV
flag(a5233fa4a97338797894cda1dOde410} PERMANENT_SESSION_LIFETIME": datetime.timedelta(days

SSION_COOKIE_NAME": 'session’, 'SESSION _COOKIE_DOMAIN': False, 'SESSIC
True, "SESSION_ _COOKIE SECURE False 'SESSION _COOKIE_SAMESITE": None SESSION REFRESH_EACH_|

'SEND_FILE | MAX AGE _ DEFAULT": datetime.timedelta(seconds=43200), ‘TRAP_BAD REQUEST ERRORS": N
'EXPLAIN_TEMPLATE_LOADING': False, 'PREFERRED_URL_SCHEME': 'http’, 'JSON_AS_ASCII': True, JSON_S
"JSONIFY_MIMETYPE": 'application/json’, ' TEMPLATES_AUTO_RELOAD': None, 'MAX_COOKIE_SIZE": 4093}
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<span id="code" class="code" sty

="background: rgb(171, 77, 240); color: rgb(117, 166, 204);">77+4=2</sp
<input type="text" class="input" maxlength="1
<button id="check">%:il:</button>

> <div style="text-align:center;">..</div>
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$what=$_GET['what'];
echo $what;
if(Swhat=="flag’)
echo 'flag{****};
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$what=$_GET['what'];
echo $what;
if($what=="flag")

echo ‘flag{****}';
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$what=$ POST['what'];
echo $what;
if($what=="flag")

echo 'flag{****};
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$what=$_POST['what'];
echo $what;
if($what=="flag")

echo 'flag{****}';
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Host: 114.67.246.176:13899

Cache-Control: max-age=0

Upgrade-insecure-Requests: 1
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Cache-Control: max-age=0
Upgrads-Insecure-Requests: |
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64) AppleWehKit/537.36 (KHTML, like Gecko)
Chrome/94.0.4606.71 Safari/537.36
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Host: 114.67.246.176:13899

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; «64) ApplsWebIit/537 36 (KHTML, like Gecka)
Chrome/94.0.4606.71 Safari/537. 36
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Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;=0.9
Connection: close

Content-Type: application/x-www-form-urlencodsd
Content-Length: 9
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HTTP/1.1 200 OK
Date: Wed, 0 Ot 2021 O7:12:40 GMT.
Sener. Apache/2.4.7 (Ubuntu)
X-Powsred-By: PHP/5.5.5-1ubuntud 6
Vary: Accept-Encoding

Content Length: 138

Connection: close

Content-Type: text/html

$what=5_POST[what];<br>
echo $what;<br>
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GET /HTTP/1.1

Host: 114 67 246.176:13022
Cache-Control; max-age=0
Upgrads-Insscure-Requests: 1

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/34.0 4606.71 Safari/537 36

Accept: textihiml I.ap ml,q=0.9 image/avif

Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=0.9
Connection: close
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Host: 114,67 246.176:13022 [ Date: Thu, 07 Oct 2021 06:11:37 GMT I
Cache-Control: max-age=0 Server: Apache/2.4.7 (Ubuntu)
Upgrade-nsocurs Requesis: 1 XPawerad By. PHP/S 5. ubuntud &
Usar-Agent. Mozilas0 (Nindows NT 10.0, Wir4; 64) ApplaWebKS37.36 (KHTML ks Gacko) Vay: AcceptEncaing
Chrome/94.0.4606.71 Safari/537.36 Content-Length: 3352
Accopt Gomection: dose
T g0 gt g 03 Conte Type: toxthiml
plication/signed-exchange:v=h3; o=
AccaptEncaing: e, deate <t
AccoptLanguage: - ON.2hq=09 head>
Connection: close <title>BKCTF-WEB6</title>
<scrpt lanquage="avescrpt™>
ale(agB000003 0[
alert("00000%¥0");
ale(MagnO0O003TY:
alen('00000YD );
lIeﬂ(‘ﬂanDElEIEIDI] i
alen0B000¥0
alen(agoB000000Y:
alert("00D000¥0;
ale(MagDB0O003TY:
alen('00000YD );
-Ieﬂ(‘ﬂaﬂDDDDDDD ;i
d CsD -H
ale(MagnBOO000TY;
RABALSH — BB FHF
— 7
alert("00000YO");
alert(*flagDO0O0000O0O");
alert("00000¥0");
<l
?,&#101,@#5&,&#52,-&&5_1_&#196 o</sorot
</head>
</html>
L

TRAMRRRBFE L4 TTk; SERNATE, RhtmlSk

Fiburpfi#is 1§ £lflag

ger=h3g=0.9

Csb

CTRR




alert("000D0¥0"); EE i Intruder Ctrl+l
alert{*flagnon00000"; %4 Repeater Crl+R
alert("00000¥O"); ik Sequencer
alert{(*flagn0O00O0O0"); #3#44 Comparer
alert("000D0¥O");
alert(*flagd0000000"):
alert('0O00DOY¥O");
alert(*lagn0000000"; >
alert("000O0¥0"); >
<l
! [
8#102;84108;8497;44103;8# 18450;88 i :8450; 849 S :LA
T3 8015T;RA56: 449 451, 8499;4450; 8 19; 8457 &453; 845 1;8#51; 85T, BA99; BAAY; RA5T8508;889 | =1 U1
T:&H101;8456;8457;8451;84125; —></scipi> Sz
</hsad> #IFIRE
</l BERABRIER
HURLHEMEAE T
Lk
R Bl
izl Ctrl+X™
Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz By:LianZhang — O X

Burp Project M Z&E EO %)

tg | B | o | wE | =28 [ =g [ wee [0xE [ merR | meen | Ao |

@® Text () Hex ®

B v

FE.. v

v

ELS =i vl [ mEmE
<l-- flag{496f5164d2a9813c2195339¢ 19020893} — @® Text O Hex

B v

FE v

v

| mewd

747k T
THEE, RITE—ERIH

X A L2 | 11467.246.176:13974
Homm © mesttm £ ctftools @ CTREZTE-CTF. csdn [ kelatv B Bugku CTF 2 -alert (Bugku... Bugku-CTFSTERW...
| want to play Dummy game with others£;But | can't stop!

Stop at panda&u will get flag

s

FE—: FATHEB3IRF, Brbl R FEburpli 21 K ikrepeater, BEFEMRN, #RJfaforward, WitkxE,
— AN B2 flag
Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz By:LianZhang — ] X

Bup Project Mit% EX% BO %Y
[#ra [ [ 00 [00s | 228 | =52 | B0 [0S [ 154 E | GEWE | B |

[ [ HrPm iz | WebSockets | &R

/ http://114 67 246 176-13974 &K
[wa | ma |[EEwx] [ 5s |

Raw | % | Hex

GET/HTTP/L

Host: 114.67.246.176:13974

Cache-Control; max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/s.0 (Windews NT 10.0; Win64; x6.4) ApplsWeblit/537 36 (KHTWIL, like Ge cko) Chrome/94.0.4606.71 Safari/537.36

Accept: text/html application/shtmb-xml application/sml; 4=0.9 imags/aif image/webp image/apng 7 ¢=0.8 application/signed-exchangev=h3 4=0.9
Referer: http://114.67.246.176:13974/

Accept-Encoding: gzip, deflate

Accept-Languags: zh-CN,zhe=09

Comnestion: close
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BET/HTTPALY L HTTPA.T 200 OK T
Host: 114.67.246.176:13974 ' Date: Thu, 07 Oct 2021 0:48:15 GMT r
Cache-Control: max-age=0 Server: Apache/2.4.7 (Ubuntu)
Upgrade-Insecure-Requests: 1 X-Powered-By: PHP/5.5.5-1ubuntud 6
User-Agent: Mozila/5.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537 36 (KHTML, like Gecko) Vary: Accept-Encading
Chrome/34.0.4606.71 Safari/537.36 Content-Length: 638
Accept Connection: close
text/html I, =09 image/avil image/apng,'/%q=0.8 a Content-Type: text/html
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Referer. http:/f114.67.246.176:13974/ <htmi>
Accept-Encoding: gzip, deflate <head>
Accept-Language: zh-CN,zh;¢=0.9 <meta charset="u(f6">
Connection: close <meta name="viewport" content="width=device-width, initial-scalz=1.0">
<meta name="dsscription” conten
<meta nam uthor” content="

<title>Dummy game=/ile>
<fhead>

<script languags="JavaScript">
function myrefresh ({
window.location.reload(;

setTimeout(myrefresh("500);

<Iscript>

<body>

<center><strong>| want to play Dummy game with others€{But I can't stopt</strang></center>
<canter>Stop at panda ! u will get flag</center>

g sre="10 jpg"
style="display:nong{
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1| <html>

2 | <head>

3| <meta charset="utf-§">

4 <meta name="viewport” content="width=device-width, initial-scale=1.0">
5| <meta name="description” content="">

6 <meta name="author” content="">

7 | <title>Dummy game</title>

8| </head>

9

10 <script language="JavaScript”>

11 | function myrefresh() {

12| window. location. reload () ;

131}

14 setTimeout (" myrefresh()’, 500) ;

15 | </script>

16 | <body>

17  <center>{strong>I want to play Dummy game with others€jBut I can’'t stop!<{/strong>{/center>
18 <center>Stop at panda ! u will get flag{/center>

19 <center><div><img src="10. jpg”/></div>{/center><br><a style="display:nene”>flag{896f3cahSaa2edcd4hebleBabedddOhd} </a></body>
20 | </htnl>
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» <head>..</head>
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» <torm method="POST" autocomplete="off">.</form>
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#BF3  base64 FIE utf8(unicodefRED)

testl23 | CSDN @f5F

LA R4 P 46 AN B B i) R T
NGB HHARAME R G, RAAMEHERZERM, burpdllEHhi&XFFk

IP#k B (XFF3L %)_weixin_30466421/¢ 1 % -CSDN& & (AR &)
1.X-Forwarded-For: (¥ # Fmé#)

EIRRXFFk, BRARE i, WHEHTTPRIEREESERIP, REEEE THTTP REEE i35 iRk 5 380
A LWMET . EARRFCH & LM #EIE R KGR, TEsquidZ AR EEAR S 38 FF & SCRS AT DAER 2112 350 1 1% 48
. brdER R T : X-Forwarded-For: client1, proxy1, proxy2.

R—HTTPk— i T


https://blog.csdn.net/weixin_30466421/article/details/94879929?utm_medium=distribute.pc_aggpage_search_result.none-task-blog-2~all~sobaiduend~default-1-94879929.nonecase&utm_term=xff%25E8%25AF%25B7%25E6%25B1%2582%25E5%25A4%25B4%25E4%25BC%25AA%25E9%2580%25A0
https://baike.baidu.com/item/HTTP

X-Forwarded-For: client1, proxy1, proxy2, proxy3

HApEES A ES+54% 2 MPHEEX 4 FF, &2 (client)2 5 R 152 P o B IPHubE, A2 AR 55 2% 49 B 2
BB —AMER, BIEERRIFEIPHBE A MBIA L. 7 EEXAEFH, XAEREIEDL T =5 RERS -

proxy1, proxy2 & proxy3. &K iclient1 & H, F|i& T proxy3(proxy3al BE & iE RIIL ). & RKIMclient1+ &
WA, XFFRZM, 53R REproxy1; #idproxy1 FIEE, client1#E@MBIXFFH, 2 5 KK Fproxy2;iE
i proxy2 IS %, proxy 18I MBIXFFH, 2 JEiERBIK FEproxy3; Eitproxy3rf, proxy2#i#inEIXFFH, 2
JEIERMMZRAE, WRproxy3 M RiERE S, BEREBHEEK.

WMR—ANHTTP iERBERE a2/, £t 7 =4 Proxy1. Proxy2. Proxy3, IP 2514 IP1. IP2. IP3,
HPESZIP N IPO, B4R XFF frdE, REmHLZSWRIIXFEEE: X-Forwarded-For: IPO, IP1, IP2

U FHhiEX—FRIEFES, PiZEEMHAX-Forwarded-For#g. EH &M TXFFH&E—/MPHitk & 55—
AMRERAR S5 8% K P b, X8 F 2 — MRS BRIE. burpdli P iE XFFk

HE:burpii .14 & XFFk

| Bup Project Wit E£Z O B

‘ ESE | BfF | 08 | MidE | BRE | EFE | WO | wHiE }E##Ebﬁﬁjﬁlﬁxﬁ%)ﬁzlﬁw

| [ | HrPm®iaR | WebSocket | %

i
/ http://114 67246 176:12453 &R
[ wa || mm | [E&ek | G |

Raw | B4 | 3 | Hex
[POST/HTTP/1
Host: 114.67.246.176:12463
Content-Length: 23
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

Qrigin: hitp:/f114.67.246.176:12453

Cantent-Type: application/x-www-farm-urlencoded

UserAgent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64) Appls\WebkKit/537.36 (KHTML, like Gecka) Chrome/34.0.4606.71 Safari/537.36

Accept: text/html htmi+xml, ml;q=0.9,image/auf i | P08, hangev=h3;q=0.9
Referer. hitp:/114.67 245.176:12453/

Accept-Encoding: gzip, deflats

Accept-Language: zh-CN,zh;g=0.9

Connection: close

user=admingpass=test|23 CSDN @f&FT+

thit
X-Forwarded-For 127.0.0.1 (Z#HE%HiA127.0.01)
3 3flag

Burp Project Wit EX¥ HO #Ah
AR | Bfe | 02 | NS | BAE | EFE | BOSE | HEE | GErE Tlﬁﬁﬁlﬁ TREJF'iZIﬁ]

REE Uk < v >\ B3 http://114.67.246.176:12453 f ®

£ Lol
Raw | &3 | 3 | Hex Raw | 35 | Hex | HTML | Render
s | | = HTTR/1.1 200 K A
Cache-Control max-age=U n i Date: Fri, 08 Oct 2021 02:54:31 GMT
Serer Apache/2 4.7 (Ubuntu)
Upgrade-Insecure-Requests 1 s N
Origin hitp://114 67.246.176:12453 é‘;“wjfjfg;l?i's'g'w vhuntut 6
Content-Type applicationscwww-form-urlencoded =9l cﬂn’;m_u:gth 5506 9
User-Agent Mozilla/5.0 (Windows NT 10.0: Win64; x64) AppleW... — Connection: close
Accept text/html, application/xhtml+xml application/xml:q=0. . X Content-Type- texthtml
Referer http://114 67 246 176:12453/
Accept-Encoding gzip. deflate <html>
Accept-Language zh-CN zh:q=0 8 <head>
Connection close fw‘_‘“?i -
[CForwardedFor TI7001 ] [{ f}tlt”":””
itle
liseradmin&pass=test123 : </head>
<body>
<h1>8 1 5 F#Hi</h >
<form method="POST" autocomplste="off">
<p>Username: <input type="text" name="user" id="user'></p>
<p>Password: <input type="password" name="pass" id="pass"></p>
<p>
<input type="submit" valus="Subrmit"/>
<input type="resst" value="Resst"/>
<lp>
<[form>
<font style="color #FFO000"><h3>The flag is:
| ﬂagﬂlﬁd?zEBSZhCi32eﬁl]e]asdﬂeahﬂﬁl\:ﬂh}ﬂﬁxb\><ffun1>
ety
</html>
L L
v v

@ (<[] ][#rEszn gakE | @ [<|[+][> ] [prerea CSD I [ositee
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