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1. Random Image
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#!/usr/bin/env python

import Image
import random

def get_color(x, y, r):
n = (pow(x, 3) + pow(y, 3)) " r
return (n ~* ((n >> 8) << 8 ))

flag_img = Image.open("flag.png")
im = flag_img.load()
r = random.randint(1, pow(2, 256))
print flag_img.size

enc_img = Image.new(flag_img.mode, flag_img.size)
enpix = enc_img.load()

for x in range(flag_img.size[0]):
for y in range(flag_img.size[1]):
t = random.randint(1, pow(2, 256)) % 250
enpix[x,y] = t

for x in range(flag_img.size[0]):
for y in range(flag_img.size[1]):
if im[x,y] < 250
s = get_color(x, y, r)
enpix[x,y] = s

enc_img.save('enc' + '.png')

mEFMEAFWT (enc.png) :
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import Image

enc_img=Image.open('enc.png')
im=enc_img.load()
count=0

for x in range(enc_img.size[@]):
for y in range(enc_img.size[1]):
if im[x,y]>=250:
print x,y,im[x,y]
count+=1

print count

— KGR

1317 64 251
1323 29 254
1325 27 254
1326 61 251
1330 43 253
1334 44 254
1335 45 250
1344 37 251
1345 54 255
1347 32 253
1347 40 253
1347 48 253
1347 56 253
1350 32 254
1350 56 254
1353 59 250
1366 29 251
1366 59 253
1368 37 251
1372 54 254
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def get_color(x, y, r):
n = (pow(x, 3) + pow(y, 3)) ~ r
return (n ~ ((n >> 8) << 8 ))

for i in range(256):
if get_color(1372,54,i)==254:
print i
break

beyond@beyond ~/F# $ python dec3.py
38
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import Image

enc_img=Image.open('enc.png')
im=enc_img.load()
count=0

dec_img=Image.new(enc_img.mode,enc_img.size)
print enc_img.mode
depix=dec_img.load()

for x in range (enc_img.size[0]):
for y in range(enc_img.size[1]):
if im[x,y]>=250:
depix[x,y]=0
elif (x**3+y**3)A38==im[x,y]:
depix[x,y]=0
print x,y
else:
depix[x,y]=255
print enc_img.size
dec_img.save('flagl'+'.png')

SR
ASIS_05df5fedfc700926df42fcd591b791ec

2. Hidden flag
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HTTP/1.1 200 OK

Server: nginx

Date: Thu, 15 May 2014 00:43:11 GMT
Content-Type: text/html; charset=utf-8
Connection: keep-alive

Vary: Cookie, Accept-Language
X-Frame-Options: SAMEORIGIN

x-flag: ASIS_b6b?244608c2?c2e869cb56?67b64?b1l
Content-Language: en-us

Set-Cookie: csrftoken=MnyNAPazKJLrEELqOTWPR1t70DCNm3Yz; expires=Thu, 14-May-2015 00:42:56 GMT; Max-Age=3144
X-XSS-Protection: 1; mode = block
X-Content-Type-Options: nosniff

X-Hacker: Don't Be A Jerk

X-Powered-By: ASIS

Content-Length: 3731

W UE Blx-flagB A5, FE TR lag )M 5T A4S :

$(document).on('hidden.bs.modal', function (e) {
e.preventDefault();
$(e.target).removeData('bs.modal");

s

var i=0;

var result=['Please try again!', 'Try harder!', 'Your answer is not correct!', 'The submitted flag is n
var final_result="Do you want to hack me?";

$('#flag_submission').submit(function(e){
e.preventDefault();
var shaObj = new jsSHA(document.forms["flag submission"]["id_flag"].value, "TEXT");
var hash = shaObj.getHash("SHA-256", "HEX");
var shaObj2 = new jsSHA(hash, "TEXT");
var hash2 = shaObj2.getHash("SHA-256", "HEX");
if (document.forms["flag_submission"]["check"].value !== hash2) {
if ($("#id_flag").next().length == 0){
$('<div class="alert alert-danger" id="answer" />').insertAfter('#id_flag');
}
if (i++>6){
$('#answer').removeClass('alert-danger').addClass('alert");
$('#answer').text(final_result);
}
else $('#answer').text(result[Math.floor(Math.random() * 7)1);
return false;

A LAE R Fksha-256, B fcheck value B ELER, check valuetd 7] LM T R 3R15 2

<input id="id_check" name="check" type="hidden" value="61el18627ead3caaf56c89140el11533491ea3cc7b405d3e4d95bb
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import hashlib
hexs="0123456789abcdef"

for a in hexs:
for b in hexs:
for c in hexs:
for d in hexs:

flag="ASIS_b6b%s244608c2%sc2e869cb56%s67b64%sbl" %(a,b,c,d)

flaghash=hashlib.sha256(flag).hexdigest()

flaghash=hashlib.sha256(flaghash).hexdigest()

if flaghash=='61e18627ead3caaf56c89140e11533491ea3cc7b405d3e4d95bba333860cPacc':
print a,b,c,d
print flag
break

RILBITUWT:

beyond@beyond ~/code/code-python $ python hiddenflag.py
9feb
ASIS_b6b9244608c2fc2e869cb56067b64bbl

3. Prying ears
89504e470d0a1a

FTF R — pcapXf, FEwireshark B MEZ A LLF 2R £dns, X B E—AdnsijHihk 2
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Filter: |dns.flags == 02120 and dns.gry.name matches "[0-9a-F1{| 2
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» Frame 198: 98 kbytes on

3 Lleoe Diatacr o Deadossd

000 50 33 4b 08 0a b0 78 54
010 00 54 13 €3 00 00 7c 11
020 Be 02 00 35 &8 d0 00 40
030 00 01 00 00 00 00 08 38

0 x H Q

Source
195 34.127735000 192.
200 38.234870000 192,
204 40.391913000 192.
208 44.505736000 192,
212 45.626635000 192,
2165 47.735131000 192.
224 51.845737000 192.
231 54.943051000 192.
235 55.044536000 192,
245 58.324083000 132.
243 58.427085000 132,
254 58.531237000 192.
258 58.538083000 192.
273 59.755200000 132.
283 £1.868361000 132.
290 £Z2.379300000 192,
294 F3.088273000 132,
329 B6.278105000 132,
333 F6.565223000 192,

forensic_175_d78a42edc01c9104653776f16813d0e5
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[Wireshark 1.10.6 (Git Rev Unknown from unknown)]
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Clear Apply %77

98
=]
=]
=]
=]
=]
=]
=]
=]
38
38
38
38
38
38
38
38
38
38

Destination Protocol Length
.11.4 152.168.110.2 DOrS
.11.4 152.168.110.2 OrS
.11.4 152.168.110.2 OrS
.11.4 152.168.110.2 OrS
.11.4 152.168.110.2 OrS
.11.4 152.168.110.2 OrS
.11.4 152.168.110.2 OrS
.11.4 152.168.110.2 OrS
.11.4 152.168.110.2 OrS
.11.4 1532.1658.110.2 DrS
.11.4 1532.1658.110.2 DrS
.11.4 1532.1658.110.2 DrS
.11.4 1532.1658.110.2 DrS
.11.4 1532.1658.110.2 DrS
.11.4 1532.1658.110.2 DrS
.11.4 1532.1658.110.2 DrS
.11.4 1532.1658.110.2 OrS
.11.4 1532.1658.110.2 OrS
.11.4 1532.1658.110.2 OrS

wire (T84 hits), 98 bytes captured (784 hits) on interface 0
» Ethernet II, Srcr D-LinkIn_73:d3:0e (78:34:2e:73:d3:0e), Dst: Apple_08:0a:h0 (B0:33:4b:08:0a:h0)
> Internet Protocol Wersion 4, Srel 192.162.11.4 (192.188.11.4), Dst: 192.162.110.2 (192.162.110.2)
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Bt RikFEfile---> export specified packets

File Edit ‘“iew

(SN

Filter: dns.flags == 0x518

Go  Capt

[, Time Sot
186 34.127735000 152
200 38.234570000 192
204 40.391913000 192
208 44,5303796000 192
212 45.626635000 192
216 47.735131000 192
224 51.846797000 192
231 54.949051000 192
235 55.044936000 192
245 58.324085000 192
243 58.427065000 192
254 58.531237000 192
258 58.638083000 192
273 59.755200000 192
283 61.868361000 192
290 §2.979300000 192
294 f3.088Z73000 192
329 B6.278105000 192
333 66.565223000 192

_

P Frame 196: 98 bytes or

Packets: 6867 - Display---  Profile: Default

Info

Standard guery response
Standard guery response
Standard guery response
Standard guery response
Standard guery response
Standard guery response
Standard guery response
Standard guery response
Standard guery response
Standard guery response
Standard guery response
Standard guery response
Standard guery response
Standard guery response
Standard ouery response
Standard ouery response
Standard ouery response
Standard ouery response
Standard cuery response

Ox5ecas
Oxdags
Oxed5a
DxeZbf
0x331e
Ox2d30
Oxzafz
Oxa7c2
0x535:
Dxfbfd
Oxf9E7
Dxcclab
08562
D8l
Oxatab
Dxaehad
Oxeatc
Oxafal
0= 1eff

£ 97.107.124.13
A08T.107.124.132
A08T.107.124.132
&87.107.124.12
A08T.107.124.132
A08T.107.124.132
&87.107.124.12
&87.107.124.12
&87.107.124.12
£ 87.107.124.13
& 87.107.124.13
& 87.107.124.13
A0BT.107.124.13
& 87.107.124.13
A0BT.107.124.13
A0BT.107.124.13
A& 87.107.124.13
A BT.107.124.13
A 87.107.124.13

280 Wireshark: Export Specified Packets
EFRN -
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) FiRER || Soldiers.of .Fortune.2012.BluRay. 10800 DTS—HD.MAS. 1.4- -- B~
e " [ [BRIRT 3 HdmE PR 8T (htrml. cas. s ) 2S5 2014504 A 158
[ lbencode-1.0 B v
Packet Range
Captured | Displayed |
@ All packets BEET 194
Selected packet only 1 1
Marked packets only ] ]
From first to last marked packet n] n]
Spedfy a packet range: ] u]
Remaowe Ignored packets ] ]
File type: | ‘Wireshark/... — pcapng : Compress with gzip
© Bk () "|save

P Ethernet II, Src: D-LinkIn_f3:osi0e (fo:od:zeiis0s:0e), Ust. Apple_Us.0a:o0 (BU.533 40 08-0g.00)
I Internet Protocol Mersion 4, Src: 192.168.11.4 (192.168.11.4), Dst: 192.168.110.2 (192.168.110.2})
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RIFIF e W L E# A string RIBBUL AP K 77788, Fgrepid I FTA K+ Bl /78, BRtrind
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beyond@beyond ~/F# $ strings qweqwe.pcapng | grep '~[a-z@0-9]\{14\}$'

| tr -d '\n' > test.txt



T ¥ test.ixtiE Ak B AR R I — i Hlpng AT A T o

beyond@beyond ~/T# $ xxd -r -p test.txt out.png

BEKEFINT:
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4. White noise

XANE R G REEgbRIFE T RANE:

from PIL import Image

im = Image.open("foto.png")
rgb_im = im.convert('RGB')
#size is 256 by 256
for x in xrange(©,255):

for y in xrange(©,255):

r, g, b = rgb_im.getpixel((x, y))
print str(r) + " " + str(g) + " " + str(b)

SZRWT:

R G B

128 80 239
128 171 83

128 165 100
128 136 219
128 165 161
128 68 224
128 119 60
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from PIL import Image

im=Image.open("foto.png")
rgb_im=im.convert('RGB")
i=0

c=[1]

d=[]

dec_img=Image.new('L"', (256,256))
depix=dec_img.load()

for x in range(256):
for y in range(256):
depix[x,y]=255

for x in xrange(©,255):

for y in xrange(©,255):
r,g,b=rgb_im.getpixel((x,y))
print str(r)+" "+str(g)+" "+str(b)
depix[int(g),int(b)]=0
c.append(int(g))
d.append(int(b))
i=i+l

if i >= 32768:
break

dec_img.save('steg'+'.png')
print max(c)

print max(d)
print i
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