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<html xmlns="http://www.w3.0rg/1999,/xhtml" > |evert
<head>[=<{/head>

<body id="body" onload="init()">
¢l--flag KEY{Web-2-bugkKssNNikl=318@3}-->

<zcript type="texts/javascript™ src="js/5now.js" >«
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<html xmlns="http://www.w3.0rg/1999,/xhtml" > |evert
b <head> (= <{/head>
<span id="code" class="code" style="background: rgb(241, 2
8% 8%; color: rgb(34, 212, 218);">61+17=2</span> |ewent

<input class="input” type="text" maxlength="1"> %
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<html xmlns="http://www.w3.0rg/1999,/xhtml" > |evert

b <head> (= <{/head>

w <{body >
<span id="code" class="code" style="bac ound: rgb(¢
8%; color: rgb(136, 142, 32);">84+6@=2</s | event
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echo $what;
if($what=="flag")
echo 'flag{****}’;
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¥yit payload:

BugkuCTF =i X 123.206.87.240:800
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| (D 123.206.87.240:8002/get/?what=flag
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Swhat=% GET['what'];

echo $what;

if($what=="flag")

echo 'flag{****}’;

flagflag{bugku_get su8kej2en}
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$what=$_POST['what'];
echo $what;
if($what=="flag")

echo 'flag{****}};
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Encryption ~ Encoding ~ SQL ~ XSS~ Other ~ Chrome BackBar

e Load URL hitp:/123.206.87.240:8002/post/

I spiitURL
| Execute
Y= Postdata [] Referrer [] User Agent [] Cookies
what=ﬂag]:
5] = Al 43 flag
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Swhat=% POST['what'];

echo $what;

if($what=="flag")

echo 'flag{****}’;
flagflag{bugku_get ssseint67se}
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$num=% GET['num';

iilis numeridCUUILY)
{

echo $num;
if($num==1)
echo '-ﬂag{*********t}"—

}
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BaEses BUGEsEs fend DFEie Demmt BEEmE D ares
$num=$_GET['num’];
if(lis_numeric($num))

{

echo $num;
if($num==1)
echo '-ﬂag{*********t}"—

}
1gwertflag{bugku-789-ps-ssdf}
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alert(™
alert(™
alert(™
alert("
alert(™

alert(™

flagiifEiZE ") ; alert("siHHRID"
alert ("SeHEHID); alert("FlagsiirizB"
FlagfifEiZE ") ; alert("sHIRID"
alert ("EHHEIC"); alert("FlaggfifEizE"
flagiifEizE ") ; alert("sHLHRID"
alert ("D ; alert("fFlagfirizB"
flagii{EiZE ") ; alert ("sifim-
alert ("EHHEIC"); alert("FlaggfifEizE"
FlagfifEiZE ") ; alert("sHIRID"
alert("3EHHIE"); alert("FlaghfiirizEB"
flagiifEiZE ") ; alert("siHHRID"

alert(™

FlagffifEiZB"); alert("FiiD

alert ("FEHID); alert("FlagsfiipizE

alert(™

FlagfifeiZE"); alert ("F{HEE

alert (") ; alert("FlagfiinizE

alert(™

FlagffifEizE"); alert ("FHIE

alert ("IN -); alert("flagifiipizE

alert(™

FlaghifEizE"); alert ("D

alert (") ; alert("FlagfiinizE
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alert ("D "); alert("FlagifiiTizE
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alerti™

alert(™

alert("

alerti™

flagififEizE " ); alert("siEHRID");
alert("SEEHID); alert("FlagsfiTizE");
FlagfifEizE " ); alert("SIEHHIO");
alert("EHHIE"); alert("Flagfi{tiZE");
FlagiifEizE "), alert("FRiEHRID");
alert("seHHIC); alert("FlagfiitizE");
FlagilfEiE " )5 alert("sifHEID");
alert("EHHIE"); alert("Flagfi{tiZE");

FlagfiffizE"); alert( Ffifim"

alert("SeHHIE"); alert("Flagfifoi=zE"
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alert ("D )
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alert ("JEEIT")
alert("Flaghfifii=
alert ("FEHEHEID )
alert("flaghlifEiz
alert ("JEEIT")
alert("FlagififEi=
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URLSRES/4RES

UnixBd7a]E;
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I want to play Dummy game with others£;But | can't stop!
Stop at panda ! u will get flag
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[Target TProxy TSpider TScanner T Intruder T Repeater T Sequencer TDBDDdBr TCDmDE

_[ Intercept T HTTP history T WebSockets history T Options ]

#| Reguest to hitp:1/123.206.87.240:8002

[ Forward J l Drop J [ Intercept iz on J l Action J

[ vosters T v |

GET /weblZ/ HTTP/L.1
Ho=st: 123.206.87.240:8002
User-Agent: Mozilla/5.0 (Windows INT 10.0; Wing4; =€4; rv:g3.0

Aocept: text/html, application/ xhft 1 1 1 .9
Accept-Language: zh-CM, zh:qg=0.82, Send to Spider 3
Aecept-Encoding: gzip, deflate Dz an active scan

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0 Serd to Repeater Ctri+R
Send to Sequencer

Send to Intruder Ctri+l

Send to Comparer |

LK Eflag

<script language="JavaScript':>

function myrefresh() {

window.location.reload() ;

i

setTimeout( myrefresh()'  500) ;

</script>

<body>

<centerr<strong>I want teo play Dummy game with othersf£jBut I can't
stop!</strong></centers>

<center>Stop at panda ! u will get flag</center>
<oenters<dive<img sroe="10.Jpg"/></dive</centerr<br><a
style="display:none"}flag{dmnm[_gamn_lg_sﬂ_pnpular}{fa}{fbody}
</html>
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flag In the variable ! <?php

error_reporting(0) ;
include “flagl.php”;
highlight_file(_ file_ ) ;
if(isset($_GET[ args’ 1)) {
$arges = $_GET[ args’];
if ('preg match(”/ \w+§/", $arss)) {
die("args error!”);
}

eval ("var_dump ($8arss) ;") ;

i

1 | http://120.24.86.145:8004/index1.php il
2 | flag In the variable ! <?php

3

4

S | error_reporting(@); £ FKHphpfEiR B

6 | include "flagl.php"; £ SlAfLagl. php T

7 | highlight file( file );: SR HERAT B

8 | if(isset($ _GET[ args'])){ SH A A iriE

9 $args = $ GET["args"];

18 if(!preg_match{"/~\w+%/",%args)){ \wEFEHE—TEiAFEF, Blfa-zA-Ze-9 ] ,+IFRTEEIFFFL
11 die{("args error!”); //EH args error!

12 1

13 eval{"var_dump($$args);"); / FFFEFBEaphp i CBH TSRS var_dump() H# ExHF—1
14

15 | ?»
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