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St Htelnet

7L ) BEIIe=ESG YY) AQE
[i | telnet
No. Time - Source Destination Protocol Length Info
7 4.555208 192.168.221.128 192.168.221.164 TELNET 57 Telnet Data ...
8 4.570808 192.168.221.164 192.168.221.128 TELNET 66 Telnet Data ...
9 4.648808 192.168.221.128 192.168.221.164 TELNET 63 Telnet Data ...
10 4.648808 192.168.221.164 192.168.221.128 TELNET 72 Telnet Data ...
11 4.726808 192.168.221.128 192.168.221.164 TELNET 71 Telnet Data ...
[TCP Segment Len: 38]
Sequence number: 83 (relative sequence number)
[Next sequence number: 121 (relative sequence number)]
Acknowledgment number: 124 (relative ack number)
0101 .... = Header Length: 20 bytes (5)
> Flags: @xe18 (PSH, ACK)
Window size value: 256
[Calculated window size: 65536]
Ekflag
AmaJe TR AesEF IS = QQQE
[i|tcp. stream eq 0 |y v] FikR - +
smmE Y\ |®E v Oesxis FiH, v [fla P | = AU
No. Time Source Destination Protocol  Leny Info P

3 0.046800 192.168.221.128 192.168.221.1 TCP
4 0.078000 192.168.221.128 192.168.221.164 TELNET
5 ©.093600 192.168.221.164 192.168.221.128 TCP

54 1146 - 23 [ACK] Seq=1 Ack=1 Win=65536 Len=@
75 Telnet Data ...

60 23 > 1146 [ACK] Seq=1 Ack=22 Win=14624 Len=0

Sequence number: 83 (relative sequence number)
[Next sequence number: 121
Acknowledgment number: 124 (relative ack number)
@101 .... = Header Length: 20 bytes (5)

> Flags: exel8 (PSH, ACK)
Window size value: 256
[Calculated window size: 65536]
[Window size scaling factor: 256]
Checksum: ©x3cb7 [unverified]

REZ )G, EBEtcpi, REHREIT flag

(relative sequence number)]

M Wireshark - 2R 1CP ¥ (tep.stream eq Q) - networking.pcap

Login incorrect
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hockeyinjune-virtual-machine login: .

38400,38400....".......XTERM..................Ubuntu 12.04.2 LTS
hockeyinjune-virtual-machine login: ccssaaww
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RGBT 3T SR B binwalk B
17 binwalk -e /root/2.jpg KIMMHES T iFJLikEF
1T dd if=/root/2.jpg of=/root/1.jpg skip=158792 bs=1 BEHEHF—KKEH

&
&

:~# binwalk -e /froot/2.jpg
DECIMAL HEXADECIMAL DESCRIPTION

image data, EXIF standard

image data, big-endian, offset of first image di
rectory: 8
158792 Bx26C48 image data, JFIF standard 1.02
158822 Ox26C66 image data, big-endian, offset of first image di
rectory: 8
159124 Bx26D94 image data, JFIF standard 1.62
162196 0x27994 JPEG image data, JFIF standard 1.02
168370 0x291B2 Copyright string: "Copyright (c) 1998 Hewlett-Packard
Company"

:~# dd if=/root/2.jpg of=/root/1l.jpg skip=158792 bs=1
id 3 T 27689+0 BiZE A
;T 2768940 BB 1 , .
27689 bytes (28 kB, 27 KiB) copied, 0.128218 s, 216 kB/s h“Fini-'-'b'Ug-fifid”-”er-'ﬂ0_4410845
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