
Bugku-加密-rsa(WriteUp)

段_Ross  于 2018-11-20 22:43:06 发布  6943  收藏 8
文章标签： CTF
版权声明：本文为博主原创文章，遵循 CC 4.0 BY-SA 版权协议，转载请附上原文出处链接和本声明。
本文链接：https://blog.csdn.net/shenzhang7331/article/details/84311280
版权

https://blog.csdn.net/shenzhang7331
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/shenzhang7331/article/details/84311280


该题目是一道rsa解密的题目

ne已经给出，可以看出e特别大，在e特别大的情况下，可以使用wiener attack的方法进行破解，正好工具RsaCtfTool集成了
wiener attack的方法，所以可以直接使用RsaCtfTool计算私钥， 如下所示：

使用pqe直接解密密文，得到flag,代码如下所示:



#coding:utf-8
from libnum import n2s,s2n
import base64
def gcd(a, b):   #求最大公约数
if a < b:
    a, b = b, a
while b != 0:
    temp = a % b
    a = b
    b = temp
return a

def egcd(a, b):
if a == 0:
    return (b, 0, 1)
else:
    g, y, x = egcd(b % a, a)
    return (g, x - (b // a) * y, y)

def modinv(a, m):
g, x, y = egcd(a, m)
if g != 1:
    raise Exception('modular inverse does not exist')
else:
    return x % m
    
if __name__ == "__main__":
p=15991846970993213322072626901560749932686325766403404864023341810735319249066370916090640926219079368845510444
031400322229147771682961132420481897362843199
q=28805791771260259486856902729020438686670354441296247148207862836064657849735343618207098163901787287368569768
472521344635567334299356760080507454640207003
e = 354611102441307572056572181827925899198345350228753730931089393275463916544456626894245415096107834465778409
5323731871253185546147225993017915289162128393681210660355410088082615345005860236527677122716257852042809646880
04680328300124849680477105302519377370092578107827116821391826210972320377614967547827619
# tmp = base64.b64decode("qzogS7X8M3ZOpkUhJJcbukaRduLyqHAPblmabaYSm9iatuulrHcEpBmil7V40N7gbsQXwYx5EBH5r5V2HRcEIO
Xjgfk5vpGLjPVxBLyXh2DajHPX6KvbFpQ8jNpCQbUNq8Hst00yDSO/6ri9dk6bk7+uyuN0b2K1bNG5St6sCQ4qYEA3xJbsHFvMqtvUdhMiqO7tNC
UVTKZdN7iFvSJqK2IHosIf7FqO24zkHZpHi31sYU7pcgYEaGkVaKs8pjq6nbnffr4URfoexZHeQtq5UAkr95zD6WgvGcxaTDKafFntboX9GR9VUZ
nHePiio7nJ3msfue5rkIbISjmGCAlj+w==")
#  = 
d = modinv(e, (p - 1) * (q - 1))
# c=s2n(tmp)
c = 382309913162293996518235675906923010600446204121917377646323846805462562284515182388429652213947118483378324
5944384444688946836215418821484073674465788585894381017767587199111146665315825719113960569991634730829499566453
0280816850482740530602254559123759121106338359220242637775919026933563326069449424391192
#c = 22503148344463405693106790786585379965019722535137705063229033472107303128770173029781585065447372193990781
2470206115171738967740183098960272963323728747481560137205796840356532306950935686580268408289864109695494835661
4140730835732498823623329207220000997819943153365707111889345653791414067274203468063894055364741027306821559982
6360709571854323927220240213928680977936871060084207860604656322847002354634890861871914779085925798088264303014
4242048154566691808688844513142261099020381730517293884263384819159874220288293023868919557980548807831273449743
064237407705987056818011286315950476959812697067649075359373253
n = p*q
m=pow(c,d,n)
print n2s(m)



运行Rsa.py解得flag

安装RsaCtfTool
https://www.freebuf.com/sectool/185468.html

https://www.freebuf.com/sectool/185468.html
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