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from N1ES import N1ES

import basebd

key = “wxy191is=00000000000cute”
nles = N1ES (key)
flag = "NICTF & 3

cipher = nles. encrypt(flag) I
print base6d. bbdencode(cipher) # HR1gC2ReHW1/WRk2DikfNBoldl 1NZBIrRROGECHNO jNEDE BT SxcITU21 COR e
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class NIES:
def _init_ (=self, key):
if (len(key) !'= 24 or isinstance(kev, bytes) == False ):
raise Exception("key mist be 24 bytes long™)
self.key = key
salf. gen_subkey ()

def gen_ subkey(self):

o = string to_bits(szelf. key)
k=[]
for 1 in range(8):

o= generate(u)

k. extend(a)

0 = string to bits([chric) for ¢ in ol[0:24]])
self.En = []
for 1 in rangel(32):

zelf. En. append{map (chr, k[1 * 3: 1 * 3 + 3]))

return

def encryptiself, plaintext):
if (len(plaintext) % 16 !'= 0 or isinstance(plaintext, bytes) == False):
raise Exception("plaintext must be a multiple of 16 in lensth™)
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res =
for 1 in rangellen(plaintext) / 16);

block = plaintext[i * 16:(i + 1) * 14]

L = block[:2]

R = block[8:]

for round_cnt in range(32):

L, £ =F, (round add(l, self.Enlround_ent]))

L, R=E L

res += L + R
return res

@S CTORE

N1ES.py

N1ES.pyE—HFIAEE, —NK, RESEHRINRE, BT &5 — 1 encryptif $ /b FH At o8 £ #0278 X key it
ITEHE, REEdkey RN flagifiTing, FrUREEBT —TEF, KRB TkeynZEHEHE, K5 R
encrypt iR AT ¥ W)

B B A <



Kn=[['~", 'w', "Y', 'k"', 'k', "\x02', '\x@5', '\x05'],['w', 'd', '}', '\x14', '?', "\x13', '\xe4', 'W'],['l
import base64
s=base64.b64decode( 'HR1gC2ReHW1/WRk2DikfNB0o1d11XZBIrRROGECMNOjNHDktBISxcI1hZIz@7YjVx")
flag=[]
for i in range(3):
flag.append(s[i*16:(i+1)*16])
from z3 import *
def fun(a,b):
x=[BitVec('x%d'%i,32) for i in range(8)]
solver=Solver()
res=""
for i in range(len(a)):
exec("solver.add(x[i]-2*(x[i]&ord(b[i]))==ord(a[i])-ord(b[i]))")
solver.check()
try:
exec("res+=chr(solver.model()[x[i]].as_long())")
except:
print solver
return res
res=""
for i in flag:
L=i[:8]
R=i[8:]
L,R=R,L
for k in range(32):
L,R=R,fun(L,Kn[k])
res+=L+R

print res
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