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** int _ cdecl main(int argc, const char **argv, const char **envp)**
**{**

** char v4; // [esp+12h] [ebp-2Eh]**
** char v5; // [esp+13h] [ebp-2Dh]**
** char v6; // [esp+1l4h] [ebp-2Ch]**
** char v7; // [esp+15h] [ebp-2Bh]**
** char v8; // [esp+1l6h]| [ebp-2Ah]**
** char v9; // [esp+17h] [ebp-29h]**
** char v10; // [esp+18h]| [ebp-28h]**
** char v11; // [esp+19h] [ebp-27h]**
** char v12; // [esp+1Ah]| [ebp-26h]**
** char v13; // [esp+1Bh]| [ebp-25h]**
** char v14; // [esp+1Ch]| [ebp-24h]**
** char v15; // [esp+1Dh]| [ebp-23h]**
** int v16; // [esp+1lEh] [ebp-22h]**
** dint v17; // [esp+22h] [ebp-1Eh]**
*¥* int v18; // [esp+26h] [ebp-1Ah]**
¥*  intl6 v19; // [esp+2Ah] [ebp-16h]**
** char v20; // [esp+2Ch]| [ebp-14h]**
** char v21; // [esp+2Dh]| [ebp-13h]**
** char v22; // [esp+2Eh] [ebp-12h]**
** dint v23; // [esp+2Fh] [ebp-11h]**
** int v24; // [esp+33h] [ebp-Dh]**
** int v25; // [esp+37h] [ebp-9h]**
** char v26; // [esp+3Bh] [ebp-5h]**
*% int i; // [esp+3Ch] [ebp-4h]**

* % _main();**

¥*ov4 = 42;%*

¥* vy5 = 70@;**

¥*  v6 = 39;%*

¥*¥  y7 = 34;%*%

¥*  v8 = 78;**

¥*¥ V9 = 44;**

¥*¥ v1Q = 34;%**

¥* w1l = 40;%**

¥*oy12 = 73;%*

¥* w13 = 63;%**

¥*¥ w14 = 43;%*

*¥*  vl5 = 64;%**

**  printf("Please input:");**

#*  scanf("%s", &v19);**

**% if ( (_BYTE)v19 != 65 || HIBYTE(v19) != 67 || v2@ != 84 || v21 != 70 || v22 != 123 || v26 != 125 )**
o return 9;**

FEyle = v23;FF

*Evl7 = v24;FF

*F vl8 = v25;**F

** for (1 =0; i <= 11; ++i )**

%k {**

RS if ( *(&v4 + i) != _data_start_ [*((char *)&vl6 + i) - 1] )**
S return 0;**

k% }**

**  printf("You are correct!");**
**  peturn 0;**
**}**
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for ( 1= 0; 1 <= 11; ++i )

if ( =(&uh + i) t= _data_start_ [*{{char =)&u16 + i)} - 1] )
return @;

midk data_start  &FHFHREH

FE 7D 7C 7B 7A 79 78 77 76 75 74 73 72 71 70 6F ~}|{zyxwvutsrqpo
6E 6D 6C 6B 6A 69 68 67 66 65 64 63 62 61 60 SF mnmlkjihgfedcba™ _
SE 5D 5C SB 5A 59 58 57 56 55 54 53 52 51 58 4F ~]\[ZYXWNUTSRQPO
AE 4D 4AC 4B 4A 49 48 47 46 45 44 43 42 41 49 3F MﬂLK]IHGFED(Bﬂe?
3E 3D 3C 3B 3A 39 38 37 36 35 34 33 32 31 39 2F )=<;:9375543213f
2E 2D 2C 2B 2A 29 28 27 26 25 24 23 20 21 22 @0 .-,+‘)('&2$H-I'.

9’5 A ESIflag

key = '~}|{zyxwvutsrqponmlkjihgfedcba _~][ZYXWVUTSRQPONMLKIIHGFEDCBA@?>=<; :9876543210/.-,+*) ('&%H# "' **z' i

Zr**

encrypt = [42,70,39,34,78,44,34,40,73,63,43,64 |
=[]

flag = "'

for 1 in encrypt:

x.append(key.find(chr(i))+1)

for i in x:

flag += chr(i)

print(flag)
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printf("pls input the first passwd(1): ");
Iscant("%s”, &pbData);|
if ( strlen(( t cha
{
printf("Must be 6 characters!\n");
ExitProcess(@);

*)&pbData) I=6 )

}

1 = atoi(( char *)&pbData):
if ( v4 < 100000 )

Ekﬁtﬁrntegg{g);
strcat({char *)&pbData, "@DBApp");

= strlen((const char *)&pbData);

sub_40100A(&pbData, v@, &Stringl);
if ( | _strcmpi(&Stringl, "6E32D0943418C2C33385BC35A1470250DD8923A9") )

{
printf("continue...\n\n");
printf("pls input the first passwd(2): ");

set(&strir 9, 9x164u);
scanf("%s", &St );
1t ( strlen(&ot ) I= 6 )

{

printf("Must be 6 characters!\n");
ExitProcess(@);

}
strcat(&8tring, (const char *)&pbData);
memset(&5tringl, @, @x104u);

= strlen(&St );
sub_401019((BYTE *)&String, , &St 11);
if ( ! _strcmpi(“27019e688ade62a649fd99cadaafdbde”, &Stringl) )
{

if ( !{unsigned int8)sub_40100F(&String) )

{

printf("Error!!\n"); . .
ExitProcess(@); CSDN @1in__

PS80 Bl AT ZAA RS 4F, I HZE>100000, A B2 K7 AL
S5 EH: - @DBApP
ilid —~sub_40100A KT N, #A)5 55 6E32D0943418C2C33385BC35A1470250DD8923A9 HEAT VLHL

printf("pls input the first passwd(1): ");
scanf("%s", &pbData);
if ( strlen((
{
printf("Must be 6 characters!\n");
ExitProcess(@);
}
1 = atoi((const

.)& 

Y&pbata);

if ( v4 < 100000 )
ExitProcess(@);
strcat((char *)&pbData, “"@DBApp");
) = strlen{(const char *)Y&obData):
[sub_s0100A(80bD:tz, vo, &stringl); |
if (| strcmpi(&strinel, "6E32D0943418C2C33385BC35A14702500;
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CHAR String2; //
BYTE v6[2@]); //
DWORD pdwDatalen; //
HCRYPTHASH phHash; //
HCRYPTPROV phProv; //

if ( !CryptAcquireContextA(&pl , 8, 8, 1u, 0xFOD0000Q) )
gt

if [ CryptCreateHash(phProv, @x8004u, 8, @, BphHash) )

{
if ( CryptHashData(; - ta, t n, 8) )
{
CryptGetHashParam(phHash, 2u, , & it » B3
® ¥ L :E,
for ( = B; < pd ta ;3 ++i )

{

wsprintfA(&String2, "“¥02X", [i1);
lstrcatA(1pSt gl, &5t g2);
}
CryptDestroyHash( );
CryptReleaseContext(pt s 9);
t = 1;
}
else
{
CryptDestroyHash{phH );
CryptReleaseContext(phf , 8);
t = 0;

) CSDN @1in__
else
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import hashlib

flag = "@DBApp"

for i in range(100000,999999):
3 str(i)+flag

x = hashlib.shal(s.encode())
cnt = x.hexdigest()

if "6e32d0943418c2c" in cnt:
print(cnt)
print(str(i)+flag)

H3 5 — Y, 123321@DBApp
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ExitProcess(8):

ktrcat({:“ur *)&pbData, "@DBApp"), I
) = strlen((const char ‘}3.- 1);
5ub_491%.ﬂ(&: plata, v, ),
if ( ! _strcmpi(&Stringl, "6E3208943418(2(333853(35A14?8259008923A9")
{

printf("continue...\n\n");
printf("pls input the first passwd(2): ");

memset(&5tring, @, @x104u);
scanf("%s", &String);
if ( strlen(&String) 1= 6 )
{
printf("Must be 6 characters!\n");
ExitProcess(@);
1
Istrcat(&=‘-:';, (const char *)&pl ;';);I
memset(&-Lringl, O, Ox104u);
= strlen(&tring);
sub 491919({““'E *)&String, , &Stringl);

if ( !_strcmpl("2?819e6883de62aﬁd9fd99cada;!hhﬁib &sGSAyalin_

FEE Asub_4010195 ¥l 4T 55

int  cdecl sub_401040(BYTE *pbData, DWORD dwDatalen, LPSTR 1j
{
int result; // eax
DWORD i; // [esp+aCh] [ebp-24h]
oh] [eby

CHAR String2; // [esp+5@h] [ebp-28h]
BYTE v6[16]; // [esp+54h] [ebp-1Ch]
DWORD pdwDatalLen; // [esp+64h] [ebp-Ch]
HCRYPTHASH phHash; // [esp+68h] [ebp-8h]
HCRYPTPROV phProv; // [esp+6Ch] [ebp-4h]

if ( !CryptAcquireContextA(&phProv, @, @, 1lu, OxFeee0aea) )

return @;
if (|CryptCreateHash(phProv, @x8603u, @, @, &phHash) )
{
if ( CryptHashData(phHash, pbData,¥gwDatalen, @) )
{
CryptGetHashPaPam{' ash, 2u, vé JDatalen, @);
btr_ gl = @;
For ( i=0; i < pdwDatalen; ++i )
{
wsprintfA(&String2, "%02X", ve[i]);
lstrcatA(lpStringl, &String2);
}
CryptDestroyHash(phHash);
CryptReleaseContext(phProv, @);

result = 1; CSDN @1in__
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