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The flag is in the Pcap, can you find it?
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No. Tine Source Destination Froteco Lengt Info
1392 5.0212704.. 216.58.195.68  192.168.10.212 ICMP 98 Echo (ping) reply id=ex135@, seq=1/256, ttl=55 (request in 1399)
1375 4.9378033.. 172.217.5.100  192.168.10.212 ICMP 98 Echo (ping) reply id=ex134e, seq=1/256, ttl=55 (request in 1372)
1361 4.8721926.. 172.217.5.100  192.168.10.212 ICMP 98 Echo (ping) reply id=ex134c, seq=1/256, ttl=55 (request in 1358)
1332 4,7869271.. 172.217.5.180  192.168.10.212 ICMP 98 Echo (ping) reply id=ex1348, seq=1/256, ttl=55 (request in 1326)
1311 4.7010758.. 172.217.6.68 192.168.10.212  ICMP 98 Echo (ping) reply id=ex133e, seq=1/256, ttl=55 (request in 13@6)
1282 4.6323198.. 172.217.0.36 192.168.10.212  ICMP 98 Echo (ping) reply id=ex133c, seq=1/256, ttl=55 (request in 1277)
1259 4.5443314.. 172.217.5.180  192.168.10.212  ICMP 98 Echo (ping) reply id=ex133a, seq=1/256, ttl=55 (request in 1255)
1219 4.4413748.. 172.217.0.36 192.168.10.212  ICMP 98 Echo (ping) reply id=ex1338, seq=1/256, ttl=55 (request in 1214)
1185 4.3368259.. 172.217.5.1€0  192.168.10.212 ICMP 98 Echo (ping) reply id=ex1336, seq=1/256, ttl=55 (request in 1180)
1140 4.2339898.. 172.217.5.1€0  192.168.10.212 ICMP 98 Echo (ping) reply id=ex1334, seq=1/256, ttl=55 (request in 1135)
1112 4.,1460119.. 172.217.5.100  192.168.10.212 ICMP 98 Echo (ping) reply id=ex1332, seq=1/256, ttl=55 (request in 11@9)
L 1071 4.0431413.. 172.217.6.36 192.168.10.212  ICMP 98 Echo (ping) reply id=ex133@, seq=1/256, ttl=55 (request in 1066)
| 1031 3.9577349.. 172.217.5.100  192.168.10.212 ICMP 98 Echo (ping) reply id=ex132e, seq=1/256, ttl=55 (request in 1028)
| 1003 3.8926075.. 172.217.5.100  192.168.10.212 ICMP 98 Echo (ping) reply id=ex132c, seq=1/256, ttl=55 (request in 10@0)
‘ 970 3,79@6337.. 172.217.9.36 192.168.1@.212 ICMP 98 Echo (ping) reply id=ex132a, seq=1/256, ttl=55 (request in 954)
| 927 3.7e44915.. 172.217.5.100  192.168.10.212 ICMP 98 Echo (ping) reply id=ex1328, seq=1/256, ttl=55 (request in 922)
| 889 3.6004801. 172.217.5.180  192.168.10.212 ICMP 98 Echo (ping) reply id=ex1326, seq=1/256, ttl=55 (request in 871)
< 8443.4975648.. 172.217.6.36 192.168.10.212  ICMP 98 Echo (ping) reply id=ex1324, seq=1/256, ttl=55 (request in 839)
812 3.4117503.. 172.217.5.100  192.168.10.212 ICMP 98 Echo (ping) reply id=ex1322, seq=1/256, ttl=55 (request in 21@)
@y vevs wees wa.. = More fragments: Not set
...0 0000 ©PP@ @ROR = Fragment offset: @
Time to live: 55
Protocol: ICMP (1)
Header checksum: @x053@ [validation disabled]
[Header checksum status: Unverified]
Source; 172.217.6.36
Destination: 192.168.10,212
v Internet Control Message Protocol
Type: @ (Echo (ping) reply)
ed b3 18 4b @ c3 b® fa eb 62 ee ff @8 0@ 45 00 b----E-
54 0@ 80 90 00 37 @1 ©5 30 ac d9 @6 24 c@ a8 @---%-
d4 [ @@ f6 9f 13 24 @@ 01 d@ dc 74 Sc 0@ © i +
90 Se ac 92 @9 00 @0 00 00 3c 68 65 61 64 3 S M <head>
99 3c 68 65 61 64 3e ©a B89 3c 68 65 61 64 3 --<head> --<head>
99 3c 68 65 61 64 3e Ba @9 3c 68 65 61 64 3 --<head> --<head>
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X EER X B HTMLEIE IR B 5k,  FR & KAE{E A python scapy b 5 i I AR ER S 3G, RIBKFEEIH T —T
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from scapy.all import *

packets = rdpcap('out.pcapng') #rdpcap () iEH pcapng 3L

for HE B — M UER
#haslayer () HIWHIE AR, Wb NICMP
#F— N ICMPHItypefE NOHI

#HTEHHANBIR KRG8, FARTHEEREERK

packet in packets:
if packet.haslayer(ICMP):
if packet[ICMP].type == @:
print packet[ICMP].load[-8:],
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# python pcap.py
<html>

<head>
<title> I <3 Cor gi </tit le>
<s cript>
d ocument. write(at ob(|'Q1RG e@plc3RB UzBuZ@Fi MHVOUDFu ZlAwbmd9 ['));
< /script>

</hea d>
<bo dy>

< hl> Woof !! </hl>
</bod y>

https://blog.csdn.net/qg_

+51X Btbase64 N U BUR 2 M 4 9F FHARET

: # echo Q1RGe©plc3RBUzBuZ@FiMHVOUDFuZ1lAwbmd9 | base64 -d
CTF{JustASengAbOutPlngPeng} : #

Zippy

zZippy

Can you read the flag from the PCAP?

WRL T —Apcapng X, FTHZE, BREE—NTCPHIER

A

| [ne -1 —p 4445 > flag. zip

unzip —F supercomplexpassword flas. zip
| |archive: flag. zip

inflating: flaz. txt

L% IEFE R IE— NI T & K Zip3cth, 3R EBVIZANINE S K BRI



M Wireshark - Follow TCP Stream (tcp.stream eq 1) - zippy.pcapng - O >

BK. ... S 115 SO U Elag txtlT coghoghme
oz JF i #B oo YEEL...%.... . FE..... CHEE. L% Blag etUTL L zhe o BR L
t(s). O server pkt(s), 0 turn(s}
Entire conversation (219 bytes) - Stream 1 3
Find: | [ Find Hext
Hex Dump : ; ;
g Filter Out This Stream Print Save as Back Close Help
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R JE LAR 45 B IR A7 A zip XA
5k FH W s i FT LA AR Bllflag

: # unzip -P supercomplexpassword flag.zip
Archive: flag.zip
inflating: flag.txt

: # cat flag.txt
CTF{this_flag is your_ flag}
[

SlashSlash

Y7 —AMlag.ziptt, fREEFIflag.aes128cbexxft:, R EE —NFEFH, NiZRHW

: # unzip flag.zip
Archive: flag.zip

SevenPinLock©123456
extracting: flag.aesl1l28cbc

{8 F openss| B 7] fi# %



openssl enc -d -aes-128-cbc -pass pass:SevenPinlLock@123456 -in flag.aes128cbc

: # openssl enc -d -aes-128-cbc -pass pass:SevenPinlLock®123456 -in flag.aes128cbc
CTF{always_add_comments}

# openssl enc -d -aes-128-cbc -in flag.aes128cbc
enter aes-128-cbc decryption password:
CTF{always_add_comments}




	BSidesSF 2019 部分writeup
	forensics：
	table-tennis
	Zippy

	SlashSlash

