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from Crypto.Util.number import

(msgl.encode(

(msg2.encode(

p=getPrime(512)
g=getPrime(512)
P q
0x10001
getPrime(10)
nl
(hex_msgl,el,nl)
(hex_msg2,e2,n2)

phi=(p-1)*(q-1)
dl=gmpy2.invert(el,phi)
print( 5 (d1),

2%1d, 4rf#n




from gmpy2 import
from libnum import
from random import
def getpq(n,e,d):
while True:
k e d 1
g randint (@, n)
while k%2==0:
k=k//2
temp=powmod(g, k,n)-1
if gcd(temp,n)>1 temp!=0:
return gcd(temp,n)
dl 0x7d12e57b1aal57038ebe5c45b56256270671e6984b0dcdf10a2ead7ce480143240c9a3e1c60870e499306a71707311574762a88e9
9a7bdfle2a4adf8ce21025cc6c05035c4ald7e3b61061464872e6511838499910154F3c17611a68d4685126b7Fc98f4c2cdc41c98aasded99
2868289099dd2170664647efca2c8d8eB6a2e49
el 0x10001
N 0x96ed2727e4446e26c8455229a19640c7d720c9b6e661cfcfec03463e92a9d0b228ddc9847c0daalld7alodb67294626c535fe71c388
f6ea3eb8cb5dbf09a84374eb021c9297a29394cf77dal57c1b8be77b09a4fcbe54bf3dc93d33539e842766ad8e38369093ddc034ac325833a
48e2299a4d8b31b606b1729298ee136664b8b77
cl 0x6c435db37217bc4da3f225a8f1a0501e03a97d2cbc4fa249df051ed66c1559b68885F4fal81bdd9e98242441f463dbbclc26dleea
2c577420a905b366c8775bce8e52182dc32a93647c9b8842b74abc434e5b84eeae679a3b19cb7alef6ae8f65d22ce6ab438a16119805eee8
3408a68207bbdfde5181a8bd8b4794c711d33c4
ml (c1, di, N)
e2 ox3f1
c2 0x8cb5d8861e5838f41910d6eaf142a8d47b92e0c6blble9e2589617169644bbb726ccfdc82ba50932fbc45f00c53ddad2f8efc358a
5108cdeB8aaadf38b493aa3417c9522924106847bada3dd261005a610176338771fbe89e090df5cb3a7a5ebaedfbe72eabb339b21fa2ddd338
44a5cb53e39491fc472721ed676ae07b33c8d6e
p = getpq(N, el, dil)
q N p
(p-1)*(q-1)
invert(e2,phin)
(c2, d2, N)

sympy import nextprime
Crypto.Util.number import
gmpy2 import gcd

def lcg(seed,params):
(m,c,n)=params
s seed n
while True:
S (m
yield s

seed = getPrime(128)
m = getPrime(128)
C getPrime(128)
n getPrime(129)




lcg(seed, (m,c,n))

(6):

num. append ( (key_stream))

secret (key_stream)
nextprime(secret)
getPrime(1024)

getPrime(1024)
getPrime(1024)

bytes_to_long(flag)

SR Icg /NS Him, o, nE T3 3B BN RIS T — AR EBI Re
HAp10246L, miBE/NF128%%, FrlAnl LB BHp X4 {En
B JE AT 7B

libnum import

gmpy2 import

sympy import nextprime

binascii import
S [58605992502479537155943965904595921273, 525605798656979919420608964379033982804, 60773843113548913874899234
7244318940466, 631747898536603358381419028993140907216, 13450658701001781564543219325486287717, 4078262627414957
12819054543462943222370]

t =[]




t.append(s[i]-s[i-1])
2ll n []
for i in (4):
all n.append(gcd((t[i+1]*t[i-1]-t[di]*t[i]), (t[i+2]*t[i]-t[i+1]*t[i+1])))
MM T lambda A, n,s=1,t=0,N=0: (n 2 t%N MMI(n, A%n, t, s-A//n*t, N n),-1)[n<1]

continue
a=(s[2]-s[1])*MMI((s[1]-s[@]),n)%n
ani=MMI(a,n)
b=(s[1]-a*s[0@])%n
seed (ani*(s[@]-b))%n

304895213771629215412875483024241040557

332633353219222389093389121471714482887
n 658483278832814360413959491304994965751
secret (m * s[5] c) n
e nextprime(secret)
p 138092450043978032187397495330379791355629274237204650898232878263413301988536751004632087169676028049236253
5986778199801914068265296646139571501227884355613383447159374223209582386288770936050400787765555863635936506464
81242888908171897232624141894446324625781720275455534977357099473212936612966142541689717
cipher 4052297622467540499281828203840918319306530310753004916809254062010512008355258037290455492706910932199
8620410524986748598618388761467715127564839742806614159382512978830563949967053562802375030363283879451081474764
3016028603671402504838578743355948027046344272767621798619966081051026104246334343348973074497398468803234064043
9270713358068604318100709123534146480241087444970887061019249462781101352675143546896311167223705818928852008449
4533786573065843704621915085789731723587760910378534773137633519620193203450046994466154848079413319979993890764
5838879367773161594870100024070931872695128204532075911733957625139707999728398581195015858852779542582694833631
3346024033986627235852243190425228625954232765873123256846599000827826522708611404206432633493770575804209798762
3388556184022737180944807660792992413039097516526454455063218161704505837882378018400687043158628503465274374703
624257222504948612055237771581019005

invert(e, (p-1))

(cipher, d, p)

(flag)[2:])):

(flag)[2:][1])
10:

(bin(flag)[2:1[31)
_flag (k)
print(n2s(int(_flag, 2)))




from Crypto.Util.number import

import binascii

(flag.encode( )]

getPrime(256)
getPrime(256)

P q

0x3

(hex_flag,e,n)

((hex_flag>>120)<<120)

(n))
©)
)
(m))

coppersmith’s method Stereotyped messages , CAImEALKI B, B4 Asage

from Crypto.Util.number import
e 0x3
b 0x666C6167206973203a3739306666373532653338393838613532000000000000000000000000000000
n 0x8bc8479ebf10dcladc4dedfdeef+do437969eebf67654bc5c495b12577+15226c15b9793ce9363¢c5986c485c2932fc7e7e6daac8d
c108ccabd1b3850353fa2f
C 0x87c05b7868cf54a58e19fe7a969a0213101f045e2afbf7547534564e918b62caa8187c773a8168ff464b20c28ce@e33383a6003518
83bb0938b2ecfOc45d59f3
120
PolynomialRing(Zmod(n))
(x b)~e-c
f.small roots(X=2"kbits, beta=1)[0]
m = X0 b
print(long_to bytes(m))




from Crypto.Cipher import DES
import random
import base64

from secret import flag

class _2DES:
def _init (self):

pass

Get_key(self):
k1 .join([random.choice( ) for i in
return (k1[:4]1*2,k1[4:]*2)

Enc(self,msg,keyl, key2):
k1, k2=keyl, key2

e1=DES.new(kl.encode(),DES.MODE_CBC, (8))
e2=DES.new(k2.encode(),DES.MODE_CBC, (8))
c=e2.decrypt(el.encrypt(msg))

return base64.b64encode(c)

if _ _name__
_2des=_2DES()
kl,k2=_2des.Get_key()
c=_2des.Enc(b ,k1,k2)
print(c)
c=_2des.Enc(flag,kl,k2)
print(c)

o B A B M



from Crypto.Cipher import DES
import random
import base64

for b in 1lst:
for ¢ in 1lst:
for d in 1lst:
k1.append((a+b+c+d)*2)
k2.append( (a+b+c+d)*2)
[]
iin ki1:
DES.new(i,DES.MODE_CBC, €)))
.append(el.encrypt(b )D)
[]
iin k2:
DES.new(i,DES.MODE_CBC, (8))
.append(e2.encrypt(base64.b64decode(cl)))
for i in E2:
if i in E1:
same i

break

for i in ki1:
el=DES.new(i,DES.MODE_CBC,
if el.encrypt(b )

k1 i
break
for i in k2:
e2=DES.new(i,DES.MODE_CBC, (8))
if e2.encrypt(base64.bb64decode(cl))
k2 i
break
c2 base64.b64decode(c2)
e1-DES.new(k1,DES.MODE_CBC, €)))
e2=DES.new(k2,DES.MODE_CBC, €)))
print(el.decrypt(e2.encrypt(c2)))
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