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a
findme
a /home/mocht % file findme
findme: Linu Fi tem data, UUID=f2ble8fa-29a6-454b-b6df-6182044790@bc (needs journal recovery) (large files)
a /home L % mount findme /mnt
s -lha /mnt

3 root root 1.

9 root root 4 Nowv .
root root 1.0M Nov :
root root 9 Now :
root root 1. ;

f# H veracrypt %, flagbox , Fi: a_cool key

M
Volumes System Favorites Tools Settings Help Homepage
Drive  Volume Size  Encryption Algorithm Type =
| A}
:|B:
[ ]
] =
o Enter password for C\Users\Administrator\Downloads\flagbox
= Password: |a_c00|_ke1,r | I 0K
; PKC5-5PRF: | Autodetection ~ | ] TrueCrypt Mode Cancel
4 [JusePM )
u [ ] cache passwords and keyfiles in memory I
1 Display password 0
[JUse keyfiles Keyfiles... Mount Options. ..
Volume
N g |C: \Wsers\Administrator\Downloads\fAagbox e Select File. ..
e Never save history volume Tools. .. Select Device...
Mount Auto-Mount Devices Dismount Al Exit

FHHERESR, RAE A flag.txt
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[El3) findme , f#H extundelete VK EWER L4

extundelete findme --restore-all

a /home/mochu?/Desktop % 1s
findme
il Jhome/mochu?/Desktop % extundelete findme --restore-all
NOTICE: Extended attributes are not restored.
WARNING: EXT3_FEATURE_INCOMPAT RECOVER is set.
The partition should be unmounted to undelete any files without further data loss.
If the partition is not currently mounted, this message indicates
it was improperly unmounted, and you should run fsck before continuing.
If you decide to continue, extundelete may overwrite some of the deleted
files and make recovering those files impossible. You should unmount the
file system and check it with fsck before using extundelete.
Would you like to continue? (y/n)
Loading filesystem metadata ... 2 groups loaded.
Loading journal descriptors ... 31 descriptors loaded.
Searching for recoverable inodes in directory /
1 recoverable inodes found.
Looking through the directory structure for deleted files
@ recoverable inodes still lost.
a /home/mochu?/Desktop % 1s
findme

Shome/mochu?/Desktop % cd RECDVERED FILES

total 276K
drwxr-xr-x 2 root root &.0K Nov 25 11:83
drwxr-xr-x 4 mochu? mochu7 256K Nov 25 11:03
-rw-r—r-—- 1 root root 12K Mov 25 11:03 .coolboy.swp
il /home/mochu?/Desktop/RECOVERED_FILES % file .coolboy.swp
.coolboy.swp: Vim swap file, version 8.2, pid 2046, user root, host kali, file ~root/cool/coolboy, modified

a Shome/mochu?/Desktop/RECOVERED_FILES % ;
e - i https://blog.csdn.net/maochu7 777777

RBABRIE A . coolboy,swp , BFE F, KI—Hbaseb4

a fhome,/m u7/Desktop/RECOVERED_FILES % 1s
a Jhome/mochu?/Deskt 'ED_FILES % 1s -la
total 276
drwxr-xr-x 2 root root £096 Nov 25 11:@83
drwxr-xr-x & mochu? mochu7 262144 Nov 25 11:03
-rw-r—r-- 1 root root 12288 Nov 25 11:03 .coolboy.swp
a Shome/mochu? /Desktop/ OVERED_FILES % cat .coolboy.swp
U3210#"! Utpad@@@B@you find mef] a+G5ACBONRoaXNfaxNfYVI0cnV1X2tleQ=4H
a JShome/mochu7/Deskto RED_FILES % l

55yf55qE5a+G56CBONRoaXNfaXNfYVoocnV1X2tleQ
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EM#TS:this_is_a_true_key

BB RN, FHXAHEE LR flagbox

” [

Volumes System Favorites Tools Settings Help Homepage

Drive  Yolume Size  Encryption Algorithm Type ~
—=iA
—|=H
i

| 2

Enter password for C\Users\Administrator\Downloads\flagbox

Password: |ﬂ1is_is_a_true_key | I oK
=i PKCS-5PRF: | Autodetection ~ | [] TrueCrypt Mode Cancel
1 | = [Juse PiM w
| [Jcache passwords and keyfiles in memory L
Display password
[Juse keyfies Keyfiles. .. Mount Options. ..
Volome
\ 7 |C: Wsers\Administrator \Downloads\lagbox - Select File...
| VeraCoypt Mever save history Volume Tools... Select Device...
J Mount Auto-Mount Devices Dismount All Exit
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CyzCC usually compr his love into something locked and
send it to the one who he loves.Give him love and he will

give you more.
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hardzip.zip & B &Y

£ hardzip.zip E=td - EEEF Faioh =R ERAAEECRC XA
password1 password1l 84 12 2020/10/19 2:48:52
£8 casyzipzip” 929 1144 ZIP R db6a2cbd  2020/11/21 19:51:26
EBNER X
EEENE.
EEAES
[ RESEE=EH)
passwordl HFWEE
£3 hardzipzip £ - EEEFN Eeroh 28 EFRAAL(CRC) EMBAH
password1 .
HE‘E - 8l (0) et 14 2 THT 30 eadddsbs  2020/10/19 2:46:24
o =8 - 8l& (). 14 2 TXT sz ed7987de 2020410419 2:46:34
O =88 - Bl& (2).0a 14 2 TXT sz 46fe0943  2020/10/19 2:46:42
o =5 - 8% (3).0a 14 2 TXT sz 4be30982  2020/10/19 2:46:48
& =5 - Bl& (@) 14 2 TXT 3zt b31975¢cD  2020/10/19 2:47:00
[ =5 - 8l (5).0a 14 2 TXT 3zt débbibef 202071019 2:47:42
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import binascii

import string

def crack _crc():
crc_list [0xead446b6,0xed7987de, 0x461Te0943,0x4be30989,0xb31975c0,0xd6bblbef]
chars string.printable
for res_crc in crc_list:
for str_1 in chars:
for str_2 in chars:
comment str_1 str_2
test_crc binascii.crc32(comment.encode())
calc_crc test _crc oxfffffff
if calc_crc res_crc:

print(comment)

if _ name__

crack_crc()

P v

import binascii
import string

F crack_crc()
crc_list = [Bxead446b6,8xed7987de,Bxd46Ted943,8x4be38989,8xb3197 ,@xdébblbef]
chars = string.printable
for res_crc in crc_list:
for str_1 in chars:
for str_2 in chars:
comment = str_1 + str_2
test crc = bi ii.crc32{comment.encode())
calc_crc = t_ & exffffffff
if calc_crc == res_crc:
print{comment)

" main__':

1 OUTPUT  TERMIMAL DEBUG CONSOLE

[Running] D:/Python/Python3/python.exe "c:\Users\Administrator\Downloads\codel.py"

seconas https://blog.csdn.net/mochu? 777777
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£

£ easyzipzip = EEEF Ery #3 BIRTIEFRIE(CRC) EAEE
gﬂag.txt* 94 64 TXT =04 ccl186a83  2020/10/19 2:52:00
gredeme - Bl bd* 254 272 TXT 30 480b2125 2020/11/21 19:37:52
gredemabﬂ" 242 272 TXT 3044 480b2125 2020/11/21 19:37:52
BANER hod
redeme.bxt
BERAES
! |
OBEesEs=EH)

7zip AT EEEM easyzip.zip FAREH redeme.txt , AFEIAI BT X W T, EEX
XA B zip

B flag.txt MEHTRA—FE, ANREEAE

=Y

03 easyzipzip E®R EEEA Fmioh = BITLEIEIS(CRC)
[ flag.oa 24 64 TXT Szl cc186a83
& redeme - BlAm ot 254 272 TXT S 480b2125
L‘}f’redeme‘b{t’ 242 272 TXT 2t 480b2125

Fe%hr—1 easyzip.zip , EEEMFH WinRAR FTFF easyzip.zip , MIER#E flag.txt
J5 PP WinRAR [E4E 2 BUfRE H SR redeme. txt 5 2]B S E4EE redeme. zip

easyzip.zip

L=k EEAE nEAE BiE T8
2020/10/19 2:52:00 Deflate A_
2020/11/21 193752 Deflate ZipCrypto A_
2020411721 19:37:52 Deflate ZipCrypto A

redeme.txt , S redeme-El&.txt , R

£ easyzipzip ER EEEF Fregoh =R BIRARIR(CRC) S EH EERE IEAE
L:{redeme - Bl odr 254 272 TXT 3§ 480b2125  2020/11/21 19:37:52 Deflate ZipCrypto
redeme.zip
£R redemeszip =2 FEEEAh A 2= BFRAAEBCRO BREB
Q{redeme.bd: 242 272 TXT 3t 480b2125  2020/11/21 19:37:52

wER) EEIH)
{1k

HNEEGY ZIPRAR JACE/AR] 3T

|\dministratol' \Desktopihardzip\easyzip.zip
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ERXANHELEER flag. txt

£0 casyzip - BlFzip £ . it =i Eheoh 228 BIRTARE(CRC) EXEE
[of flag.ba* 94 64 TXT 3zft cc186a83  2020/10/19 2:52:00
[ redems - o 254 272 TXT i 480b2125  2020/11/21 19:37:52
[ redeme.tet® 242 272 TXT i 480b2125  2020/11/21 19:37:52

g Ch\Users\Administrator\AppData‘Local\Temp\BNZ.5{bf31588fdc5e\flag.ixt - Notepad ++
ZEHF) REE ERE) MBNV RSN ESL EEM IRO) &M ETR OBEHP) s0w ?

o B s ls @ | o |t Bg| @ & | BE| = ElEERpa®| @ ]

H flae txtml

11raDBkMkS s J {Vm nhC

Baseb64&ElE

a2NGa3hPV1ppY1lRrdllraDBk dwlWU1UazVXVmh2Y1ZreVZtaGFSMnhC

import base64
base64_code
try:

while True:
base64 code base64.b64decode(baseb4 code)

except:
print(base64_ code)




Le True:
base64 code = base64.b64decode(base6d_code)

print(base64 _code))

OUTPUT  TERMINAL

[Running] D:/Python/Python3/python.exe "c:\Users\Administrator\Desktop\hardzip\code.py"
b'fgic_ notl{prwc__}az&ceadi@'

[Done] exited with code=6 in ©.874 seconds
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fzic_ notl {prwe_ )} azkceadi®

HEFH 3
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BEAES

U mESkE=EH)

$ s

$ file ppmtxt

npm Unicode text, with very long lines, with no line terminators

$-€at npmtxt

A driin Doria, a wealthy businessman named Man of the Y

e to his high-tech company and his trade ments with the Asian market, meets Virginia Goodman, a veteran lawyer rt in witness ration and judicial declaration, recommended b

4 i in order to create credible defens Arrested by~the polige in a mountain hotel room with the corpse of his lover at his side, r vidal, Adridn

virginia about the crime and his relationship with Laura, revealing that both suffered a car crash where a man called Daniel Garrido died, and how Laur 2 ate rian to avoid the jail

b niel's death. At the same time that Félix is looking for a clue that it could change the course of the events, Virginia and Adrian keep talking about the case but her, unconvinced of the
an's testimony, forces him to clear the dark points of his history, in a puzzle where the truth and the lie are easily hangeable &

$ |
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2 PowerShell

dr
r expert in witness pr

ed by Adrian's lamyer Felix

m with the corpse of his lover a T La vidal, Adrian ks virgin ab

an n to avoid the jail by’ D. e h. At the
unconvip€ed of the’Adr timony, forc

Jblog.csdn.net/mocht

XEAF <200f> HWHLR U+202F , BT LA LEBEHE H R RA R BB BA R, LERRIIRHER T A EEMEK
Zeroi-Width-Steg-Online: https://yuanfux.github.io/zero-width-web/

2. Decode

Adrian Doria, a wealthy businessman named Man of the Year due to his high-tech company and his
trade agreements with the Asian market, meets Virginia Goodman, a veteran lawyer expert in
witness preparation and judicial declaration, recommended by Adrién's lawyer Felix Leiva in order
to create a credible defense. Arrested by the police in a mountain hotel room with the corpse of his
lover at his side, photographer Laura Vidal, Adrian talks Virginia about the crime and his
relationship with Laura, revealing that both suffered a car crash where a man called Daniel Garrido
died, and how Laura manipulated Adrian to avoid the jail by Daniel's death. At the same time that

to create a credible defense. Arrested by the police in a mountain hotel room with the corpse of his
lover at his side, photographer Laura Vidal, Adrian talks Virginia about the crime and his
relationship with Laura, revealing that both suffered a car crash where a man called Daniel Garrido
died, and how Laura manipulated Adrién to avoid the jail by Daniel's death. At the same time that
Félix is looking for a clue that it could change the course of the events, Virginia and Adrian keep
talking about the case but her, unconvinced of the Adrian’s testimony, forces him to clear the dark
points of his history, in a puzzle where the truth and the lie are easily exchangeable. -
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File Edit Media ?

Beauty_with_noword.jpg I (%)

-
Decode < Property - Encode
N

Decode , “ﬁ?ﬁﬁ%ﬁg’ E%Fﬁﬁﬂ\%@

8 Decode message: CfUsersfAdministrator/Downloads/BeCared/Beauty with_noword.jpg ? X

Media’'s encoding format : IJPEG vI W

—Options
Luminance interval (k) .'__I\ : : : : : : : 5 5
Header position |bottom ;l
Passphrase |Si|entE\re v show
Decoded message

D0g3{1nV1sible_flag_Can_You_find?!}

CharSet: IUTFS VI B [ Encrypted data ¥ Compressed data & Cancel } | W) Decode

LT, BMx? ?2??°?

DOg3{1nVlsible flag Can_You_find?
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