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01010011 01000010 01111010 01100001 01000111 01101100 01101101 01100100 01000111 01010110 01101011 01001001 01000111 01001010 00110101 01001001 01001000 01001110 01110110 01100010 01010111
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Morse code

YiIUIUUUL UIlUULll ULiUUULL UilllUUl UiUUUULIY UULLIUIUL UIUILULIYU UUILUULYU UIUIUUUL ULIlUULll UIVIIULYU UULIUULIU YUIUULIIUL UilUULLil UIiUUULL
@llellle elleleee olllleee 6lleeele eleeelll oleleele ellellle olleeele ellellle elleleee ellllele elleeele oleeelll ©llellee elllleee
91001001 ©100l000 01010016 00110001 ©lEeleel ©100le00 01006016 ©llellel ©lleelee 0101e1ll eleleeel el1leelll elleelel ellellel elellele
eolleoeo elleelel olelelll elelelle eelleeced olloeeel oleeelll oeellelee elleelll olellele eelleele eleellle ollelele ©lesleel eleeelll
01010010 91110000 01100100 ©1001000 6101016l 91100111 @lleelee o©lelelll elleelee eellelee elellele ©10eeell oleeeele ©l1lellle elelleel
91111001 91000010 00110116 ©1100011 60116011 21010110 6e1leeee ©1leeell e©lleleel 01006010 81161601 01100601 01000111 ©1leel6e 20110010
©@lleelel 11011l elllelee ©11011e@ elleeele ©l1lellel e11l1eell o©llleell e©leeleel eleeleee eleellle 01101111 olellele ©leleell eleeeele
00110000 091011010 01000011 01000010 60110100 01100001 06110011 01601110 ©0110101 ©1106161 21911600 01000101 01100111 81100160 01001000
©lelelel o11eelll elleeeell ©1eeelll 6lleelee ©l1lelell 9l0eleel o©leeleee ©161el11e ©llellle eleeledl elooleoe ©111leeee ©llllele elellele
01010011 91600016 01111016 01011001 60110010 01016010 01110010 01160101 ©1606011 ©1006010 21111610 01100101 01011606 ©1101011 81110181
©1001061 01600111 61101106 ©1101116 6116610 01600111 @l1lleell 6lleelll elleeell ©161611l elleelee e11ellel eleeleel ©leeelll elllelee
01101111 91100011 01000111 01100100 01111000 01100001 00110010 ©10l0lel 1100111 01011010 21000111 01101100 01110016 ©1001001 @1e0l000
01001010 91110606 01106611 60116011 61161100 26116101 91160661 60116616 ©1101000 61116161 61160601 01111601 eleeelel eellllel
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%Uu55%u68%u2d%ueT%ue8%u2ciku28%ubchkubfiub fiuebiu7 3%u28%uecku69%uBbiub5%u28%u77%ub65%uU20%U68%U61%U76%UBE5%U20%U61%u6e%u6T%u74%u68%U65%u72%u20%u62%u6c%
ubT%uB3%ubb%u20%ubTiubeku20%u74%ub5%u78%uU74%uU2CkU20%U7 7%u69%u74%u68%uU20%uU73%ubTRubd%ub5%u20%u7 3%u6T%u72%u74%u20%u6T%Eu66%u20%u73%u70%u65%u63%u69%u
61%ubc%u20%ub5%ubesub3%ueTius4%us%ubeikub7iu2eku20%ud3%ubliubelu20%u7 9%ubThu75%u28%uUb6%ub9%ub7%u75%uU7 2%u65%u20%ubT%u75%u74%u20%u7 7%ub8%ub1%u74%u2
Q%U74%ub68%UB9%U7 3%U20%U65%Ube%uUb3%UbT%UE4%UE9%uUbeikub7%uU207%u69%uU7 3%u3T%u20%uU28%U68%UE9%uUbeiku74%uU3 a%u20%ue9%u66%u20%u79%ueTi%u7 5%u20%ubcikusaustiush
%U20%Ub37%u61%u72%ub5%UB6%U75%uUbCkUbCcRU79%uU2CckuU20%uU79%ubTHUT75%U27%UbCkBubciku20%ubekubTiu74%u69%ub3%ub5%u20%u74%u68%u61%u74%uU20%uU74%u6R%ub65%uU7 2%U6 5%

NIOYN YN EaY G A TOY IO G YN ERY AT YN T AN E1 Y EAY T AYNEEY T IV T IV DAY T TIL N EEY T AU NERY M EaY 1 TAY IO E1 LTIV EEL I IOL AT YD AY B 21D AU IO AT Y I A

uh-oh, looks like we have another block of text, with some sort of special encoding. can you figure out what this encoding is? (hint: if you look
carefully, you'll notice that there only characters present are a-z, a-z, ©-9, and sometimes / and +. see if you can find an encoding that looks
like this one.)
tmv3ignoywxszwSnzsegg2fuihlvdsbmawdlcmugb3veihdoyxqncybnb2luzybvbibozxjlpybjdcbsb29rcybsawtlihrozsbszxr@zxjzigfyzsbzaglmdgvkigjSihnvbwugy29uc3rhb
nquichoaw5@oib5Sb3ugbwlnahqgd2fudcbebybzdgfydcbsb29rawSnihvwifjvbwfuihblb3bszskucmt2ynnxemgsigl5zsdibybrdnd5y2qgzhjvym8hifh5zybwewigzhjvihbzegt2ic
hregdgd2tpbg8gzhjvihjrymSvy2qulidpihprymgéigsgy2vsy2rzzgvke3ldiglzenjvyidgu3ggzhjvihb5dnz5z3ndcsbkb2hklebtj2zvigrrdw94ihdpihdvy2nrew8ga3huigjvenz
rbw3uig9mb2jpigt2enjrbgdkc20gbxjrymttzg9iigdzzhigaybtewjib2n6exhub3htbybkesbrigszchbvym94zcbtemtia2ikb2iglsblehlnecbryybrignlbgnkc2rlzhnSecbtc3py
b2iuielrecbpewugchndbibkem8gchnda3ygchzrect8genndzdogr28gdxhSzybkemtkigrybybwdmtxihnjihf5c3hxigrsigxvihluigrybybwewj3a2qgzwrwdmtxey4uln@glsbnennte
ib3b2t4yybkemtkihnwiglSzsbjb28gzhjrzcb6a2rkb2j4lcbpenwugdxhsSzybnemtkigrybybtewjib2n6exhub3htb2mgechliigusiggsihasihygaywga3huihega2jvlibjewugbwt4ih
piewxrbhzpigdSynugewvkigrybybib3drc3hzehegbxjrymttzg9iyybsasbib3p2a2lzehegzhjvdybregdge3hub2jic3hxigl5d3d5ecbnewjuyybzecbkem8gt3hxdnnjcib2a3hxzut
xby4gs3h5zhjvyibxym9rzcb3b2ryewdge2mgzhkgzwnvihbib2flb3htasbregt2awnzyzogz28gdxh5zybkemtkicdvjybjenlnyybleib3ewnkihlwzg94ihndigrybybrdnpya2xvzewg
y3kgzhjrzcdjihpiewxrbhzpigrybyb3ewnkigl5d3d5ecbtcmtia2lkb2ige3ggzhjvigrvaggsihb5dnz5z29uigxpicdkjywga3huign5ihldalibzeglvigl5zsblehlnigsgecgoniglya
2jrbwrvymmsiglSzsbta3ggc3hwb2igzhjvigjvy2qgexagzhjvigdSym5jigxry29uihlaiglsd3dSecbnewjuyybkemtkignyewcgzxoge3ggzhjvied4cxzzy3igdmtdcwvrcw8ucnjnag
54c2rmexnkdgdodsegcwdmiglzywsgy3rodhvpa2ugzglrihprbnroagtd4ihjdcwxkz254c2xpecsbyaxnSewtobmsuiglregsgdhugcybjexnuignnecbzexkgecwdmecbpe3hligtjy2ddzhu
6igzky3lzbnszahj4cwxkmtboxzelx3iwmhl9libxz2ygdnr5Sesbjdghligrpc2qgcyb5z2qgz2mgenhxbgrnbnhzbglxihrlihbmdwggemz@ewv@agdgz2njigrpdhugdwddzcbnyybéc3ve
cibiagd2ewtlbmssihnozsb@zcb4a3nsexegdhugagdkihvnihpzzsbzy2rrecbzexkuiglnbgsgcwdmigtocgdxa2ugzglrihjpe3l5azhuaye=

REAEHMIRRFEB T — A bD N % Ebase64, HEZHRUEFENBTFATERE TR, ZHiiHRERKEHE, JFRIX
WTHZHER, FE2MEBTERKAE, BELTRRT, RET IEFEKBE:

@lloeoel oelleele el1elelel el1leelll elellele eleeelll ellellee
91110010 01001001 21001600 21001016 °1110000 21120011 eelleell
01121100 001168101 21100001 20110016 Plleleee 81110101 elleeesl
@lllleel eleeelel eellllel

01010101071010000010711010110111101101000001011000010000001101100011011

0x55, 0x68, 0x2D, 0x6F, 0x68, 0x2C, 0x20, Ox6C, 0x6F, Ox6F, 0x6B, 0x73, 0x20, 0x6C, Oxi



http://ctf.ssleye.com/%25E3%2580%2582

TmV3IGNoYWxsZWS5nZSEgQ2FulHlvdSBmaWdlemUgb3V0IHdoYXQneyBnb2luZyBvbiBoZXJ1PyBJdCBsb29rcyBsaWtl IHRoZSBSZXR0ZXJZzIG!

Convert Bins://blog.csdn.net/aq_4321480

XRERE, HiEbase64 K :

New challenge! Can you figure out what's going on here? It looks like the letters are shifted by some constant. (hint: you might want to start
looking up Roman people).

kvbsqrd, iye'bo kvwycd drobo! Xyg pyb dro psxkv (kxn wkile dro rkbnocd...) zkbd: k celcdsdedsyx mszrob. Sx dro pyvvygsxq dohd, S'fo dkuox wi
wocckgo kxn bozvkmon ofobi kvzrklodsm mrkbkmdob gsdr k mybboczyxnoxmo dy k nsppoboxd mrkbkmdob - uxygx kc k celcdsdedsyx mszrob. Mkx iye psxn dro
psxkv pvkq? rsxd: Go uxyg drkd dro pvkq sc gqysxq dy lo yp dro pybwkd edpvkqg{...} - grsmr wokxc drkd sp iye coo drkd zkddobx, iye uxyg grkd dro
mybboczyxnoxmoc pyb e, d, p, v k, kxn g kbo. Iye mkx zbylklvi gybu yed dro bowksxsxgq mrkbkmdobc 1li bozvkmsxg drow kxn sxpobbsxq mywwyx gybnc sx
dro Oxqvscr vkxgekqo. Kxydrob gbokd wodryn sc dy eco pboaeoxmi kxkvicsc: go uxyg drkd 'o' crygc ez wycd ypdox sx dro kvzrklod, cy drkd'c zbyl i
dro wycd mywwyx mrkbkmdob sx dro dohd, pyvvygon 1i 'd', kxn cy yx. Yxmo iye uxyg k pog mrkbkmdobc, iye mkx sxpob dro bocd yp dro gybnc lkcon E
mywwyx gybnc drkd cryg ez sx dro Oxqvscr vkxgekgo.

rghnxsdfysdtghu! qgf isak cthtuike dik zknthhkx rxgqldgnxsliq risyykhnk. ikxk tu s cysn cgx syy qgfx isxe kccgxdu: fdcysn{3hrxqgldleh_15_reey}.

vtyy cthe disd s ygd gc rxqldgnxsliq tu pfud zftyethn gcc ditu ugxd gc zsutr bhgvykenk, she td xksyyq tu hgd ug zse scdkx syy. iglk gqgf khpggke
dik risyykhnk!

Big k) B () RNEF TN, HRESBLLEAREEL:

alright, you're almost there! Now for the final (and
maybe the hardest...) part: a substitution cipher. In the
following text, I've taken my message and replaced
every alphabetic character with a correspondence to a
different character - known as a substitution cipher. Can
you find the final flag? hint: We know that the flag is
going to be of the format utflag{...} - which means that if
you see that pattern, you know what the
correspondences for u, t, f, | a, and g are. You can
probably work out the remaining characters by replacing
them and inferring common words in the English
language. Another great method is to use frequency
analysis: we know that 'e’' shows up most often in the
alphabet, so that's probably the most common charactel
in the text, followed by 't', and so on. Once you know a
few characters, you can infer the rest of the words
based on common words that show up in the English
language.

hwxdnitvoitjwxk! gwv yiga sjxjkyau tya padjxxan
hngbtwdnibyg hyiooaxda. yana jk i soid swn ioo gwvn

vinil asswntk- vtsoid{3xhnabht10x 15 h00o} awv lino
W, B, BERE P, A HIRRIR AR ESS T E—B:

congratulations! you have finished the beginner cryptography challenge. here is a flag for all your hard
efforts: utflag{3ncryptlOn_ 15 c001}. yvou will find that a lot of cryptography is ?ust building off this
sort of basic knowledge, and it really is not so bhad after all. hope vou en?oved the challenge!



Ji5iF) 15 Zlflag -
—. [basic]forensics:
X H AR R, Hview-sourceBIRIGHAT T :

[basics] forensics
100

My friend said they hid a flag in this picture, but it's broken!

by balex

* secret.jpg

Flag Submit

« > C @ https://utctf.live/files/02b27411cea3379f320390f6e572e680/secret.jpg w

< C @ view-source:https://utctf.live/files/02b27411cea3379f320390f6e572e680/secret.jpg

utflag{dOnt_trudt f113 3xt3ns10n5}



=. HabbyDabby’s Secret Stash:
IXIE R H N SR EHE R 10004y, B4R KRRz 216504 T, RABEIR 2 BT450/) %8 H#K B 7100043, X8 H LA FH

i, EHERHRE:

&« - C (@ T4 | a.goodsecurityfail

MG, JTikRview-sourceit ZburpsuiteMBHEAZIH KGR, RLEURAREREE, BEAREAUETES, &
HEZIBHIKET -
ZURPSE/NSRRIZIAR | IRT [SnY EURTXUC V| OEERE OV | RNy | ML R ? __FUsR. txt—f

E{bE: 1 FEEE: http://a. goodseéurity, fail/kdown. php FEEE: 1
http://a. goodsecurity. £ I $hhit HITEOE
1 http: /fa. goodsecurity. fail/fe/ 200
2 http: //a. goodsecurity. fail/index. php 200
3 http: //a. goodsecurity. fail/index. php 200

< 2 O () A= | a.goodsecurity.tail/e/

Index of /e

Name Last modified Size Description

«® Parent Directorv -



B

34/ 2019-03-08 04:16 -

Apache/2.4.25 (Debian) Server at a.goodsecurity.fail Port 80

HETHEEMFR—BRT %:

< 2> C @ A%&Z%= | agoodsecurity.fail/e/d/

Index of /e/d

Name Last modified Size Description

& Parent Directory -
e/ 2019-03-08 04:16 -

Apache/2.4.25 (Debian) Server at a.goodsecurity.fail Port 80

< 2 C W A= | agoodsecurity.tail/e/d/e/

Index of /e/d/e

Name Last modified Size Description

& Parent Directory, -
flag.txt 2019-03-08 02:50 38




Apache/2.4.25 (Debian) Server at a.goodsecurity.fail Port 80

& C ® #%% | a.goodsecurity.fail/e/d/e/flag.txt

utflag{mac_os_hidden files are stupid}

H#E3fag.

=, B (AXERVUNEERBEMONIE, UTCTFRESZEFBRCEXHET, AeroCTFHZE & LA K1)
1.DragonScim Workshops (UTCTF):

XEBEAY, —HFHERWebEH BMERDK, RE4505, HEBEHR —FHEHFRAMIBER, FREETHFZRR,
WIS IR 1004, HILFLER)E R E 153 MEMH

— TR R

DragonScim Workshops
450

DragonScim is holding it's PKing workshop again! Perhaps you
can get in as one of the admin users through the page
somewhere. They thought it might be clever and crafty if they
made their name a collision. Oh, and they've left a joke for us.



Here Itis:

How do you kill a circus?
You go for the juggler.

http://dragonscim.

by copperstické

JERBUEHE T :

DragonScim Workshops
1000

DragonScim is holding it's PKing workshop again! Word on the
street is the admins get into the console via the Contact. They
thought it might be clever and crafty if they also just created
their name with inspiration from fish that collide with
themselves. Oh, and lastly, they've left a joke for us. Here it is:

How do you kill a circus?
You go for the juggler.

Also, the admins love Maryland a lot... They've been there 5

times.

NOTE: THIS IS NOT AN XSS CHALLENGE
http://dragonscim.xyz/

by copperstické

HEMAUT, HERRERNS, ROMOFAETEEHMRXT —&, EREANEANIIHE, AEZHETER, ERETRER
writeup, MIERXIEBEM T —8, H2..., XHEBBRBEH, EARW. —IFHK X

C  ® 4%% | dragonscim.xyz B % 6

ABOUT US CONTACT US




Ut /R H A E# S BICONTACT USEANTRIE %, FATEX B Al AT G ZIERME, W R ATR7E XA 5 H i
(HTUTCTFHIMuE KA T, RBEER R RBEZ DB A, B gemish) REMBBRELES: "Tname[lraaa" Rt —
MRTMDS#IRR (RIREWEREEARER (ce- ")), ZERBERRIE T H2 R RKEMBXFPEXGH) X7, X H) &
HIIEIR DL R ZBRE AR KK . RIER W EMIVERH RN, REREEMNREEphpi KR ILE £, FVRESEHRRZ
BEESMARFEFBEMEARGMDS I EERAE B, EdphpHXMEE, ATLVR S KIMiEtruetti >k, 7T U 7E 5T TH % In0e
gig, miERAEEflag.

KR BEfkwriteup: hitps:/graneed.hatenablog.com/entry/2019/03/11/122020

2.board tracking system: (AeroCTF)

BERRWT:

Challenge 165 Solves .

board tracking system
100

Mbl paspaboTanv NpoABUHYTYHO CUCTEMY OTCAEXMUBAHWUA
napameTpos 6opTa, HET 1N B HEW YA3BMMOCTEN?

We develop advanced board tracking system, is it vulnerable?

Site: http://81.23.11.159:8080/

Flag Submit

& C O &&= | 81.23.11.159:8080

Welcome to control plane application of Aeroctf system.


https://graneed.hatenablog.com/entry/2019/03/11/122020

On a dashboard you can see loading our system

Stats:

Tue Mar 12 06:57:25 UTC 2019 06:57:25 up 96 days, 16:26, 0 users, load average: 0.00, 0.00, 0.00
muaquat i <3 kha banh

RAE—FFHREDXE MM RHE R B BERE, ROTEEBFGRARIGEMRXFEE M TR, BORWITR, RN E,
TRRPIARA, PARTEAE, XTMAKRIRT, BKEH.

FOMEER R T, WA ERY, A BT LLEEEF KfEwriteup: https/rawsec.ml/en/AeroCTF-2019-write-ups/
3.VisageNovel: (UTCTF)

XEBER—IFIRREE, HRILBESEN. FALB—EES —EwebfH L, FEREBLERUKE LR, EHREMBHIA
R ADR, BEM EwhiteupBEEELF T -

https://graneed.hatenablog.com/entry/2019/03/11/121643

=, NG

1R EFEBEE T, I EE KR EEARRE, AR R MBI EFaE%E, CUERERBREEIFRBERE, &~
FHARMEH—HIMR, BETHRT 82, WELRAEREST, NixAEFEFEFH.

2B RB LR, ZELCRAEN, RELAMNE, WEZFEFEC, FURMEERARLA L, FHAMNEPZEEBEAEL,
B LR ERZEER TR, BEUEHEZER.

3.HH R AR T Fwriteup K KEEATT, WHBIRITKI 202 Tk RfEcttime Ei), ERfEgithub B, AANFEX B —FFRKHE.


https://rawsec.ml/en/AeroCTF-2019-write-ups/
https://graneed.hatenablog.com/entry/2019/03/11/121643
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