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from Crypto.Util.number import
from gmpy2 import
from random import

import sys,os

sys.stdin os.fdopen(sys.stdin.fileno(), , 0)
sys.stdout os.fdopen(sys.stdout.fileno(), , 0)
rnd SystemRandom()

def calcA(g,n,data):
num bytes_to_long(data)
res (g,num,n*n)
r rnd.randint(@,n-1)
magic (r,n,n*n)
res (res*magic)%(n*n)

return long_to_bytes(res).encode(

def calcB(phi,n,u,data):
num = bytes_to_long(data)
res (num, phi,n*n)
res (res 1)/n
res (res*u)%n

return long_to_bytes(res).encode(

if _ _name__
p getPrime(512)
q getPrime(512)
n = p7q
phi = (p-1)*(q-1)
g n+1
u invert(phi,n)
flag ( ).read()
print
print calcA(g,n,flag)
for i in (2048) :
m (
if m[O]
m
try:
m = m.decode( )
print calcA(g,n,m)
except:
print
exit(9)
if m[o]
m
try:
m = m.decode( )
print calcB(phi,n,u,m)[-2:]
except:
print
exit(@)
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import socket

import gmpy2

from Crypto.Util.number import bytes_to_long, long to_bytes
from fractions import Fraction

import re

S socket.socket()
s.connect(( , 21700))

def enc(data):
s.send( )
s.recv(1024).strip()

s.send(long_to_bytes(data).encode(
result=s.recv(1024).strip()
s.recv(1024).strip()

return bytes to_long(result.decode(

def dec(data):
s.send( )
s.recv(1024).strip()
s.send(long_to_bytes(data).encode(
result s.recv(1024).strip()
s.recv(1024).strip()
return bytes_to_long(result.decode(
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two = enc(2)
three enc(3)
power_two = enc(2**2)
power_three enc(3**2)
n gmpy2.gcd(two 2 power_two, three power_three)
while n p) 0:
n
while n
n n

return n

recover_flag(flagcipher,n):
submap {}
for i in (0, 256):
submap|[-n i 256
cipher256 = enc(256)
last_bytes=dec(flagcipher)
Fraction(@, 1)
Fraction(1, 1)
iin (128):
print i
flagcipher flagcipher cipher256
b=dec(flagcipher)
k submap([b]
L, R L (R L) Fraction(k, 256), L (R L) Fraction(k 1, 256)
(L * n)
return long_to_bytes(low - low % 256 +last_bytes)

main():
print s.recv(1024).strip()
data=s.recv(1024).strip()
print data
flagcipher = bytes _to_long(re.findall( , data)[@].decode(
n=recover_pubkey ()
print n
print recover_flag(flagcipher,n)
main()
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