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Don't you love undocumented APIs

Be the admin you were always meant to be
http://web.chal.csaw.io:9000

Update chal description at: 4:38 to include solve details
Aesthetic update for chal at Sun 7:25 AM

AV

<hl1>Welcome to our SINGLE SIGN ON PAGE WITH FULL OAUTH2.0!</hl1>

<a href=" ">.</a>

Rll==

Wish we had an automatic GET route for /authorize... well they'll just have to POST from their own clients I gue|
SS

POST /oauth2/token

POST /oauth2/authorize form-data TODO: make a form for this route

--1>
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Be— WA 2

OAuth 2.0% 55 77 1%
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http://www.ruanyifeng.com/blog/2014/05/oauth_2_0.html
https://blog.csdn.net/cd_xuyue/article/details/52084220
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FJi& Post &>k 5| code, & X1 -codeZ: )i /oauth2/token, 75%ltokenZ:ijjli] /oauth2/protected Z:#k

5 ) T A — B AT

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]
‘08T /oauthl/authorize HTTPE/L.1 " HTTP/1.1 302 Found A
[ost: web.chal.csaw.io:8000 P Location: o
lser-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; =€4; rv:&0.0) http://web.chal.csaw. i0:9000/ protected?code=eyJhbGoi0iJIUzIINilsIn
w=eko/20100101 Firefox/E0.0 RScCIETkpXVCIS. eydyEZWRperVidFS lemki0iJodHRwDi8vdIVilmo Y WwuY3Nhdy
weept: text/html,application/xhtml4xml, application/xml;q=0.9,*/*;gq=0.8 SphzoSMDAWLIEYhIRITIRIZCISImlhdCIENTUzCODEIOTY40CwiZXhw I oI THE 0T
weept-Language wMig4fQ. EmilNRIdeLAi 3 UUnEPZ 7E3GTeEtu-EBFMi 14y Ao QRWFkistate=
h—-CH, zh; gq=0.8, zh-TW; gq=0.7, zh-HE; gq=0.5,en-U3; q=0.3,en;qg=0.2 Content-Type: text/html; charsec=utf-8
‘onnection: close Content-Length: 547
weept-Encoding: gzip, deflate Date: Mon, DB Oct ZOLE 06:21:28 GHMT
‘ontent-Type: application/x-www—form-urlencoded Connection: close
pgrade-Insecure-Requests: L
‘ontent-Length: 70 Redirecting to <a
href="http://web.chal.csaw.io:9000/protected?code=eyThbGei0idIU=zT1
‘esponse type=code&redirect uri=http://web.chal.csaw.io:2000/protected WMilsInRScCIETkpXVCIS. evIVIWRpCHVIAFS lemki0iJodHRWOiEvAIViLno YW
N N T3iNhdy5pbzoSMDAVLIEYEIRIVIRLIZICIsInl hdCTENTUzCOD K3 OTY40CwiZhw I oxIT
THAO0TgwMig4fQ. EmilNEIdeLAL)3UUnEPZ 7E3GTSEtu-EBFMil4vAoQRWFkeamp: sta
te=">http: //web.chal.csaw.io:9000/protected? code=eyThbGeci0iJIU=zI1
HilsInRScCIGIkpXVCTY . eydJyZWRpcmV] dF91cmki0idodHRw0isvd2VilmioYiwu
¥3MhdyS5phzo SMDAWL 3Byb3R1Y3R1ZCIsImlhdCI6MTUz0Dk30TY 40 Cwi ZXhw I oxll
TMA0 T gqwifj g4£0 . EmiNRIdelAij3UUnBP27636TsBtu—BFMi14yAc(RWFkEamp ;sta
te=</a>.
N [ v s
FHIXA code Vi foauth2/token, 1 Post 25 f)#% =X
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST /oauthi/token HTTP/ L.l A HTTF/1.1 200 OK
Host: web.chal.csaw.io:5000 & Content-Type: application/json: charset=utf-8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =&4; rv:£60.0) Content-Length: 209
Gecko/Z0100101 Firefox/€0.0 Date: Mon, 08 Oct 2018 0E:21:46 GMT
Aeooept: text/html,application/xhtml+4xml, application/xml;q=0.%,*/*;q=0.8 Connection: close

Aecept-Language:
zh—CN, zh; q=0.8, zh-TW; g=0.7, zh-HE; gq=0.5,en-U3;q=0.3,en; gq=0.2

Referer: http://web.chal.csawv.ic:9000/token
Content-Type: application/x-www-form-urlencoded
Content-Length: 280

Connection: close

Upgrade-Insecure-Requests: 1

grant_type=authorization codeé&code=eyJhhGeiCiJIUzTINIiIsInRScCIETkpHVEIS .,

evIVEWEpcrVAdFS lenkiOiJodHRwO iBvdIVilntlo TWwu T3 hdyS5ph zo SHDAWLIEVRIRLT3IE
lZCTIsTmlhdCTIEMTUzO0DkIOTY40Cwi EXhw I oxMTH4OTygwligd£Q. EmiNRTcdeLALi J3UUREP
TEIGTSBtu-BFMil4yAoURWFkéredirect_uri=http://web.chal.csaw. i0:9000/prot
ected

payload:

{"token type":"Bearer","toksn":"eyJhbGoi0idIUTzTINiIsInRScCTE ThpXy
CJ9.eyd0eXBlIjoidlcilsInM1T3J1ACTE InVinb3VUEGLLIISIS ImlhdCIENTUZ0
Dk3OTcwlliwiZXhwIjoxNTHA0TgwMzAZ£Q. EwxETdo koWUMiwklNa75To-J7HoCENS
UOEmM4 AxJvee "}

grant_type=authorization_code&code=eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.eylyZWRpcmVjdF91cmkiOiJodHRwOi8vd2VilmNo
YWwuY3Nhdy5pbzo5MDAWL3Byb3R1Y3R1ZCIsImlhdCI6MTUZODk30TY40CwiZXhwIjoxNTMA0TgwMjg4fQ.EmiNRIdeLA1j3UUNBP2763GTsBtu-

BFMi14yAoQRWFk&redirect_uri=http://web.chal.csaw.10:9000/protected



http://web.chal.csaw.io:9000/protected

5% token, 4T

Libraries

Crafted by

eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9. ey
€ 11j lciIsInN1Y3J1dCI6InVmb3VuZG1

HEADER:

PAYLOAD!

VERIFY SIGNATURE

X B ufoundme! 2N 28], ARIE R H $2 740 user A admin , R TH %5 854 i ufoundme!

eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9.eyJ

W41l CJzZWNyZXQi01J1Zm91bmR

iYWRt

ZHEIX ) token 221 1]
|_ Go _|

<y

Raw | Headers TE]

HEADER:

PAYLOAD:

VERIFY SIGNATURE

5 3flag:

Target: http://web.chal.csaw.io:9000 |_/|| ?

Raw | Headers IE]

FET /protected HTTP/L.1L

Host: webh.chal.csaw.io:S000

Uzer-Agent: Mozilla/5.0 (Windows NT 10.0:
Fecko/20100101 Firefox/E0.0

Locept:

text/html, application/xhtml+xml, application/xml; q=0.9,*/*;q=0.8
Locept-Languade:

zh—-CN, z2h;q=0.8, gsh-TW;q=0.7, sh-HE; q=0.5,en-US; q=0.3,en;q=0.2
Zonnection: close

Tpgrade-Insecure-Requests: 1

Authorization: Bearer

2yJhbGoi0iJIUzIINiIs InRScCIETkpXWCIS . eyvJ0eXELIjoiYWRLtaWdiLC Iz Z2WNyZKO1

Winé4: =E4: rv:£0.0)

T

HTTP/1.1 200 OE
Content-Type: text/plain;
Content-Length: 127
Date: Mon, 08 Oct ZOL1S 0€:I2Z2:48 GUT
Connection: close

charset=utf-g

flag{JzonWebhTokensarethesasieststorage-lessdataoptiononthemarket 'the
yrelyonsupersscureblockchainlevelencryptionfortheirmethods)



https://jwt.io/
http://web.chal.csaw.io:9000/protected

21J1ZmS LhwRt ZSEILCIpTHQIOJE L Neg SN zk3 MD TS InV4cCTENTUZzO0DKANDMwing . woLC
wHdTabiES7é-uzQivaitLr SX15RSkESWTihFwl

flag: flag{JsonWebTokensaretheeasieststorage-lessdataoptiononthemarket!theyrelyonsupersecureblockchainlevelencry

ptionfortheirmethods}
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https://www.secpulse.com/archives/75785.html

https://delcoding.github.io/2018/09/csaw-writeup2/

Crypto
babycrypto

7 H A -

yeeeeeeeeeeeeeeeeeeeeeeeeeeeeeet
single yeet yeeted with single yeet ==
yeeet

what is yeet?

yeet is yeet

Yeetdate: yeeted yeet at yeet: 9:42 pm

ey 7 —Hibase64:

s5gQkd+WjN+e34+NkJiNnpKSmo3fiJeQ356Mj5aNmozfi5DfnI2anoua34+NkJIiNnpKM34uXnovf15qTj9+PmpCPk5rfm5Dfk5gMjNHft5rfiJ6R]
i4zfi5Dfj4qL356Ki5CSnoulWkIHfmZaNjIvT356Rm9+MnI6Tnp2Wk5aLht+ek5CRmIyWmS5rR37ea35uNmp6SjN+Qmd+e34iQjZ0b34iXmo2a34uX|
mt+akZuTmoyM356Rm9+L15rf1pGZlpGWiSrfnZqckIKa342anpOWi5aa jN+LkN+SnpGUlpGbe9+ekZvfiJeajZrfiSea34uNiprfizZz6TiprfkInf]
k5azZmt+WjN+PjZgMmo2ImpvRmZOemISblpmZ1lprS15qTk5KekdKYz4+XzI2FjZ6wps61lnpPLnLeeuabGrKithréuyz63gg==
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cipher=base64.b64decode(ciphertext)

for i in (CVEIDE
result

for s in cipher:
result ( (s)"i)
if in result:
print result

flag: flag{diffie-hellman-gOph3rzraOY1Jal4cHaF YOSWRyAQ6aH}


https://www.secpulse.com/archives/75785.html
https://delcoding.github.io/2018/09/csaw-writeup2/

lowe

| personally prefer Home Depot
XOR Passes are the easiest way to use numbers to encrypt!
By Kris Kwiatkowski, Cloudflare

B =

e file.enc
e Kkey.enc

e pubkey.pem
file.enc & — base64 i, fifRlid&—HELig, HikGe .,

kStoynmN5LSniueOnDxli9csSrBgexZ/Y Oo5e+MUKfJKwvht8hHsYyMGVYzMIOp9sAF BrPCbm4UA4n7oMr2zig==

key.enc;z: 1533bit 11— /N4,

2191359931096077780012018450841506022273761410821956578447626625080844810899860560485321337677926004701234446057
9568326804728134747449940967966078337062765256314425828464847480738161169413831435208742927112894278644560746231
1052442015618558352506502586843660097471748372196048269942588597722623967402749279662913442303983480435926749879

4401672361977056136576310229204909069117904254431917816467445425622218293195093194044207951465328613933343103855
17838840775182

pubkey.pem £RSAAH A .

MIHAMAGGCSqGSIb3DQEBAQUAA4HLADCBXWKBWQDPCcH7t15AXt/b@dv87plVZrbGC
MHz6Iz0Xx7AVrf3uWEKBU8FVOiwTDaU6Q8NmT7gWEqHpwgXWA1IOTMhuyCAf/3ilk
lyKvUbZXB43QNnmQf53+bls7K6RjmeiSIUrXaga53Qr2uUbEpIF1zQVBXrnXftlp4d

6CQ3n13QZZLDdQ6aHH5WG+6N38epynI TTNOWLXn4ek6zdvkmFNGhbh5XkIXFUGOL
jyT7YT8Ip+DkddIVVq5ByM7iSOKNrIZdxH3btMUCAQM=




H RSA A8 Inflle (L4 openssl FEH T L), KL n j£1536bit, 1M e 1K 3.

ASN.1 JavaScript decoder

(2 elem)
SEQUENCE (2 elem)
OBJECT IDENTIFIBR 1.2.840.113549.1, 1.1 rsafneryption
NULL

BIT STRING (1 elem
SEQUENCE (2 elem)
INTEGER (1536 bit) 195310098546034134869646225027087509893151580714658675629609544651932
Offset: 25
Length: 3+193
————BEG1Yalue:
MIHGHAOGC (1536 bit)
4Hz0120x7 1953100985460341 3486 964622502708 750989315 158071 46586 756296095 4465 19328 4602025943
yEvIbZHE4 2268807 7959911801412881736536007 0302458141997 84734114468379391950242638228445246
6C0En1197 65615512985979435022373410355298 13218966835 458865847 18379382480 13885 849906522890
1¥TTYTEIr 14128057081 755756100072782067469526208305208485 177416103970353685087 363040740095
--——-END 7112313223149200204740938224078683036995426608492966 703869767 1614351 425836882238
175963587 76636097416 846 106912930944594917 225548 18780 16805287109

+ with hex dump: decode || clear = example
BRI AR

SrTLL L2 EE, AR keyenc & RSA IS ¢, RLECHIE. MOM e B 4/h, WAIRTAEELBEIF S VOTTRR, S# e +itn
CREBEBTT=YOr, Hol i 5%,

W7 N RIEE, 155 RSA BISC m, #RHEEH #27n A file.enc #4757 8L, 152 flag, MEEHIANT

import gmpy2

import base64
import libnum
N=19531009854603413486964622502708750989315158071465867562960954465193284602025943226880779599118014128817365360
0703024581419978473411446837939195924263822844524665615512985979435022373410355298132189668354588658471837938248
9138858499065228901412805708175575610007278296746952620830529848517741610397035368508736304074009571123132231492
0020474093822407868303699542660849296670386976716143514258368822381759635877663609741684610691293094459491722554
81878016805287109
e=3
key=219135993109607778001201845084150602227376141082195657844762662508084481089986056048532133767792600470123444]
6057956832680472813474744994096796607833706276525631442582846484748073816116941383143520874292711289427864456074
6231105244201561855835250650258684366009747174837219604826994258859772262396740274927966291344230398348043592674
98794401672361977056136576310229204909069117904254431917816467445425622218293195093194044207951465328613933343106)
385517838840775182
data=base64.b64decode(open("file.enc","rb").read())
data=int(data.encode("hex"),16)
for i in range(10000):

if gmpy2.iroot(key+i*n,e)[1]:

m=gmpy2.iroot(key+i*n,e)[0]

plain=1libnum.n2s(m~data)
print plain

flag: flag{saltstacksaltcomit5dd304276ba5745ec21fc1e6686a0b28da29e6fc}

7 H A -

Binary trees let you do some interesting things. Can you balance a tree?
nc misc.chal.csaw.io 9001

Equal nodes should be inserted to the right of the parent node. You should balance the tree as you add nodes.


https://lapo.it/asn1js/

ACMA T2, AV 1A BN RT3 17, I 1 pythonf XA :

class TreeNode( ):
def _init (self):
self.data=0
self.left=None
self.right=None
self.height=0
class BTree( ):
def _init (self):
self.root=None
self.result
def _ Max(self,hl,h2):
if hi1>h2:
return hl
elif hl<=h2:
return h2
def _ LL(self,r):
node=r.left
r.left=node.right
node.right=r
r.height=self._ Max(self.getHeight(r.right),self.getHeight(r.left))+1
node.height=self._ Max(self.getHeight(node.right),self.getHeight(node.left))+1
return node
def _ RR(self,r):
node r.right
r.right node. left
node. left r
r.height self. Max(self.getHeight(r.right), self.getHeight(r.left)) 1
node.height = self._ Max(self.getHeight(node.right), self.getHeight(node.left))
return node
def _ LR(self,r):
r.left=self. RR(r.left)
return self. LL(r)
def _ RL(self,r):
r.right=self._ LL(r.right)
return self._RR(r)
def _ insert(self,data,r):
if r==None:
node=TreeNode()
node.data=data
return node
elif data==r.data:
return r
elif data<r.data:
r.left=self. insert(data,r.left)
if self.getHeight(r.left)-self.getHeight(r.right)>=2:
if data<r.left.data:
r=self. LL(r)
else:
r=self. LR(r)
else:
r.right=self. insert(data,r.right)
if self.getHeight(r.right)-self.getHeight(r.left)>=2:
if data>r.right.data:
r=self. RR(r)
else:
r=self._ RL(r)




return r

__delete(self,data,r):
if r==None:
print
return r
elif r.data==data:
if r.left==None:
return r.right
elif r.right==None:
return r.left
else:
if self.getHeight(r.left)>self.getHeight(r.right):

node=r.left
while(node.right!=None):
node=node.right
r=self. delete(node.data,r)
r.data=node.data
return r
else:
node=r.right
while node.left!=None:
node=node. left
r=self. delete(node.data,r)
r.data=node.data
return r
elif data<r.data:
r.left=self. delete(data,r.left)
if self.getHeight(r.right)-self.getHeight(r.left)>=2:
if self.getHeight(r.right.left)>self.getHeight(r.right.right):
r=self. RL(r)
else:
r=self. RR(r)
elif data>r.data:
r.right=self. delete(data,r.right)
if self.getHeight(r.left)-self.getHeight(r.right)>=2:
if self.getHeight(r.left.right)>self.getHeight(r.left.left):
r=self. LR(r)
else:
r=self. LL(r)
r.height=self. Max(self.getHeight(r.left),self.getHeight(r.right))+1

return r

__show(self,root):
if root!=None:
self.result (root.data)
self. show(root.left)
self. show(root.right)
else:
return 0
Insert(self,data):

self.root=self. insert(data,self.root)

return self.root
Delete(self,data):
self.root=self. delete(data,self.root)

getHeight(self,node):
if node==None:




return -1

return node.height
def Show(self):
self. show(self.root)
if _ _name__
bi=BTree()
array=[40,84,21,16,50,28,32,10,46,55,22,4,50,76,45,56,42,6,89,99,21,16,72,47,96,29,46,97,10,58,63, 83,40, 65, 2|
4.65,72,100,11,52,57,77,49,61,5,85,73,49,98,90,81,39,12,73,80,19,69,78,27,25,84,92,79,98,21,8,48,2,34,49,35,21,2
4,86,10,60,39,28,84,80,61,6,73,67,38,78,70,12,3,94,46,10,91,12,14,69,1,81,56,21]
for i in array:
bi.Insert(i)
bi.Show()

print bi.result

flag: flag{HOW_WAS_IT_NAVIGATING_THAT FOREST?}

Short Circuit

Start from the monkey’s paw and work your way down the high voltage line, for every wire that is branches off has an element that is
either on or off. Ignore the first bit. Standard flag format.

K h
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T .

flag:flag{owmyhand}

Algebra
Rk, TR TFHE, HEHEAZ), K2 T . 5 pythoniiA:

UM T S RE T RE 2 VB BT LOIN T RS, i 3R e LR #%. .



import socket
def solve(eq, var ):
eql eq.replace( 5
C (eql, {var: 1j})
if (-c.real 9):
return ©
else:

return -c.real / c.imag

time 1
sc socket.socket()
host
port 9002
addr (host, port)
sc.connect(addr)
print sc.recv(1024)
while 1:
print
data sc.recv(1024)
print data
if in data:
exit()
if time 1:
shizi = data.split(
else:
shizi = data.split(
result (solve(shizi))
print , result
sc.send(result )
time 1
except BaseException:
if in data:
break
sc.shutdown(2)
sc.close()

continue

flag: flag{yOu_s0_60od_aT_tH3_ qU1cK_M4tH5}
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