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#!/usr/bin/env python
# -*- coding: utf-8 -*-

from pwn import *
from string import printable

context.log_level = 'error'

def send(flag):
io = process('qemu-mips mx', shell=True)
io.sendline(flag)
ret = io.recv().decode()
io.close()
return ret.strip()

enc = '_r-+_C15;vgq_pdme7#7eCO="

def solve(flag):
n = len(flag) // 3
for ¢ in printable:
ret = send(''.join(flag + [c]))
if ret[@:1len(flag)+n+l] == enc[0:len(flag)+n+l]:
print(''.join(flag + [c]))

if ¢ 1= '}

solve(flag + [c])
else:
exit()
solve([])
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__inte4 __ fastcall encrypt(const void *flag, char *enc)
{

__int64 result; // rax

unsigned _ int64 i; // [rsp+206h] [rbp-106h]

unsigned __int64 j; // [rsp+28h] [rbp-8h]

unsigned __int64 k; // [rsp+28h] [rbp-8h]

memcpy(enc, flag, 16uLL);
for (i =0LL; 1 <= 8; ++i )
{

shuffle(enc);

for ( j = 0OLL; j <= 3; ++j )

*(_DWORD *)&enc[4 * j] = another_wtf_array[((4 * j + 3 + 16 * i) << 8) + (unsigned __int8)enc[4 * j +

}
result = shuffle(enc);
for ( k = @OLL; k <= 15; ++k )
{

result

wtf_array[256 * k + (unsigned __int8)enc[k]];
enc[k] = result;

}

return result;
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#include <stdio.h>
#include <stdlib.h>
#include "another_wtf_array.c"

int main(int argc, char *argv[])
{
int _i = atoi(argv[1]), _j = atoi(argv[2]);
unsigned _raw = strtoul(argv[3], NULL, 10);
//printf("%d %d %d\n", _i, _j, _raw);
for (int i = @; i < 256; i++) {
for (int j = 0; j < 256; j++) {
for (int k = 0; k < 256; k++) {
for (int 1 = 0; 1 < 256; 1++) {
int base =4 * j + 16 * _i;
unsigned tmp = wtf[((base + 3) << 8) + i] ~
wtf[((base + 2) << 8) + j] »
wtf[((base + 1) << 8) + k] »
wtf[((base + @) << 8) + 1];
if (tmp == _raw) {
printf("%d-%d-%d-%d\n", 1, k, j, i);
return 0;

return 1;

from ast import literal_eval

with open('./CISCN/wtf_array') as f:
wtf_array = literal_eval(f.read())

with open('./CISCN/another_wtf_array') as f:
another_wtf_array = literal_eval(f.read())

final_enc = [@xC3, OxB1l, ©x3, OxFB, Ox2A, OxAC, Ox46, Ox4B, Ox7C, OXEE, 0xC7,

0x74, oOx5D, ©x6D, OxBE, 0x24]

def shuffle(a):

al = a[:]

v2 = al[1]

al[1] = al[5] #E % T#
al[5] = al[9]

al[9] = al[13]

al[13] = v2

v3 = al[2] #5¥—, ZATHE =5
al[2] = al[1@]
al[1e] = v3

v = al[6] #F ., UTHE =530
al[e] = a1[14]

al[14] = v4

v5 = al[3] #FE WA %



al[3] = al[15]
al[15] = al[11]
al[11] = al[7]
al[7] = v5

result = v5
return al

def re_shuffle(array):
a = array[:]

1 = shuffle(list(range(16)))
n==o
def tmp(x):

nonlocal n

n+=1

return 1[n - 1]
a.sort(key=tmp)
return a

def decrypt(i, j, final):
final = final[@] << 24 | final[1] << 16 | final[2] << 8 | final[3]
raw = subprocess.Popen(['./CISCN/woc', str(i), str(j), str(final)], stdout=subprocess.PIPE).stdout.re
return [int(x) for x in raw.decode().strip().split('-"')]

result = []
for _ in range(len(enc)):
tmp_array = wtf_array[256*_:256* +256]
result.append([tmp_array.index(i) for i in tmp_array if i==final_enc[_]][@])

enc = re_shuffle(result)

for i in range(9)[::-1]:
for j in range(4)[::-1]:
print(f'\r{i}-{j}', end="")
enc[4*j:4*j+4] = decrypt(i, j, enc[4*j:4*j+4][::-1])
enc = re_shuffle(enc)

print(''.join(chr(i) for i in enc))
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var a = [123, 101, 120, 48, 118, 104, 102, 120, 117, 108, 119, 124];
if (s.length == a.length) {
for (1 = @; i < s.length; i++) {
if (a[i] - s.charCodeAt(i) != 3)
return ic = false;

}

return ic = true;
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[123, 101, 120, 48, 118, 104, 102, 120, 117, 108, 119, 124]
[ chr(i-3) for i in a ]
print ''.join(s)
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with open("ps", "r") as f:
nums = f.read().split()
nums = list(map(lambda a: int(a), nums))
group = [@ for i in range(512)]

with open("r", "r") as f:
final = int(f.read())

def zeros(num):
rev = bin(num)[2:][::-1]
for i in range(512):
if(rev[i] == '1'): return i

def num2bin(num):

bin(num)[2:]
'9'*(512-1en(bnum)) + bnum
return bnum

bnum

bnum

for num in enumerate(nums):
z = zeros(num[1])
if group[z]: raise Exception('gg')
group[z] = num

xorer = 0
secret = [0 for i in range(512)]

bfinal = num2bin(final)

for i in range(511, -1, -1):
bxorer = num2bin(xorer)
if(bxorer[i] != bfinal[i]):
xorer = xorer " group[511-i][1]
secret[group[511-i][@]] = 1

check_xor = 0
for i in range(512):
if secret[i]:
check_xor = nums[i] ~ check_xor

print(check_xor == final)
HIRHIE
secret_int = int(''.join(map(lambda a:str(a), secret)),2)
from Crypto.Util.number import getPrime,long to_bytes,bytes_to_long
from Crypto.Cipher import AES
import hashlib
key=1long_to_bytes(int(hashlib.md5(long to _bytes(secret_int)).hexdigest(),16))
aes_obj = AES.new(key, AES.MODE_ECB)
import base64
with open("ef", 'r') as f:

enc_flag = base64.b64decode(f.read().encode())
print(aes_obj.decrypt(enc_flag))
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#include <stdio.h>
#include <stdbool.h>
// gcc -fopenmp -03 another.c -o another&&./another
int main(void){
unsigned enc[] = {32, 253, 238, 248, 164, 201, 244, 8, 63, 51, 29, 168, 35, 138, 229, 237, 8, 61, 240,
unsigned i, j, a, R, tmp, out, output, _i, lastbit;
unsigned mask = 2751989908L;
bool flag = false;
#pragma omp parallel
for (a = ©; a <= OXFFFFFFFF; a++) {
flag = false;
R = a;
[/ RERT Db — 5, 1 R BRERS 2 A7 B AT
for (1 =0; 1< 100; i++) {
tmp = 0;
for (j = 0; J < 8; j++) {
output = (R << 1) & Oxffffffff;
_i = (R & mask) & Oxffffffff;
lastbit = 9;
while (_i !'= 0) {
lastbit ~= (_i & 1);
_i>>=1;
¥
output 7= lastbit;

R = output, out = lastbit;
tmp = (tmp << 1) » out;

¥
if (enc[i] != tmp) {
flag = true;
break;
¥
¥
if (!flag) {
printf("%u\n", a);
}
}
}
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().__class__._bases_ [0]._ subclasses_ ()
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o._ getattribute_ ('sy' + 'stem')
s('/bin/sh")
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