Octf simpleapk writeup

ling13579 T 2015-04-12 20:44:50 A7 1813 e
FOBC B AR SO JRAUSCE, A CC 4.0 BY-SA B, He8kim B RS0 H A BB RA I

ACBEE:  hitpsy/blog.csdnnet/v_ling viarticle/details/45013663
JERAL

Java/Z 7T
InitH A& Fiflag. txt

public woid init{) {
EasyRe w0 this;
String vl "flag.txt";
EasyRe vEé tH

try {
Inputitream w2 = vb.getResources(). cpenRawRescurce{2131034112)
byte[] v4 = new byte[vi.availakle()
v2.read(vd);
FileCutputitream v5 = wl.openFileQutput({vl, 0):
vo.wWwrite (vd);
v2.close();

vS.close();

}
catch(ICException va_1) |
wa_l.printStackIrace();
}
}
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String vB8 = "flag.txt";

FileInputStream w4 = v7. cpenFlleInput{v |
byte[] v6 = new byte[vd.available()

vd.read (va);

String v3 = EncodingUtils.getString({wva, "UTF-8");
}
catch (Exception w7_1) |

v7_l.printStackIrace();

}

if{v3.equals(vl.etl.getText (). .toString{))) {
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Octf{Too Simple Sometimes Naive!!!}
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__int64 my_init

{
int v@; // regl
_pid_t v1; // r@g@3
__inte4 v2; /f STee_s@3

v@ = j_j_set_logfunction(nullsub_2);
if ( CheckSig(ve) )

j_j_exit(e);
vl = j_j_getpid();
LODWORD(v2) = CheckStrace;
HIDWORD(v2) = CheckPtrace;
j_3j_hook(8unk_5D9310@4, vl, "libc.”, "read");
return v2;
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vl5 = _stack_chk_guard;

j_j_memcpy(dest, Zunk_SD92F818, ©x23u);

v5 = dword_5D931844;

j_j_hook_precall();

vll = ((int (__fastcall #)(int, int, int))v5)(v4, v3, vie);
ve = j_j_getpid();

j_Jj_snprintf(&s, @xFFu, "/proc/%d/fd/ 'y VB, vd);
j_j_memset(&v14, @, 8x106u);

j_j_readlink(&s, 8&v14, @xFFu);

v7 = j_j_strstr(&vl4, "/data/data/easyre.sjl.gossip.easyre");
vB = @;

f(v?)

i
{

while ( v8 != v1@ )

{
#(_BYTE #)(v3 + v8) "= dest[v8];
++vB;

}

}
j_3j_hook_postcall(&unk_5D931884);
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charflag[]="0ctf{Too_Simple_Sometimes_Naive!!!}";
charkey[]={0x00,0x00,0x00,0x00,0x00,0x1D,0x1B,0x48,0x2C,0x0C,0x24,0x02,0x02,0x09,0x3A, 0x0B,
©x3B,0x0E,0x03,0%x3A,0x39,0x0C,0x08,0x11,0x00,0x00,0x1A,0x09,0%x0C,0x29,0%x20,0x58,

0x44,0x00,0x00};

for(inti = @; i < strlen(flag); i++)

{

<span style="white-space:pre"> </span>flag[i]~=key[i];
}

printf("%s\n",flag);

flag?N: Octf{it's More_Than_Meets_The_Eye!}
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