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001 open-source

HERF R HBstrings:
ID4 View-4 [ [E Pseudocode—4 [ Strings windoev B B Hex view-1 [ Structur
Address Length Type String

Slib/1d-1inuz. s0. 2

__gmon_start__

EJ LOAD: 080 00000013
E LOAD: 080 0000000F

E LOAD: Q20 00000004 libc. 50. 8
_E LOAD : Q80+ 0000000F _I0 _stdin used
E LOAD: Q20+ 00000006 srand
_E LOAD : Q80+ 00000005 puts
E LOAD: Q20 00000005 time
_E LOAD : Q80+ 00000006 sleep
Eﬁ LOAD: 080+ 00000012 __libc_start_main
E LOAD : Q80+ 00000004 GLIEC 2.0
3

‘s] . rodata:-— 00000024
S| . rodata:- 00000040
‘5] . rodata:= 00000046
S| . rodata:= 00000047
‘5] .rodata:= 0000004E
‘S| . rodata:- 00000046
‘s’ Lredata:ss 00000024
.rodatazs O 0

Eeticulating splines, please wait.

If vou re pretending to suck, you just passed that Turing test
There aren’ t encugh bits in my memery to represent how hard v
Tour abllity to hack i1s about as good as my ability to have f--
Hawve vou considered becoming a vacuum cleaner? You re pretty =
I've got a good feeling about this one..... walt no. NMavbe ne--
Enock knock. . \nWhe' = thers?\nlDE. “nlDP who?\n

9447 {This_is_a_flag}

Congrats, wvou hacked me!‘\n3

rmn —rf / : Permission denied

#define ¥OU % “massive failure\”

*23"

LT o T T T TR AT O T s T R T A TN A R T B A T

.rodata:- 0000001C
‘s] . rodata:= 0000001D
‘5] .rodata:= 000000LE
s

.eh_fram-- 00000005

Wit 2

.rodata:08048788 a944/ThisIsAFla db '9447{This_is a flag}',®

.rodata:08048788 ; DATA XREF: .data:strsilo
.rodata:@804879D aCongratsYouHac db 'Congrats, you hacked me!’,0ah

.rodata:0804879D ; DATA XREF: .data:8808499C4lo
.rodata: 88048790 db "¢ ',0

RIEER!

002 simple-unpack
BN E X R B e .
SHE—TRMHAR, winHexdTHFEH]:

BO000DPRER4AAF1CH 6E 66 6F 3A 20 54 68 69 73 20 66 69 6C 65 20 69 nfo:-This-file-i
PEO0EORRER4AFIDE 73 20 7@ 61 63 6B 65 64 20 77 69 74 68 20 74 68 s-packed-with-th
PEOO0ORRRR4AF1ED 65 20 55 50 58 20 65 78 65 63 75 74 61 62 6C 65 e-UPX-executable
——
PEO00DRRER4AAF1FG 20 70 61 63 6B 65 72 20 68 74 74 70 3A MSWASNE -packer-http://fu
000000000044F200 I IRERT I R W N 24 49 64 px.sf.net-$..$Id
000000000044F210 3A 20 55 5@ 58 20 33 2B 39 31 20 43 6F 7@ 79 72 :-UPX-3.91-Copyr

P Lk S i 57 «

003 logmein

¥ SCHHEIDA, shift+F12

% — k¥t You entered the correct password!\nGreat job!\n, &3 [ 4w ¥ R B R0 H, BT BAZE — X Enter your guess:



#include <stdio.h>

#include <string.h>

int main(int argc, char *argv[]) {
if (argc != 4) {
printf("what?\n");
exit(1);

1
J

unsigned int first = atoi(argv[1]);
if (first != @xcafe) {

printf("you are wrong, sorry.\n");
exit(2);

1
J

unsigned int second = atoi(argv([2]);
if (second % 5 == 3 || second % 17 != 8) {

printf("ha, you won't get it!\n");
exit(3);

1
J

if (strcmp("h4ckyeu", argv[3])) {

printf("so close, dude!\n");

exit(4);

)i
printf("Brr wrrr grr\n");
unsigned int = first * 31337 + (second % 17) * 11 + strlen(argv[3]) - 1615810207;
printf("Get your key: ");
printf("%x\n", hash);

return 0;

R R

hash = first * 31337 + (second % 17) * 11 + strlen(argv[3]) - 1615810207
first=Oxcafe: i i&51966

second % 17=8

argv3="hdckyou’

R printf("%xX\n", hash); 2%+ 75 3

itE=s = O X

= EFR
51966 x 31337 + 88 + 7- 1615810207 =

12,648,430

HEX | CO FFEE
| DEC 12,648,430

OCT 60 177 756

BIN 11000000 1111 1111 1110 1110

58 QWORD MS
D & v % S v

' >y CE <&



1 2 3 e
+f_ 0 —
ZER: cOffee
004 insanity
1jvoid _ fastcall _ noreturn main(__inted al, char **a2, char **a3)
2i{
3| size t wv3; /f r=i
4 int i; // [rsp+3Ch] [rbp-54h]
5| char s[36]; // [rsp+48h] [rbp-58h]
6| int v6; /f [rsp+6dh] [rbp-2Ch]
7| __int6d v7; ff [rsp+68h] [rbp-28h]
8| char v8[8]; // [rsp+78h] [rbp-28h]
9| int v9; // [rsp+8Ch] [rbp-4h]
10
11| v9 = @;
12| strcpy(vs, ":\"AL_RT"L*.?+6/46");
13| v/ = ‘ebmarah’;
14| wvb = 7;
15| printf("Welcome to the RC3 secure password guesser.\n", a2, a3);
16| printf("To continue, you must enter the correct password.\n");
17| printf("Enter your guess: ");
18| __ is0c99_scanf("%32s", =);
19| v3 = strlen(s);
200 if ( v3 < strlen(vid) )
21 sub_4007C8();
22| for (1 =8; 1 < strlen(s); ++1 )
23| {
24 if ( 1 >= strlen(vg) )
25 sub_4007C8();
26 if ( s[i] != (char)(*({_BYTE *)&7 + 1 % v6) ™~ v8[i]) )
27 sub_4007C8();
28] 1}
29| sub_4007F0();
30[}
HEE:

(BYTE "&v7 &= B&, longlong®! V7 sl &k Nbyte B bk, TR, MEBEERERFS (CESERFRELRRARZ
TRErEHEHREE) o BTUARRATAE AV E 10 HIF 1686, SR)5 168K H A8 3] ebmarah; HEENREMUANTE,
etk HEF RN B T /s (B S HERTED o B IRA1E E R RID SO R %2 KA REIE RS

harambe;
ord if $ AT LUK 15 5 A AR BT 75 22 IASCIIES,
HBRIBERC:

#include<stdio. b

“int main()

{

long long a = 285371945736813560;
char # p = (char#)fa:

char bl] = “:\'AL_RT L*. ?+6/467 ;

for(int 1 = 0:;b[1]!=0;1++)
{
bli] = bl[i] pli%7];



I
printf (b
}

BEx C: \WINDOWS\system32\cmd exe

RC3-2016-XORISGUL¥g ' Wridtbelovedadia

005 python-trade
XA RILE—N.pyc3CHE, Fpythonx 4s 78 28 T B R 47 13X A pyc U418 B YRS -

#! /usr/bin/env prython
% encoding: utf-8
# MNENEALE, ATRIHEFSIRETAR! http://tool. lu/pye

import base64

def encode(message) :

for 1 in message:!

¥ = ord(i) ~ 32
x=x + 16
g += chrix)

return basef4, bBdencode(s)

correct = ' XINkVmtUI1MgXWBZXCFeKY+AaXNt’
flag = "’

print ' Input flag:’

flag = raw_input ()

if encode(flag) = correct:

print correct’

4]
—
%]
L]

g _

print "wron

HE: ord()EREAPythonf N B R, Rchr)REHIEXEE, U—NFREANSE, REIST R Unicode i 1H .
& . encode(flag) == “XINKVmtUI MgXWBZXCFeKY+AaXNt’

006 game

BHEESIDAFTIF, shifttF12, Alt+T CERFEZFSH) , #K. flag

BHEBEHR: donelllthe flag is, X7, BEEIIDA View-A, Ctri+X (ZZXFHD

F5 (AR

sub_45A7BE("done!!! the flag is ");
v59
V60
v61l
v62
v63

v64
V65
V66
v67
v68







=0; 1< 56; ++i )

*(&v2 i) A= *(&v59 + 1i);
*(&v2 i) ”~= 0x13u;

}

return sub_45A7BE("%s\n");




#v2: JE(CAGV2-v58 1
v2 = [123,32,18,98,119,108,65,41,124,80,125,38,124,111,74,49,83,108,94,108,84,6,96,83,44,121,104,110,32,95,117,1
01,99,123,127,119,96,48,107,71,92,29,81,107,90,85,64,12,43,76,86,13,114,1,117,126,0]

JECHBv59-v115 HIE
= [18,64,98,5,2,4,6,3,6,48,49,65,32,12,48,65,31,78,62,32,49,32,1,57,96,3,21,9,4,62,3,5,4,1,2,3,44,65,78,32,1
6,97,54,16,44,52,32,64,89,45,32,65,15,34,18,16,0]

for i in range(57):
v2[i] = v2[i] ~ v59[i]
v2[i] = v2[i] ~ 19
s += chr(v2[i])

print(s)

B 3flag: zsctf{T9is_tOpic_1s_v5ry int7resting_b6t others_are nOt}
007 Hello CTF
RIE A Fflaght =558, EEEGwrongHlisuccess, X diHEIDA View-A, Ctrl+X, F5:



int _ cdecl main(int argc, const char **argv, const char **envp)
{
signed int v3; // ebx
char v4; // al
int result; // eax
int v6; // [esp+0h] [ebp-70h]
int v7; // [esp+6h] [ebp-70h]
char v8; // [esp+12h] [ebp-5Eh]
char v9[20]; // [esp+14h] [ebp-5Ch]
char v10; // [esp+28h] [ebp-48h]
__int16 v11; // [esp+48h] [ebp-28h]
char v12; // [esp+4Ah] [ebp-26h]
char v13; // [esp+4Ch] [ebp-24h]

strcpy(&v13, "437261636b4d654a75737446617246756e");
while ( 1)
{
memset (&v10, O, Ox20u);
v1l Q;
v12 Q;
sub_40134B(aPleaseInputYou, v6);
scanf(asS, v9);
if ( strlen(v9) > ox11 )
break;
v3 = 0;
do
{
= v9[v3];
if ( lvd )
break;
sprintf(&v8, asc_408044,
strcat(&v1io, &v8);
++Vv3;
s
while ( v3 < 17 );
if ( !strcmp(&vie, &vi3) )
sub_40134B(aSuccess, V7);
else
sub_40134B(aWrong, v7);
s
sub_40134B(aWrong, v7);
result = stru_408090. cnt-- - 1;
if ( stru_408090. cnt < 0 )
return _filbuf(&stru_408090);
++stru_408090. ptr;
return result;

EEXJLAAHE:




strcpy(&v13, "437261636b4d654a75737446617246756e"

scanf(aS, v9
if strlen(v9) > ox11

break

sprintf(&v8, asc_408044, v4
strcat(&v1o, &v8

if Istrcmp(&v10, &v13
sub_40134B(aSuccess, V7

W HER

VORBERNBEAN, KE<17, Tv8HAv9, v10iEZ i EveitRZvo

v10 (CHIAVO) FIvVI3#ATELE . #H[E Bisuccess
BNDLAURRVIBEAN TR/, F163E 6 7 # 15 2lflag: CrackMeJustForFun

ER:

(1) strcatki %121131)/E F ¥ P charB B iE#:,

(2) void *memset(void *s, int ch, size_tn);

B BERE: Krsh4ui M BB m NN ET  (typedef unsigned int size_t) FJ ch H#ItiRE s o

memset: EHRE—BRNEFRPEAENGENE, ERNBRKEWESBARTIETREN —FBIRITE 1] .
memset() & ¥R & R extern void *memset(void *buffer, int ¢, int count) buffer: g4 B R $4H c: RIRLAbufferffi{E,count: &
bufferff & B .

(3) sprintf(&v8, asc_408044, v4)iXfJiE KB B EAMBHBF/RES, BVARBMAKE -/ FFF, asc_408044
B"%X", BFRFERER 163 HIFEAE, A it SRR IXA437261636b4d654a75737446672467566 & #5411 163 H1,
RANVER B R IGF R 5

MJE: +NBEHE R .

TERSHv13fpythonfild

1| a = [6x43,0x72,0x61,08x63,0x6b,0x4d,0x65,0x4a,0x75,0x73,0x74,0x46 ,0x6f,0x72,0x46,0x75,0x6e]
2 o

3 | for x in a:

4 c += chr(x)

5 | print(c)

HEHEAM LK

R T I e R R | PR R

437261636b4d654a757374466f7246/756e

16HHIEETRT  FREEIGHE EE

CrackMeJustForFun
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c61b68366edebThdeachB2031 4h7408

=] .data:00~ 00000021 €

& . data:00 0 E C harifCTF {?
| .data:00 0000002C  C

T J& IE % FIF5:

int _ cdecl main(int argc, const char **argv, const char **envp)
{
char v3; // al
__int64 v5; // [rsp+@h] [rbp-40h]
int i; // [rsp+4h] [rbp-3Ch]
FILE *stream; // [rsp+8h] [rbp-38h]
char filename[8]; // [rsp+106h] [rbp-306h]
unsigned __int64 v9; // [rsp+28h] [rbp-18h]

v9 = _ readfsqword('(');
LODWORD(V5) = 0;
while ( (signed int)v5 < strlen(s) )
{
if (
v3
else
v3 = -1;

*(&t (signed int)v5 + 10) = s[(signed int)v5] + v3;
LODWORD(V5) = v5 + 1;

s
strcpy(filename, "/tmp/flag.txt");

stream = fopen(filename, "w");
fprintf(stream, "%s\n", u, v5);
for (i =0; i < strlen(&t); ++i )

{

fseek(stream, p[i], 0);
fputc(*(&t + p[i]), stream);
fseek(stream, OLL, 0);
fprintf(stream, "%s\n", u);
}
fclose(stream);
remove(filename);

return 0;




B RACRS:

TEHEERA

1 | LODWORD(vS) = @;
2 while { (signed int)v5 < strlen(s) )
3 {

4 if (v5 &1)

5 vi = 1;

B else

7 v3i = -1;

] *(&t + (signed int)v5 + 18) = s[(signed int)v5] + v3;
9 LODWORD(VS) = v5 + 1;

18 L

HUE H s ERS Tt REHJEREE A Ffag i, BATE— Tt alftA:

.data:00000000006010A0 s db 'c61b68366edeb7bdce3c6820314b7498°,0
.data:00000000006010A0 ; DATA XREF: main+25%o
.data:00000000006010A0 5 main+3Ftr
.data:00000000006010C1 align 206h

.data:00000000006010E0 public t

.data:000000PBO6R1AEe ; char t

.data:00000000006010E0 t db 53h ; DATA XREF: main+65Tw
.data:00000000006010E0 ; main+C9to ...
.data:000RPRPARR6A1OEL aHarifctf db “harifCTR{?P2P222P2eePReeeeeeevieee?}’,e0
.data:000000000060110C align 206h

&GS B

'c61b68366edeb7bdce3c6820314b7498"
[ESY U0, Y, Upl, Y U SEY T VY

N N I T S R S B S R T S B S R B W I W
Ly, 5, F 5, 0 5,0 5,0 5,0 5,0, 0,0

t[10+v5] = chr(ord(s[Vv5])+Vv3)

8 %lflag: SharifCTF{b70c59275fcfa8aebf2d5911223c6589}
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